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ABSTRACT

Post-quantum Cryptography (PQC) is designed to be a quantum-safe variant of
the Public Key Cryptographic (PKC) schemes, as the advancement of quantum
computing poses a significant threat to the traditional PKC. Among all the NIST
PQC candidates, Lattice-based Cryptography (LBC) offers both strong security
and competitive performance, making it a leading contender in the NIST PQC
standardization project. With the rapid expansion of the Internet of Things (IoT)
across various industries, securing vast amounts of sensitive data on IoT devices

using the post-quantum cryptography has become increasingly critical.

However, [oT devices are often constrained by limited power, memory, and com-
putational capacity. Deploying NIST PQC standards, particularly the most promis-
ing LBC schemes, on these resource-restricted devices presents significant challenges.
To address these challenges, this thesis aims to develop efficient, lightweight, and
secure implementations of lattice-based cryptography for IoT devices. This research

focuses on both algorithmic design and practical implementations.

From an algorithmic design perspective, this thesis proposes an improved Plan-
tard arithmetic for signed integers and further enlarges the input range of the Plan-
tard arithmetic without modifying its computation steps. Theoretical proofs of cor-
rectness for the improved Plantard arithmetic are provided from two perspectives,
demonstrating its validity. The advantages of the improved Plantard arithmetic over
its original version, as well as over Montgomery and Barrett arithmetic, are thor-
oughly discussed. These advantages make it feasible to replace the state-of-the-art

Montgomery and Barrett arithmetic with the improved Plantard arithmetic in LBC
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schemes on certain platforms.

Based on the theoretical improvement of the improved Plantard arithmetic, this
thesis proposed efficient implementations of the improved Plantard arithmetic on
three IoT platforms with different instruction set architectures (ISA): Cortex-M4,
Cortex-M3, and RISC-V. Furthermore, we show that the proposed Plantard arith-
metic can be easily adapted to other schemes or platforms with similar ISA charac-
teristics, highlighting its extensibility. By replacing the state-of-the-art Montgomery
and Barrett arithmetic with the proposed Plantard arithmetic, we obtain around
20% speedup for the NTT and INTT computations, which leads to faster Kyber, NT-
TRU, and Dilithium implementations on the three IoT platforms. Additionally, we
propose two optimization techniques on ARMv7-M, namely lazy rotations and mem-
ory access pipelining, to enhance the performance of Keccak. These optimizations
bring over 20% performance improvement for the Keccak permutation on ARMv7-M.

We then investigate the optimized implementation of the masking-friendly LBC
scheme, Raccoon, on the Cortex-M4, ensuring robust quantum-safe protection and
side-channel resistance on memory-constrained devices. We introduce a 5-instruction
negative double Montgomery reduction approach for the multi-moduli NTT imple-
mentation of Raccoon, where each 64-bit coefficient requires double modular reduc-
tions, Additionally, we demonstrate that the lazy reduction strategy is not only
applicable to the NTT/INTT implementation but also enhances the efficiency of
four critical masking subroutines in Raccoon. Lastly, we also explore memory opti-
mization techniques for the lightweight implementation of the speed-optimized Kyber
and high-order Raccoon, addressing the challenges imposed by memory-constrained
[oT devices, thereby improving the feasibility of deploying these quantum-safe al-

gorithms in real-world IoT environments.

Keywords: Cryptographic Engineering, Post-quantum Cryptography, Lattice-based

Cryptography, Polynomial Multiplication, Modular Arithmetic
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Chapter 1

Introduction

Quantum computers are being developed rapidly. Google [16] reported their 53-
qubit processor in 2019, claiming that their quantum processor can achieve quantum
supremacy. Two years later, a Chinese research team [112] announced a 66-qubit
processor named Zuchongzhi. Also in 2021, IBM announced their 127-qubit quantum
processor called Eagle [66], which first breaks the 100-qubit barrier. And Later in
2022, they further unveiled their 433 qubit Osprey processor [67]. In 2024, Google
Quantum Al team just announced their latest 105-qubit quantum chip, Willow [7],
and claimed that it could finish a benchmark computation that would take today’s
fastest supercomputers 10%° years in just five minutes.

With the emergence and rapid development of quantum computing technology,
the conventional Public Key Cryptographic (PKC) schemes face a significant threat.
Shor’s algorithm on quantum computers can solve the mathematical hard problems
of these PKC schemes, such as the big number factorization problem of RSA, the
Discrete Logarithm Problem (DLP) of ElGamal, and the Elliptic Curve Discrete
Logarithm Problem (ECDLP) of Elliptic Curve Cryptography (ECC), in polynomial
time. Theoretically, a quantum computer with a few thousand qubits should break
the 2048-bit RSA. However, there are still noise issues not being well understood. A
recent research [53] shows that factoring 2048-bit integer in RSA within 8 hours needs
a quantum computer with about 20 million noisy qubits. This implies the current

progress of quantum computers is still far from breaking the currently deployed 2048-
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bit RSA or 256-bit ECC. On the other hand, IBM’s roadmap of quantum computers
[59] claims that the number of qubits could be more than doubled per year, making a
one million-qubit machine possible in 2030. The progress of experimental quantum
computers and the surprising developments in the quantum computing motivated
the cryptographic community to expedite the study of quantum-safe cryptographic
algorithms to find suitable alternatives to the traditional public-key cryptosystems

within a decade or less.

1.1 Post-quantum cryptography

Post-quantum cryptography refers to public-key cryptographic (PKC) algorithms
designed to be secure against threats posed by quantum computers. To promote the
development of post-quantum cryptography (PQC), NIST launched a standardiza-
tion project in 2016 to solicit, evaluate, and standardize post-quantum cryptographic
algorithms [88]. The project received 82 candidate submissions [9]. These candi-
date algorithms can be divided into the following five categories: code-based [105],
lattice-based [31, 42], multivariate-based [41], hash-based [25], and isogeny-based
101, 47].

In 2019, NIST selected 26 candidate algorithms that met the security and per-
formance criteria and advanced them to the second round for further evaluation. In
the third round of the standardization process, seven finalists, including four key
encapsulation mechanisms (KEM) and three digital signature algorithms (DSA),
have been selected to advance to the fourth round of evaluation, as shown in Ta-
ble 1.1. Among these algorithms, three out of the four KEM finalists (i.e., Ky-
ber [17], Saber [22], and NTRU [34]) are from lattice-based cryptography (LBC).
In 2022, NIST announced four finalists to be standardized for its six-year Post-
Quantum Cryptography (PQC) standardization project [88]. Among them, Kyber
[17] is the only KEM standard, while Dilithium [42], Falcon [98], and sphincs [26]
are three digital signature standards, and Kyber, Dilithium, and Falcon are all based

on the lattice-based construction, which indicates that LBC is competitive and con-
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Table 1.1: NIST PQC standardization project: Round-3 and Round-4 candidates.

Round Round 3 Round 4
Types KEM DSA KEM DSA
Kyber Dilithium Kyber  Dilithium
Saber Falcon - Falcon
Schemes
NTRU Rainbow - SPHINCS™

Classic McEliece - - _

vincing in terms of security and performance. In 2024, three of the finalists Kyber,
Dilithium, and SPHINCS™ have been standardized as ML-KEM, ML-DSA, and SLH-
DSA in FIPS 203 [90], FIPS 204 [91], and FIPS 205 [92]. Consequently, the efficient
implementation of these NIST PQC standards, ensuring a smooth transition from
conventional public-key cryptography to post-quantum cryptography algorithms in

practical application scenarios, has become an important area of research.

Two out of the three finalists for the Digital Signature Algorithm (DSA) in
the NIST PQC standardization project, Dilithium and Falcon, are constructed over
structured lattices. To diversify the DSA standards, NIST initiated an additional
round for digital signature schemes in 2022 [89], aiming to identify general-purpose
signature schemes that are not based on structured lattices, or that feature short sig-
natures and fast verification, making them particularly suitable for certain applica-
tions. Nevertheless, lattice-based DSA schemes are still welcome if they significantly
outperform Dilithium and Falcon, or offer substantial security properties. Most of
the additional round digital signature schemes still belong to the five categories as
in the NIST PQC standardization project in 2016, i.e., code-based, isogeny-based,
lattice-based, multivariate-based, and symmetric-based schemes. A novel category
called MPC-in-the-head signatures that is built upon the Multi-Party-Computation-
in-the-Head (MPCitH) construction has also attracted many attentions. There are
still 7 lattice-based DSA schemes submitted in the first round of additional signa-

tures [89], but only one lattice-based DSA scheme Hawk [43] has entered the second
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round [89] in 2024.

Evaluating the performance of the NIST PQC standards and candidates is an
essential task [10] not only during the process of the NIST standardization project
but also in the future commercial deployment. The theoretical security guarantees
of PQC schemes are important, but the practical deployment requires algorithms
to be efficient in terms of speed, memory usage, and power consumption. Regular
performance evaluations and optimizing the performance of the PQC algorithms
ensure that the chosen PQC standards can meet the diverse requirements of real-
world applications, such as IoT devices, mobile platforms, and large-scale server
infrastructures. Besides, it also helps identify which algorithms perform best for
specific use cases and ensure that the final NIST standards provide the most efficient
solutions for a broad range of applications. Therefore, this thesis will also focus on
the performance optimization of PQC algorithms, attempting to optimize them
from both algorithm design and implementation perspectives, in order to improve
their performance and enhance their practicality in real-world platforms. Since LBC
schemes have dominated the NIST PQC standardization project, with three out of
the four NIST PQC standards being based on LBC, this thesis will primarily focus
on the efficient implementation of LBC schemes. The goal is to provide insights that

could facilitate the commercial deployment of these PQC standards in the future.

1.2 PQC on the Internet of Things

The application of the Internet of Things (IoT) has spread out in various fields, such
as smart healthcare, home, and transportation domains. Increasingly, [oT devices
have been utilized to gather sensitive data from individuals, corporations, military
organizations, and governments. It is estimated that by 2030, there will be around
30 billion interconnected IoT devices [108]. With the rapid development of quantum
computing, safeguarding sensitive data on numerous IoT devices against quantum
computers is a pressing concern in the near future. Therefore, deploying NIST PQC

standards and candidates for these IoT devices is essential.



Low-power Low-resource Low-memory Heterogeneous

|
|
|
|
The ISAand  f§
micro-design [
|

|

|

|

|

|

|

|

Limited
memory due to

Access to main Limited

power or instructions,
vary from each

other (ARM
and RISC-V)

the size and
price

reliance on registers due to
battery micro-design

Figure 1.1: Four major limitations of IoT devices

However, the microprocessors used in IoT devices are distinct from the traditional
CPUs used in computers as they are typically smaller in size and used to collect and
transmit data with sensors. Therefore, they have the following limitations, as shown
in Figure 1.1, which present different challenges for the PQC deployment on the IoT

devices.

First of all, IoT devices are designed to be energy-efficient because they often
operate in environments where power resources are limited. Many IoT devices ei-
ther need constant access to a main power supply or rely on batteries for energy. To
prolong battery life and reduce power consumption, the deployment of PQC algo-
rithms on these microprocessors must be optimized for low power usage. Reducing
the cycle counts of PQC algorithms is the first priority in order to reduce power

consumption.

In addition, many IoT devices are constrained by limited computational resources
and memory. Due to their small size and low cost, these devices are often designed
with minimal instruction sets, fewer registers, and limited storage capacity, which
restricts their ability to handle large data sets or perform complicated cryptographic
operations required by PQC algorithms. Many of the post-quantum cryptographic
(PQC) algorithms require larger key sizes and more memory (both stack and heap
usage) compared to traditional public-key cryptography (PKC) algorithms like El-
liptic Curve Cryptography (ECC). This makes it even more challenging to replace

PKC with PQC on resource-constrained devices. As a result, deploying PQC algo-



rithms on these IoT platforms requires tailoring them to fully utilize the available
architectural characteristics, such as the specific instruction sets, registers, and mem-
ory capabilities. Optimizing the PQC algorithms for these constraints is critical to
achieving acceptable performance and ensuring that the cryptographic operations
can run within the limits of the platform. Moreover, tailoring the PQC algorithms for
limited memory may require making trade-offs between memory usage and perfor-
mance. Different platforms will have different trade-offs depending on their specific
resources. Therefore, careful consideration must be given to optimize the balance
between memory consumption and execution time when deploying PQC algorithms

on loT devices.

Furthermore, IoT devices are heterogeneous in nature. Different devices may
have different instruction set architectures (ISAs) and microarchitectures. For ex-
ample, some may use ARM-based cores, others may rely on RISC-V or AVR cores.
These differences impact the way in which PQC algorithms should be implemented
to achieve optimal performance. A one-for-all approach is not suitable, and tailored
solutions must be developed to take advantage of the specific characteristics of each

platform.

The above constraints on these platforms lead to varying implementation require-
ments and pose unique challenges for the deployment of PQC. As both memory con-
sumption and efficiency are critical factors when assessing the feasibility of PQC on
[oT devices, the primary challenge for the PQC implementation on [oT devices is to
explore an efficient and lightweight PQC implementation tailored for heterogeneous
[oT platforms. This includes efficiently utilizing the constrained computational re-
sources of the target platforms, achieving reasonable efficiency to minimize power
consumption, while also ensuring that stack usage remains small enough to fit within
the limited memory. Balancing these competing factors is essential for the successful

and practical deployment of PQC algorithms on resource-constrained IoT platforms.



1.3 Cryptographic engineering

Cryptographic engineering is the field focused on the design, implementation, and
analysis of cryptographic systems to ensure secure communication and data pro-
tection. It bridges the gap between theoretical cryptography and practical system
applications, addressing challenges such as efficiency, real-world constraints, and
implementation security. Since cryptographic engineering involves both software
and hardware implementations, it requires expertise in electrical engineering and
computer science. Furthermore, because most cryptographic algorithms, especially
public-key cryptography like RSA [102], ECC [111], and PQC [9], rely on compu-
tationally intensive mathematical operations, a strong mathematical foundation is
essential. Thus, cryptographic engineering can be seen as an interdisciplinary field,
integrating electrical engineering, computer science, and mathematics [75].

In this thesis, the implementation of PQC schemes adheres to the following

objectives of cryptographic engineering:

e Efficiency. Efficiency is crucial for the practical deployment of cryptographic
systems in cryptographic engineering. Especially for public-key cryptography,
which involves complex mathematical computations, cryptographic algorithms
can be computationally intensive. Optimizing their performance without com-
promising security is essential for offering efficient and secure protection of the
sensitive data in real-world applications. The efficiency requirements for cryp-
tographic algorithms can vary significantly depending on the target platform.
For instance, on server platforms, handling large volumes of cryptographic
computations is often a priority. In such cases, high-throughput cryptographic
implementations are crucial to alleviate the burden on servers and ensure
smooth, large-scale processing of cryptographic tasks [50, 35]. In contrast, on
client platforms or resource-constrained devices, such as mobile phones or IoT
devices, minimizing the latency of each cryptographic operation becomes more
important to enhance the user experience. Fast and responsive cryptographic

operations ensure that users do not encounter delays while interacting with
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secure applications, such as encrypted messaging or financial transactions.

Real-world Constraints. The deployment of cryptographic algorithms might
also be affected by real-world constraints. Different platforms may also have
different constraints. For example, PQC on IoT devices presents unique chal-
lenges due to their limited resources, including power, computational capacity,
and memory. These devices are often designed with energy efficiency in mind,
which limits their ability to perform computationally intensive cryptographic
operations, such as those required by PQC schemes. 10T devices typically op-
erate on battery power and have limited processing resources such as registers
and instruction sets. Optimizing these operations for the specific architecture
of IoT devices (e.g., ARM Cortex-M, RISC-V) is crucial to achieve acceptable
performance without excessive power or time overhead. Memory is another
significant constraint in resource-constrained [oT devices. Many PQC schemes
require large public and private keys and consume a large stack usage, making
them memory-intensive. Therefore, minimizing memory usage while ensur-
ing security and performance is key to making these cryptographic schemes

practical in constrained IoT devices.

Implementation Security. In cryptographic engineering, even if crypto-
graphic algorithms are secure from a theoretical standpoint, real-world im-
plementations can still be vulnerable to attacks if proper precautions are not
taken. A major threat to secure cryptographic implementations arises from
side-channel attacks. These attacks exploit physical characteristics or un-
intended information leakage, such as variations in timing [77], power con-
sumption [76], and electromagnetic (EM) emissions [6], during the execution
of cryptographic algorithms to extract sensitive data, such as secret keys or
plaintext [107]. Omne of the most effective ways to mitigate timing attacks
is to implement cryptographic algorithms in constant-time. This means that
the time taken by the algorithm should not depend on the input data, es-

pecially the secret key [77]. For example, modular exponentiation in RSA,
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scalar multiplication in ECC, and polynomial multiplication in LBC should
be implemented using constant-time algorithms to prevent the timing varia-
tions. Moreover, techniques such as masking or randomization can be used to
make the power consumption independent of the secret data being processed.
This is done by adding random noise to the computation or by splitting the

sensitive data into multiple parts and combining the results [76, 68].

Regarding the first two objectives, this thesis optimizes PQC schemes from
both algorithm design and implementation perspectives, ensuring an efficient and
lightweight deployment on resource-constrained IoT devices. For the third objective,
this thesis ensures implementation security by adopting constant-time implementa-
tions, avoiding secret-dependent branching as discussed in Chapter 4, and exploring
masking techniques in Chapter 5. These strategies guarantee that the execution
time or power patterns of cryptographic operations remain independent of the se-

cret data, thereby mitigating the risk of some side-channel attacks.

1.4 Contributions

Guided by the objectives of cryptographic engineering, the primary goal of this the-
sis is to develop efficient, lightweight, and secure implementations of post-quantum
cryptography tailored for Internet of Things devices. This research addresses both
the algorithmic design and the implementation aspects to ensure practical deploy-
ment in resource-constrained environments. This thesis specifically focuses on lattice-
based cryptography, as three out of the four NIST PQC standards—Kyber, Dilithium,
and Falcon —are based on the lattice-based hard problems. These schemes have
garnered significant attention due to their strong security guarantees and promising
performance in the face of emerging quantum threats. As such, the work in this the-
sis aims to enhance the efficiency of LBC algorithms for IoT devices, ensuring that
they meet both the performance and security requirements of the next-generation

cryptographic standards.
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Figure 1.2: An overall structure of the LBC schemes

Overall structure of the LBC schemes. As illustrated in Figure 1.2, the LBC
schemes can be broadly divided into three layers: modular arithmetic, polynomial
arithmetic, and the LBC protocol. The most fundamental layer is the modular arith-
metic over Z,, which includes operations such as modular addition, subtraction, mul-
tiplication, and reduction. Modular arithmetic is essential for NTT computations
in LBC schemes. The current state-of-the-art techniques for modular arithmetic in-
clude Montgomery arithmetic, Barrett arithmetic, and specialized methods tailored
to the specific form of the modulus ¢g. The second layer, polynomial arithmetic,
is crucial as most operations in LBC schemes are carried out over the polynomial
ring R, = Z,[z]/ (z™ +1). This includes polynomial addition, subtraction, multi-
plication, and sampling, which contribute significantly to the running time of LBC
schemes. The polynomial sampling in LBC schemes normally relies on the SHA-3
function that is constructed over Keccak permutation. Finally, the LBC protocol
layer provides the cryptographic primitives necessary for practical applications, such
as key generation, key encapsulation, key decapsulation, signature generation, and

signature verification.

Optimization overview. Similarly, the optimizations presented in this thesis

focus on three distinct layers, as illustrated in Figure 1.3.

e The first and fundamental optimization of this thesis focuses on modular arith-
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Figure 1.3: An overview of the optimization techniques in LBC schemes

metic. We analyze state-of-the-art modular arithmetic in LBC schemes across
different scenarios and propose an improved Plantard arithmetic, specifically
tailored for lattice-based cryptography. The proposed Plantard arithmetic
demonstrates significant advantages over the state-of-the-art Montgomery and
Barrett arithmetic, making it possible to supersede these older modular arith-

metic in LBC on certain platforms.

e The second layer addresses the optimization of two core operations critical
to LBC schemes: polynomial multiplication and the Keccak permutation.
By integrating the improved Plantard arithmetic with various optimization
techniques in polynomial multiplication, we highlight its superiority in NTT
implementation. We also present two architectural optimizations for Keccak
permutation on ARMv7-M. These refinements further improve the overall per-
formance of LBC, making it more efficient and practical for real-world appli-

cations.

e The final layer emphasizes memory optimization and side-channel protection
for LBC, a critical factor in deploying LBC schemes on IoT devices. Given
the resource constraints of IoT devices and their susceptibility to side-channel

attacks, it is crucial to minimize memory consumption while ensuring robust
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side-channel resistance for the practical and secure deployment of PQC in such

environments.

Contributions. More specifically, the detailed contributions of this thesis are

summarized as follows:

e First, we present an improved Plantard arithmetic for signed integers with
its correctness proof. We then further enlarge the input range of the Plan-
tard arithmetic without modifying its computation steps, and give the proof.
To provide a comprehensive understanding of Plantard arithmetic, we intro-
duce another variant of signed Plantard arithmetic proposed in a concurrent
work [15]. Additionally, we present an optimization technique to eliminate
one rounding operation for the signed Plantard arithmetic in [15], enhancing
its efficiency on platforms that lack inherent support for right-shifting with
rounding approximation. Finally, we detail the advantages of the improved
Plantard arithmetic over its original version, signed Plantard arithmetic in
[15], Montgomery and Barrett arithmetic. Compared to the original Plan-
tard arithmetic, the improved Plantard arithmetic not only supports signed
integers but also extends its input range and narrows down its output range,
thus enabling better lazy reduction strategies in NTT/INTT. Besides, it in-
herits the advantage of the original Plantard multiplication, i.e., saving one
multiplication when one of the two operands is a constant. We further demon-
strate that the improved modular arithmetic also has excellent merits over the
state-of-the-art Montgomery and Barrett arithmetic, making it possible to su-
persede the Montgomery and Barrett arithmetic with the improved Plantard

arithmetic in LBC schemes on certain platforms.

e Based on the theoretical improvement of the improved Plantard arithmetic,
we present faster implementations of the improved Plantard arithmetic for
16-bit odd moduli on Cortex-M4, Cortex-M3 and RISC-V. Furthermore, we

show that the Plantard arithmetic can be easily extended to other schemes or
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platforms with similar ISA characteristics, which highlights its extensibility.
We then integrate the improved Plantard arithmetic into the 16-bit NTT in
Kyber and NTTRU, as well as the multi-moudli NTT in Dilithium. For the
16-bit polynomial multiplication in Kyber and NTTRU, by replacing the state-
of-the-art Montgomery and Barrett arithmetic with the proposed Plantard
arithmetic, we demonstrate that it enables more efficient polynomial arith-
metic, namely NTT, INTT, and modular reduction, leading to faster Kyber
and NTTRU implementations on the above three 32-bit platforms. As for the
polynomial multiplication in Dilithium, which typically uses 32-bit NTT, we
revisit the idea of using small NTT (i.e., 16-bit NTT) for ¢s; and multi-moduli
NTT for ct; on ARMv7-M. We show that by leveraging the efficient Plantard
arithmetic, the proposed multi-moduli NTT implementation on Cortex-M3
remains constant-time and can indeed yield over 19.07% or 52.76% speed-ups
when compared with the variable-time or constant-time 32-bit NTT in [57],
respectively. Moreover, we also show that the efficient Plantard arithmetic
can be used to accelerate the explicit CRT by 19.45% in the multi-moduli
NTT implementation, further improving the feasibility and efficiency of the
multi-moduli NTT on Cortex-M3. The optimized implementations demon-
strate that the Plantard arithmetic can indeed supersede the state-of-the-art

Montgomery and Barrett arithmetic on these low-end 32-bit microprocessors.

As for another core operation in LBC schemes, the polynomial sampling, we
improve Keccak’s performance on Cortex-M3 and M4 by up to 24.78% and
21.4% utilizing two architecture-specific optimizations. The first one, denoted
as lazy rotations, consists of taking advantage of the inline barrel shifter to
eliminate explicit rotations in the linear layer. Note that this technique has
been reported in the literature by Becker and Kannwischer in order to boost
Keccak on ARMvS8 architectures [24] but has not been ported to ARMv7-
M so far. The second optimization consists of a more efficient memory access

scheduling to avoid pipeline hazards, which results in over 12.84% performance
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improvements on ARMv7-M.

e We then present the efficient implementation of the masking-friendly Raccoon,
offering robust and efficient countermeasures to secure against side-channel
attacks. In Raccoon’s multi-moduli NTT implementation, the double modular
reductions are required for each 64-bit polynomial coefficient. We propose a
novel and faster approach, called negative double Montgomery reductions, for
achieving this task. This technique reduces the instruction counts of double
modular reductions to just five. Additionally, we show that the lazy reduc-
tion strategy is not only applicable in the NTT/INTT implementation but
also significantly reduce the time complexity of four key subroutines in Rac-
coon. We perform a detailed range analysis to ensure the correctness of the
Raccoon implementation with the lazy reduction technique. Furthermore, we
optimize several 64-bit polynomial arithmetic operations tailored to Raccoon’s
parameters, such as left-shift /right-shift, coefficient reduction, and conditional
operations. The proposed implementations reduce 32.46% ~ 40.01% of the
clock cycles compared to Raccoon’s reference implementation. Finally, we ex-
plore memory optimization techniques for the lightweight implementations of
the speed-optimized Kyber and high-order Raccoon, addressing the challenges
posed by memory-constrained IoT devices. These optimizations significantly
improve the feasibility and practicality of deploying LBC schemes Kyber and
Raccoon, ensuring lightweight quantum-safe protection and side-channel resis-

tance on memory-limited devices.

1.5 Dissertation outline

The outline of this thesis is summarized as follow.
Chapter 1 gives an overall introduction of the background, post-quantum cryp-
tography, the challenges of deploying PQC on IoT devices, cryptographic engineer-

ing, and the contributions of this thesis.
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Chapter 2 provides a brief introduction of the mathematical basis of LWE, the
algorithm descriptions of the LBC schemes, and the core operations underlying these
LBC schemes.

Chapter 3 reviews the fundamental and state-of-the-art modular arithmetic em-
ployed in LBC schemes. It then presents the improved Plantard arithmetic, which
supports modular arithmetic over signed integers in an extended range. This chap-
ter presents correctness proofs from two distinct perspectives and includes detailed
comparisons between the improved Plantard arithmetic and the original Plantard
arithmetic, the signed Plantard arithmetic proposed in [15], as well as state-of-the-
art Montgomery and Barrett arithmetic. These comparisons highlight the excellent
merits of the proposed Plantard arithmetic, demonstrating its potential to replace
existing modular arithmetic methods in LBC schemes on specific platforms.

Chapter 4 presents the optimized implementations of modular arithmetic, 16-bit
NTT in Kyber and NTRU, small NTT and multi-moduli NTT in Dilithium, as well as
the Keccak on Cortex-M4, Cortex-M3, and RISC-V platforms. These optimizations
significantly enhance the performance of LBC schemes on IoT devices. Addition-
ally, the memory optimizations for the speed-version Kyber are discussed, aimed at
improving its feasibility and practicality on memory-constrained IoT devices.

Chapter 5 presents the efficient, lightweight, and secure implementations of the
side-channel secure LBC scheme Raccoon.

Chapter 6 concludes the thesis and discusses the possible future work related to

the thesis.
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Chapter 2

Background

In this chapter, we provide necessary mathematical background for LBC and dissect

the fundamental components of LBC schemes.

2.1 Basic definitions and notations

Let f be a function. If f is deterministic, the output of f(z) is assigned to y using
y := f(x). If f is randomized, the assignment is denoted as y < f(z). For a given
probability distribution D, y <— D indicates that y is sampled from D. Let ¢ be an
integer and n a power of two.

The quotient ring of integers modulo ¢ is denoted as Z, = Z/qZ. The ring R, is
defined as Z,[x]/(z"™ + 1), representing the quotient of the polynomial ring Z,[x] by
the ideal generated by (2" + 1). Italic lowercase letters represent scalars, which are
elements of Z, Z,, or R,. Bold lowercase letters denote vectors, while bold uppercase
letters indicate matrices. Let f € R, be a polynomial. Its negation is defined as
—f=—fo+ -+ (=fa_1)x" !, where each coefficient of f is negated.

Let v be a positive integer. Any integer x € Z can be expressed as = 2V - Zp +
Thot, Where Tiop € Z and Ty, € [—2°71, 2971 — 1]. The function |-], is defined as
|z], = [2/2"] = Z4op. The function |-| denotes the floor operation.

For z € Z, we define zmod™q € {—[4],—[4] +1,---, %] — 1,5} and

zmod" ¢ € {0,1,---,q — 1} to represent the canonical signed representative and
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canonical unsigned representative, respectively. From an implementation perspec-

tive, consider a 32-bit signed or unsigned multiplication with the lower 32 bits of

232 232

the result are obtained. The binary representations of zmod* and zmod"

are identical.

2.1.1 Masking

Masking is a powerful technique used to protect LBC schemes against side-channel
attacks. It works by splitting sensitive data, such as secret keys or intermediate
values, into multiple "shares” and performing cryptographic operations on these
shares instead of the original data. This ensures that no individual share reveals
meaningful information about the secret, making it significantly harder for attackers
to extract sensitive information through side-channel analysis.

Two fundamental masking methods are commonly employed based on the prop-

erties of the operations: Boolean masking and arithmetic masking.

e Boolean masking splits sensitive data using the XOR operation, making it

well-suited for bit-wise operations such as AND and XOR.

e Arithmetic masking, on the other hand, splits sensitive data using modular

addition, making it ideal for modular operations prevalent in LBC schemes.

However, many LBC schemes include operations that favor either boolean or arith-
metic masking, requiring costly mask conversions to convert between the two forms.
These conversions significantly increase the overhead of existing side-channel pro-
tection methods.

To mitigate this challenge, Raccoon [95] is specifically designed to be masking-
friendly by exclusively using arithmetic masking. This design eliminates the need
for expensive mask conversions. In Raccoon, a sensitive variable x in Raccoon is
shared across d components as (X;)ie[a), such that x = 7., x;modg. A d-shared

variable (X;);c[q is denoted as [x].
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2.2 Lattice-based cryptography

We briefly recall the basis of lattice in this section and refer more details to [93, 78].

2.2.1 Lattice basis

The lattice-based cryptography is built upon the assumed hardness of lattice hard

problems. The so-called lattice is defined as in Definition 2.2.1.

Definition 2.2.1 (Lattice). Given n linearly independent vectors by, ba, - by €

R™, an n-dimensional lattice L is defined as

£(b1,by, - by) = {3 aibyfai € 2}

The vectors by, bg, - -+ , b, form a basis of the lattice L. Let B be the m x n matrix

with each column being by, bs, - -, by, then the lattice £ is equivalent to:

L(B) = {Z Bulr € Z”} .

We refer n as the rank and m as the dimension of the lattice. The lattice £ is a full-
rank lattice when m = n, which is a general case in cryptography. The Euclidean
length of a vector v = (vy,vg,---v,) € R™ is computed as ||v|| = /> ., vZ. The

minimum distance of a lattice £ is defined as the length of the shortest non-zero

vector, denoted as Ay (£) := minyer oy ||V

2.2.2 SVP and CVP

There are many variants of lattice computational problems used in lattice-based
cryptography. Two of the most fundamental problems are Shortest Vector Prob-
lem (SVP) and Closest Vector Problem (CVP) [84]. While these problems are not
directly used in modern LBC schemes, their conjectured intractability forms the cor-
nerstone of many lattice-based cryptographic constructions. A brief understanding
of these problems is essential for appreciating the security assumptions underlying

the lattice-based cryptography.
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The SVP, as illustrated in Definition 2.2.2, is defined as the task of finding
the shortest non-zero vector in a given lattice. This problem is considered to be
computationally hard, particularly in high-dimensional spaces. The CVP, as shown
in Definition 2.2.3, asks for the closest lattice vector to a given target vector. In other
words, given a lattice and a target vector, the objective is to find the lattice point
that is closest to the target. Like the SVP, the CVP is believed to be computationally

hard in high dimensions.

Definition 2.2.2 ((Approximate) Shortest Vector Problem (SVP) [84]). Given a
basis B of a lattice L = L(B), the SVP problem asks to find a shortest non-zero
vector v. € L such that ||v|| = M (L). For a parameter v > 1, the approximate

variant SVP, asks to find a non-zero vector v € L such that ||v|| <v- A (L).

Definition 2.2.3 ((Approximate) Closest Vector Problem (CVP) [84]). Given a
basis B of a lattice L = L(B) and a target vector t, the CVP problem ask to find
a vector v € L such that the distance between v and t, i.e., |v — t||, is minimized.
For a parameter v > 1, the approximate variant CVP, asks to find a vector v € L

such that ||[v —t]| < - A (L).

Although the SVP and CVP are not directly employed in many modern LBC
schemes, their intractability is fundamental to the security assumptions of more ad-
vanced lattice problems. Specifically, the problems of Learning With Errors (LWE)
and Short Integer Solution (SIS), which form the basis for post-quantum crypto-
graphic standards such as Kyber and Dilithium, derive their security from the hard-

ness of certain variants of SVP or CVP problems.

2.2.3 SIS and LWE

In the past decade, two lattice-based computational problems, namely Learning
With Errors (LWE) [100] and Short Integer Solution (SIS) [8], have gained promi-
nence in cryptography because they have strong security guarantee by connecting

the worst-case and average-case hardness. Ajtai [8] and Regev [100] demonstrated
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that these problems are hard on average, provided that certain related problems
remain intractable in the worst case. Therefore, these two hard problems form
the foundation of the security of many cryptographic schemes. For example, the
FrodoKEM [13], which is based on the LWE problem, is a notable cryptographic
protocol built on these principles, offering strong security guarantees. The formal

definitions of these problems are provided in Definitions 2.2.4 and 2.2.5.

Definition 2.2.4 (Short Integer Solution Problem (SIS) [8]). Given a uniformly
distributed matriz Ay*™, the SIS problem SIS, m g asks to find a vector z € Z™ such
that Az = 0 mod q and 0 < ||z|| < 5.

Definition 2.2.5 (Learning with Errors (LWE) [100]). The search version of LWE
problem sLWE, ,,, 4 s defined as follows: Given a uniformly random secret vector
s chosen in Zy, an error e < x, and a uniformly random vector a € Zy, and
given m samples of the form (a,b = (s,a) + e mod q), the SLWE, ,,, . problem asks
to recover the secret vector s. The decision version, on the other hand, involves
distinguishing between two distributions: the distribution of m independent samples

from (a,b = (s,a)+e mod q) and m independent samples from a uniform distribution

U(Zy X Zy).

When the number of the requested samples (a;, (s, a;) + ;) is m, then we are
considering the matrix A € ZZ"X" with each row being a;, and e = (eq, - - - ,em)T in
the LWE problem. This can be interpreted in terms of linear algebra similar to the
SIS problem. This allows us to express the problem as (A, As + e = bmod q) .
This setup is similar to the Short Integer Solution (SIS) problem in the sense that
both involve finding a vector (in this case, the secret s from an equation involving
a matrix and an error term. The main difference is that the LWE problem involves

a noise term e that is typically sampled from some distribution .

2.2.4 RSIS and RLWE

Although cryptographic schemes constructed based on the standard LWE problem

offer strong security guarantees, they are often very slow, which hinders their prac-
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tical use in real-world applications, especially on resource-constrained IoT devices.
For example, the state-of-the-art FrodoKEM implementation on ARM Cortex-M4

[71] is at least 100x slower than our Kyber implementation [63].

Definition 2.2.6 (Ring SIS Problem (RSIS)). Given ay,aq,--- ,a, € R, chosen
independently from the uniform distribution, the RSISy,,s problem asks to find
21,20,y 2m € R such that > " a; - zz = 0mod ¢ and 0 < |z|| < B, where

z= (21,20, ,2m). € R™.

Definition 2.2.7 (Ring LWE Problem (RLWE) [100]). Given ai, a9, ,a, € R,
chosen independently from the uniform distribution, the search version of RLWE
problem rRLWE,, . is defined as follows: Let s be the uniformly chosen secret in R,.
Given m samples of (a;, a;-s+e; mod q), where the coefficients of e; are independently

sampled from the error distribution x, the goal of finding s is considered difficult.

To improve the efficiency of LBC schemes based on SIS and LWE problems,
researchers [94, 81, 100] introduced the ring version of SIS and LWE problems by
incorporating the ring of integers (i.e., polynomial ring R,), which has efficient arith-
metic properties. These are formalized in Definition 2.2.6 and 2.2.7. Due to their
excellent efficiency, the ring version lattice problems have become the foundation of
several popular PQC candidates in the NIST PQC standardization project, such as
NewHope [14] and qTESLA [11]. However, despite having reductions from worst-case
lattice problems, the hardness of these schemes is restricted to ideal lattices due to
the introduction of the ring of integers, which may enable more efficient attacks
[17]. In particular, the GapSVP problem over ideal lattices is relatively easy, raising

concerns regarding their security [78].

2.2.5 MSIS and MLWE

More recently, Langlois and Stehlé [78] proposed the Module SIS (MSIS) and Module
LWE (MLWE) problems, which generalize the standard SIS and LWE problems to

module lattices. These new problems bridge the connection between SIS and RSIS,
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as well as between LWE and RLWE, respectively. They also provided worst-case to
average-case reductions for these module problems. The term ”module” refers to an
algebraic structure that generalizes both rings and vector spaces, while the module

lattice generalizes standard lattices and ideal lattices [78].

Let R, be an n-dimensional polynomial ring, d denotes the rank of the module
M C Rg, then the dimension of the corresponding module lattice is N = nd. The
SIS and LWE problems defined over module lattices are illustrated in Definitions
2.2.8 and 2.2.9. The MSIS and MLWE problems can also be interpreted in terms of
linear algebra, similar to SIS and LWE problems, where A is an d x m-dimensional

matrix and each entry is a n-dimensional polynomial in the ring R.

Definition 2.2.8 (Module SIS Problem (MSIS)). Given ay,as,--- ,a, € RY chosen
independently from the uniform distribution, the MSIS,,, 3 problem asks to find
21,20,y 2m € R such that ;" a; -z = 0mod g and 0 < ||z| < S, with z =

(21,22, ,2m)T € R™.

Definition 2.2.9 (Module LWE Problem (MLWE)). Given aj,ay,--- ,a, € RY
chosen independently from the uniform distribution and the coefficients of e being
independently sampled from x, the search version sMLWE,,, g problem is defined
as follows: Let s € Rg be the secret, and given m samples of the form (a;,a; - s +

e mod q), finding s is considered hard.

Two of the NIST PQC finalists, Kyber and Dilithium are constructed based on
these module version of lattice problems. Due to the introduction of module lattices,
they offer good security, scalability and excellent performance [17, 42]. Thanks to
these merits, they are well-recognized by NIST and cryptographic academy, and
hence are standardized by NIST as ML-KEM [90] and ML-DSA [91]. Therefore,

these two problems will be the main focus in this thesis.
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2.3 LBC schemes

We now present the algorithm descriptions of the LBC schemes involved in the

thesis.

2.3.1 Kyber

The security of Kyber is based on the MLWE problem, whose formal definition is
similar to Definition 2.2.9. In Kyber, the secret vector s is sampled from a centered
binomial distribution Bn(R’(;Xl), where k£ is the dimension of the underlying MLWE
problem. The public matrix A is sampled from a uniform random distribution
U(R;**). The decisional MLWE problem indicates that (A,b) is computationally

indistinguishable from a uniform random sampling.

Algorithm 1 Kyber.PKE KeyGen [31] Algorithm 3 Kyber.PKE Encryption [31]

Output: pk = (f),p),sk =$ Input: pk = (B,p), message u € Ry, seed
1: seed + {0,--- ,255}32 coin € {0,--- ,255}32
2: p, o < SHAKE256(64, seed) Output: Ciphertext (u’,h)
3: A  GenMatrixA(p) 1: A « GenMatrixA(p)
4: s <+ SampleVec(c,0) 2: 8’ + SampleVec(coin,0)
5: e < SampleVec(o, 1) 3: € « SampleVec(coin, 1)
6: b+ A oNTT(s) + NTT(e) 4: € < SampleVec(coin,2)
7: return pk = (b, p), sk = § 5: t « NTT(s)
Algorithm 2 Kyber. PKE Decryption [31] 6: u ¢ NTT™ (AT ° E) +e
Input: ¢ = (u,h), sk =8 7. v/« NTT™! (BT Of) +e'+p
Output: Message 1 € R, 8: return (u’ = Compress(u), h = Compress (v'))

1: u + Decompress (u’)
2: v/ < Decompress(h)
3: return g =v' — NTT ! (87 o NTT(u))
The polynomial ring used within Kyber is R, = Z,[X]|/(X™ + 1) with ¢ = 3329

and n = 256 across all parameter sets. Each polynomial coefficient in R, can be

accommodated in a 16-bit integer, which enables a 16-bit NTT polynomial mul-
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tiplication. Kyber constructs a CCA-secure KEM from a CPA-secure public key
encryption (PKE). Kyber PKE consists of key generation (Algorithm 1), encryption
(Algorithm 3), and decryption (Algorithm 2). We refer readers to Kyber’s specifica-
tion [17] for more details about the CCA-secure KEM. The core operation of Kyber
in key generation and encryption is the matrix-vector multiplication, i.c., AoNTT(s)

and A7 o t, where each element of the matrix and vector is a polynomial.

2.3.2 NTTRU

The original NTRU, which was proposed in 1996 and first published in 1998 [61] by
Hoffstein, Pipher, and Silverman, has gone through a long research history. As one
of the KEM finalists, NTRU has been significantly improved in terms of security and

efficiency compared with the original design.

Algorithm 4 NTTRU.PKE KeyGen Algorithm 5 NTTRU.PKE Encryption [82]

[82] Input: Message m, randomness r, pk = h
Output: sk = f,pk=nh Output: Ciphertext ¢

1. f' < py68 1 c:=hr+m

2 f:=3f+1 2: return c

3: if f is not invertible in Ry, restart  Algorithm 6 NTTRU.PKE Decryption [82]

4: g < [I68 Input: Ciphertext ¢, sk = f
5. h:=3¢g/f Output: Message m
6: return (sk = f,pk = h) 1:m=(cf mod* q) mod™ 3

2: return m

The NTRU submitted to NIST is the combination of two first-round candi-
dates, NTRUEncrypt [118] and NTRU-HRSS-KEM [103]. The KEM specified in
the NTRU’s specification is constructed using a generic transformation of a correct
deterministic public-key encryption scheme (correct DPKE)[34]. The polynomial
arithmetic of NTRU operates in three polynomial rings Zs|x]/®y, Z,[z]/Pn, and
Zy|x]) (@1 - ®p) with & = (z — 1) and &, = (z" P+ 2" 2+ -+ 1).

NTTRU [82], an NTT-friendly variant of NTRU, is constructed using a partially

correct probabilistic public-key encryption scheme (partially correct PPKE). The
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speed of NTTRU is faster than other NTRU variants, including the third-round
finalist NTRU and alternate candidate NTRU Prime. However, the authors only
provided security proof under the classical random oracle model (ROM) instead of
the quantum random oracle model (QROM).

The public key encryption scheme of NTTRU consists of key generation (Algo-
rithm 4), encryption (Algorithm 5), and decryption (Algorithm 6). The polynomial
ring of NTTRU is R, = Z,[X]/(X™® — X3 + 1), where ¢ = 7681. The (3%
is a binomial distribution, which generates aj,as,as,as < {0,1}7% and outputs
a1+ ay —as — aq mod* 3 € R,. The modular reduction (modjE q) maps integers to
the range (—£,2). The NTT’s suitability for NTTRU comes from its polynomial
ring Zqeg: [X] /(X7 — X381 4 1), and we will give more details in Subsection 2.4.1.

2.3.3 Dilithium

Dilithium belongs to the LBC category, and its hardness is based on the MLWE
and MSIS problems. Dilithium follows the “Fiat-Shamir with Aborts” approach
proposed in [79, 80] to construct the digital signature scheme. The key genera-
tion (keygen), signature generation (sign), and signature verification (verify) of
Dilithium are shown in Algorithm 7, Algorithm 9, and Algorithm 8, respectively.
Due to the introduction of the module structure, Dilithium needs to handle a large
k x l-dimensional matrix A, where each entry is a degree-(n — 1) polynomial over
the polynomial ring R, = Z,[X]/(X™+1) with modulus ¢ = 2% —2'3+1 = 8380417.
The module structure brings excellent flexibility to the implementation of Dilithium,
which allows us to reuse the fundamental component for different parameter sets of
Dilithium.

As shown in Algorithm 7~8, Dilithium extensively uses SHA-3 or SHAKE prim-
itives for expanding the matrix A (ExpandA), secret vector s; and s, (ExpandS),
vector y (ExpandMask), small polynomial ¢ with 7 non-zero coefficients +1’s (Sam-
pleInBall) and other hashing (H). The MakeHint, UseHint, Power2Round functions

are used to drop the lower d bits of t and reduce the public key size. The parame-
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ters used in these algorithms are shown in Table 5.1. For details of these functions

and parameters, we refer interested readers to the specification of Dilithium [42].

Algorithm 7 Dilithium key generation Algorithm 9 Dilithium signature genera-

(keygen) [42] tion (sign) [42]
Output: pk = (p,t1), sk = Input: Secret key sk and message M
(p, K, tr,s1,82,0) Output: 0 = (¢,z,h)

1: ¢« {0,1}%¢

1:

A€ RI;M := ExpandA(p)

2% (oK) € {0,137 x {0,112 x 2 pe {0,1)712:= H(rr|[M)

{0,112% .= H(Q)
3 Ae R’;Xﬁ := ExpandA(p)
4: (s1,s2) € Sf; x S} := Expands (p')
5. t:= Asy + s9
6: (t1,to) := Power2Round,(t, d)
7: tr € {0,1}2°6 := H (p||t1)
8 return (pk = (p,t1), sk =

(pa K) t’l“, S1, 527t0))

Algorithm 8 Dilithium signature verifica-

tion (verify) [42]
Input: Public key pk, message M, and sig-

nature o = (¢, 2z, h)
Output: Accept or reject

1: Ae RSXZ := ExpandA(p)

2 € {0, 11512 = H(H (pl]ta) | M)

3: ¢ := SamplelnBall(c)

4: wi := UseHint, (h7 Az — ct; - 2%, 272)

5: return [||z||lcc < 71 — f] and [¢ =
H(p||w))] and [# of 1 ’sin his < ]

3:

4:

15:

16:

18:

k:=0,(z,h) =1
proe {0,11°7 = H(K||p) (or pf «
{0,1}512 for randomized signing)
while (z,h) =1 do
y € 551 := ExpandMask (p/, k)
w = Ay
w1 := HighBits (W, 272)
£ € {0,117 = H (] w)
¢ € B, := SamplelnBall (¢)
Z:=Yy+cCs
ro := LowBits, (W — cs2,272)
if [[zlc = m — Bor [rollg = 72 —
B, then (z,h) :=_1
else
h := MakeHint, (—cto, w — cs2 + cto,
272)
if ||ctoll, = 72 or the # of 1’s in
h is greater than w, then (z,h) :=1
ki=K+/{

return o = (¢,2z,h)

2.3.4 Raccoon

Raccoon’s core functions include key generation (Algorithm 10), signing (Algo-
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Table 2.1: Dilithium parameters [42]

NIST security level 2 3 5
q [modulus] 8380417 8380417 8380417
n [the order of polynomial] 256 256 256
d [drop bits from t] 13 13 13
T [# of £1’s in ] 39 49 60
v [y coefficient range] 217 219 219

72 [low-order rounding range] (¢ —1)/88 (¢—1)/32 (¢—1)/32

(k,l) [dimensions of A] (4,4) (6,5) (8,7)
n [secret key range] 2 4 2
p =711 [cs; coefficient range] 78 196 120
to coefficient range 212 212 212
t, coefficient range 210 210 210

rithm 12), and verification (Algorithm 11). Both key generation and signing are
implemented in masked form, with an unmasked version available when d = 1.

In the keygen process, d-shared small errors [s]| and [¢] are generated in lines
4 and 6, respectively. The verification key is computed as an LWE sample (A,t =
A-s+e).

Raccoon follows the Fiat-Shamir paradigm, with the sign process notably avoid-
ing rejection sampling. The main steps are as follows: (1) Commit (lines 4 to 9):
Random noise is generated in masked form, and the LWE commitment w is com-
puted in masked form. Afterward, w is unmasked. (2) Challenge (lines 10 and
11): A challenge is derived using the message msg, the verification key vk, and the
unmasked LWE commitment w. (3) Response (lines 14 to 18): A response (h,z)
is computed based on the random noise, the private key, and the challenge. The
second part of the response, z, is unmasked since it only involves public data.

The verify process aligns closely with other lattice-based Fiat-Shamir signa-

tures, following standard procedures.
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Algorithm 10 Raccoon
(keygen) [95]

key generation Algorithm 12 Raccoon signature gener-

ation (sign) [95]

Input: (

Output: vk, sk

1: seed + {0,1}" 1:
2: A := ExpandA(seed) 2:
3: [s] < | x ZeroEncoding(d) 3:
4: [s] < AddRepNoise ([s], ut, rep) 4:
5: [t] := A - [s] 5:
6: [t] < AddRepNoise ([t], us, rep) 6:
7: t := Decode ([t]) 7:
8 t = [t]y, 8:

9: return (vk = (seed, t),sk = (vk, [s])) 9:

Algorithm 11 Raccoon signature verifi- !

cation (verify) [95] H
Input: vk = (seed,t), msg, and sig = 12:
(Chash, h, z) 13:
Output: OK (accept) or FAIL (reject). 14:
1: (Chash, h, z) := sig, (seed, t) := vk 15:
9: if {CheckBounds(sig) = FAIL} then 1@
FAIL 17:
3 = H(H(K) |msg) 18:
4: A := ExpandA(seed) 19:
5: Cpoly := ChalPoly(chash) 20:
6: y:=A-z—-2" chy -t
21:

7w o= Lth +h

Input: sk = (vk, [s]) and msg € {0, 1}*.

Output: Signature sig = (chash, b, z)

(vk, [s]) := sk, (seed, t) := vk

1 1= H(H(vk) [ msg)

A := ExpandA(seed)

[r] < I x ZeroEncoding(d)

[r] + AddRepNoise ([r], uy, rep)
[w] := A [r]

[w] < AddRepNoise ([w], uy, rep)
w := Decode ([w])

W= W]y,

0: Chash := ChalHash(w, p)

Cpoly = ChalPoly(Chash)
[s] < Refresh([s])

[r] < Refresh([r])

[2] == cpoty - [s] + [r]
[z] < Refresh([z])

z := Decode([z])
yi=A-z-2% cy -t
h:=w-lyl,,

sig 1= (Chash; h, 2)

if {CheckBounds(sig) = FAIL} goto Line
4

return sig

8: ¢}, = ChalHash(w', i)
9: if Chash # ., Treturn FAIL

10: return OK

The [z]] + ZeroEncoding(d) subroutine takes as input a power-of-two integer d
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Refresh([z]) subroutine takes as input a d-sharing [z] of x € R,, refreshes the
input d-sharing, and outputs a fresh d-sharing satisfying [z]" = [z]+[0]. SU(u,T) =
[T]-U(—2%"1, ... 271 — 1) represents the sum of T" independent uniform random
variables, each sampled from the uniform distribution (-2, ... 247t —1). The
[v] < AddRepNoise([v],u,rep) subroutine implements SU(u,d - rep). For each
masked coefficient [a] of [v], every share of [a] is perturbed by adding small uniform
noise, then [a] is refreshed. This process is repeated rep times. For details on other

auxiliary functions used in Raccoon, we refer to [95].

2.3.5 Core operations of LBC

We now analyze the core operations in Lattice-Based Cryptography (LBC) to high-
light the optimization targets of this thesis.

The first core operation is the polynomial multiplication over polynomial ring
R,. The polynomial multiplication in LBC schemes can typically be accelerated
using the Number Theoretic Transform (NTT), which reduces the complexity of
polynomial multiplication from O(n?) down to O(nlogn). The NTT computation
has been widely studied and optimized in various works [104, 32, 12, 3, 57, 2, 23].
The optimizations normally come from exploring the optimized implementation of
modular arithmetic utilizing the avaliable instructions of the target platforms, re-
ducing the memory access using the layer merging strategy, minimizing the modular
reductions, and optimizing the computation process with proper precomputation of
the twiddle factors in the NTT/INTT computation. In this thesis, we revisit these
optimization techniques and propose further enhancements from both an algorith-
mic and an implementation perspective to improve the performance of NTT-based
polynomial multiplication in LBC schemes.

Another critical operation is the sampling of polynomials, secrets, and errors
in LBC schemes. This step requires a large amount of pseudorandom numbers for
sampling polynomial vectors and matrices. The pseudorandom number generation

(PRNG) in these schemes is typically implemented using symmetric primitives, es-
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pecially the SHA-3 and SHAKE families, which rely on the Keccak permutation. The
efficiency of Keccak is therefore central to the overall performance of LBC schemes.
As observed in pqm4 [71], the Keccak permutation can account for over 70% of the
running time in optimized implementations of Kyber and Dilithium. Therefore, opti-
mizing Keccak’s efficiency is crucial for the practical deployment of LBC schemes in
real-world applications, particularly on resource-constrained platforms like IoT de-
vices. This thesis will also explore optimizations for Keccak to ensure more efficient

LBC implementations.

2.4 Polynomial multiplication

In this thesis, NTT is classified into 16-bit NTT [82, 17], 32-bit NTT [36, 115],
or 64-bit NTT [95] according to the modulus size. For example, the modulus size
of Kyber and NTTRU are both smaller than 2'®, so the NTT of these moduli is
classified into the 16-bit NTT. The modulus of Dilithium is ¢ = 8380417, which is
larger than 16-bit and smaller than 23-bit; thus, the NTT of modulus g = 8380417
is classified into the 32-bit NTT. In the case of the polynomial multiplication in
Raccoon, which by default uses 64-bit NTT, an optimization strategy for deploying
the 64-bit NTT efficiently on 32-bit platforms involves splitting the 64-bit NTT into
two 32-bit NTTs using the Chinese Remainder Theorem (CRT).

2.4.1 NTT in Kyber and NTTRU

NTT multiplication over the polynomial ring Z,[X]/f(X) is based on the fact that

the polynomial f(X) can be factored as

£00) = [ () (modt ),

where f;(X) are small-degree (degree-0 for a complete-NTT, higher degree for an
incomplete-NTT [36]) polynomials. The polynomial multiplication of a, b € Z,[X]/f(X)

is first calculated using NTT as
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a; = amod f;(X) and b; = bmod f;(X) (2.4.1)

fori =0,--- ,n—1. Then we compute the base multiplication as agby, - - - , ap_1b,_1.
Finally, using the inverse NTT (INTT), we find the result polynomial ¢ such that
¢ =abmod f(X).

For Kyber, the polynomial f(X) = X% + 1 can be factored, with the help of a

primitive 256-th root of unity ¢, as

127
X256 +1= H (X2 _ <2i+1) '
=0

This factorization is incomplete since f(X) is factored as degree-1 polynomials in-
stead of degree-0. Therefore, the NTT of Kyber is a 7-layer incomplete-NTT.

For NTTRU, the polynomial f(X) = X7 — X381 is initially split into (X34 +
684)(X 3% — 685), then all the way down to irreducible polynomials X® 4 r. The
NTT of NTTRU consists of 8 layers of butterflies, and we refer readers to [82] for
more details.

The commonly used computing structures of NTT are Cooley-Tukey (CT) but-
terfly [37] and Gentleman-Sande (GS) butterfly [51]. The CT butterfly accepts
inputs in normal order and generates outputs in bit-reverse order. In contrast, the
GS butterfly takes inputs in bit-reverse order and produces outputs in normal order.
Therefore, a hybrid structure which uses CT butterfly for NTT and GS butterfly
for INTT will accept inputs and generate outputs both in normal order without any

bit-reversal operations.

2.4.2 NTT in Dilithium

The polynomial multiplication of Dilithium is performed over the polynomial ring
R, = Z,X]/(X"™ + 1) with ¢ = 8380417 and n = 256. The modulus ¢ satisfies

= 1 mod 2n so that a 2n-th root of unity (¢ = 1753) exists. Since ¢(*°® = —1 mod ¢,
one can then split the cyclotomic polynomial as X2 + 1 = X256 — (256 — (X128 _

C1%)(X1% + (1%8) using the NTT, which is a variant of the fast Fourier transform

31



(FFT) over a finite field. This factorization process can be iteratively continued for
the two degree-128 polynomials separately. Note that X2 + (128 is equivalent to
X128 _ (381 and it can be further factorized as X128 — (384 = (X604 — (192)( X644 (192),
The parameters of Dilithium (¢ = 1 mod 2n) enable us to perform a complete 8-layer
NTT (complete NTT) and factorize the cyclotomic polynomial X™ + 1 into linear
factors X — ¢* with ¢ =1,3,5,...,511. (Note that there are also incomplete NTTs
where we can only factorize the cyclotomic polynomial into factors X2 — (*; see
Kyber [31] for example.) The cyclotomic polynomial ring R, is isomorphic to the
product of the rings Z,[X]/(X — () according to the Chinese remainder theorem
(CRT):

a (a(Q),a(¢®),...,a (")) : Ry — HZq[X]/ (X —¢Y).

After the NTT transform, the degree-(n — 1) polynomial multiplication of a and
b is transformed into n computationally inexpensive pointwise multiplications over
NTT-domain @ and b. After the pointwise multiplications, the inverse NTT trans-
form (INTT) would convert the NTT-domain elements back to the normal domain.
Overall, the time complexity of the polynomial multiplication is reduced down to
O(nlog(n)), and the polynomial multiplication ab using NTT can be described as
INTT(NTT(a)o NTT(b)).

2.4.3 Small polynomial multiplications in Dilithium

Because the modulus of Dilithium ¢ is a 23-bit prime number, most of the polyno-
mial multiplications over the polynomial ring R, are implemented with 32-bit NTT.
However, there is a special small polynomial ¢ which has exactly 7 +1’s and 256 — 7
0’s. There are four small polynomial multiplications involving ¢ in Algorithm 9 and
Algorithm 8, namely cs1, ¢so, ctg, and ct;. For simplicity, we denote cs; and css as
cs; for i = 1,2, and ctg and cty as ct; for ¢ = 0,1. Due to the special structure of
¢, these polynomial multiplications would normally generate a polynomial product
with a relatively small coefficient range. For example, the coefficient range of s; is

[—7,n], then the coefficients of the product cs; are smaller than 7 -7, denoted as
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B = 1-m. As for ct;, since the coefficients of ty and t; are smaller than 2! and
212 the coefficients of the products cty and ct; are smaller than 7 - 2'° and 7 - 2!2
(denoted as ' = 7 -2 or B = 7 - 2!%), respectively.

According to [36, Section 2.4.6], these kinds of polynomial multiplications can
be treated as multiplications over Z, /[X](X™ +1) with a prime modulus ¢’ > 2 or
¢’ > 20". Therefore, instead of using 32-bit NTT over R, for computing cs; and ct;
as in the previous implementation [57], recent research [3] shows that the polynomial
multiplications of c¢s; can be implemented with smaller and faster 16-bit NTT by
taking advantage of the fact that 2/ is smaller than 2!6. More precisely, it suggests
to use Fermat number transform (FNT) with Fermat number ¢ = 257 or 16-bit
NTT with ¢’ = 769 for computing cs; in different parameter sets. As for ct;, since
the modulus ¢’ that satisfies ¢’ > 2/’ is larger than 2!9, it cannot be accelerated with
the faster 16-bit NTT. However, as we will show later, one can still choose a modulus
smaller than the ¢ of Dilithium to further speed up ct; using the multi-moduli NTT

technique on Cortex-M3.

2.4.4 The 16-bit NTT and 32-bit NTT

It should be noted that the constant-time 32-bit NT'T is at least 2x slower than
the constant-time 16-bit NTT on platforms like Cortex-M3 and AVX2. This is
mainly due to the inherent architectural design of these platforms. More specifi-
cally, since Cortex-M3 does not have constant-time full multiplications like UMULL,
SMULL, UMLAL, and SMLAL, the constant-time 32-bit modular multiplication pro-
posed in [57] is implemented using the schoolbook multiplication over two 16-bit
limbs and is more expensive than 16-bit modular multiplication on Cortex-M3. As
a result, the constant-time 32-bit NTT is about 3 times slower than the constant-
time 16-bit NTT, and the variable-time 32-bit N'TT is also 1.78x slower than the
constant-time 16-bit NTT on Cortex-M3 according to [57, Table 2]. This suggests
that 16-bit NTT is a more favorable choice over 32-bit NTT on Cortex-M3. Apart
from M3, AVX2 is another platform where 16-bit NTT is preferable to 32-bit NTT.
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The AVX2 instructions have the capability to process operations simultaneously
over sixteen 16-bit coefficients or eight 32-bit coefficients when handling 16-bit NTT
or 32-bit NTT. Employing the 32-bit NTT inherently diminishes the parallelism uti-
lization of AVX2, resulting in decreased performance compared to the 16-bit NTT.
According to the AVX2 reference implementations of Kyber! and Dilithium?, the 16-
bit NTT implementation of Kyber outperforms the 32-bit NT'T implementation of
Dilithium on AVX2 by a factor of 4.11x. To summarize, the architectural character-
istics of Cortex-M3 and AVX2 lead to the constant-time 32-bit NTT being at least

2x slower than the constant-time 16-bit NTT.

2.4.5 Multi-moduli NTT and the explicit CRT

The slower 32-bit NTT on AVX2 motivates Chung et al. [36] to replace the 32-bit
NTT with multiple efficient 16-bit NTTs (multi-moduli NTT) with the help of the
explicit CRT. Similar to [36], Abdulrahman et al. [2] further demonstrate the fea-
sibility of using multi-moduli NTT for Saber on Cortex-M3 due to the much slower
32-bit NTT than 16-bit NTT. Nevertheless, the multi-moduli NT'T technique has
not been applied to Dilithium yet. It should be noted that Greconici et al. [57] also
briefly discussed the potential to use the multi-moduli NTT and CRT to replace the
32-bit NTT in Dilithium. However, they [57] claimed that the multi-moduli NTT
implementation with Montgomery arithmetic was slower than re-implementing the
32-bit multiplication with constant-time 16-bit schoolbook multiplication [57, Sec-
tion 4.1]. In this paper, we will revisit this idea and demonstrate that by leveraging
the efficient Plantard arithmetic for 16-bit NTTs, the multi-moduli NTT remains a
viable option for Dilithium on Cortex-M3.

The so-called multi-moduli NTT method [36, 2] chooses s coprime NTT-friendly
primes ¢;(i = 0,1,...,s — 1) whose product ¢ = Hf:é ¢; is larger than 23’. The
polynomial multiplication over the composite modulus ¢’ can be carried out by

computing NTTs modulo each prime ¢;. Recall that the polynomial multiplication of

'https://github.com/pq-crystals/kyber
’https://github.com/pg-crystals/dilithium
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ct; would produce a polynomial with coefficients smaller than a maximum value g’ =
720 or ' = 72'2. According to [36, Section 2.4.6], we can choose an NTT-friendly
prime ¢’ > 23" such that the polynomial multiplication of ct; can be implemented
with the NTT over ¢’. Since 24" > 26, the polynomial multiplication of ct; cannot be
accelerated with the 16-bit NTT. Therefore, instead of using the extremely slow 32-
bit NTT for ct; on Cortex-M3, we can also choose a composite modulus ¢ = ¢oq; and
utilize the multi-moduli NT'T to speed up ct;. By leveraging the efficient Plantard
arithmetic for 16-bit NTTs, we can further optimize the multi-moduli NTT and
make it practical for Dilithium on Cortex-Ma3.

After performing N'TTs, pointwise multiplications and INTTs modulo each prime
¢, we can then reconstruct the final results using the explicit CRT. One can either
use the Lagrangian interpolation CRT algorithm proposed in [87, Section 4] or the
divided-difference interpolation CRT algorithm presented in [36, Theorem 1]. It is
suggested that the latter one is better when s is smaller. Because the coefficients
produced in ct; are quite small, we only need two primes (s = 2) for the multi-
moduli NTT implementation; so the latter one is best suited for our case. Let qq, ¢1
be coprime (ged(qo, g1)=1), ¢ be the modulus of Dilithium, and m; = ¢;* mod® ;.
Let u = u; mod ¢;,7 = 0, 1, where |u;| < ¢;/2, |u| < goq1/2, then the explicit solution
for u and wmod® ¢ is given by u = ug + ((u1 — ) my mod® ql) ¢ and umod® ¢ =

(uo + (((u1 — ug) my mod* @) mod* q) - q) mod® ¢, respectively.

2.4.6 Polynomial multiplication in Raccoon

The polynomial ring used in Raccoon is R, = Z,[x]/ (z™ + 1), where ¢ = ¢1 X ¢o,
G =2 2841, ¢ =2% - 28 11, and n = 512. To enable efficient polynomial
multiplication on 32-bit platforms such as the Cortex-M4, the CRT Theorem is
employed, similar to previous works [2, 60, 62]. The CRT divides the 49-bit NT'T into
two smaller NT'Ts possessing 24-bit and 25-bit moduli respectively. This approach
is referred to as multi-moduli NTT in in [2] and can be expressed as an isomorphism

Lg = ZLgy X Zg,. This decomposition enables efficient implementation of the 24- and
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25-bit NTTs using 32-bit multipliers on 32-bit platforms. The polynomial rings for
the 24- and 25-bit NT'Ts in Raccoon are abbreviated as R,, for ¢ =1, 2.

Since g; — 1 is divisible by 2n, there exists a primitive 2n-th root in Z,, which we
denote as (,,, where i € {1,2}. The forward NTT involves the following mapping:
Zg,[X]/ (X712 4+ 1) = [[0L) Zg, [X]/(X — (¥*1). The inverse NTT (INTT) is the
inverse of the above mapping. The NTT-based polynomial multiplication can be
expressed as fg = INTT(NTT(f)©NTT(g)), where ® represents degree-0 pointwise
multiplication. The Cooley-Tukey (CT) butterfly algorithm [37] is often used to
implement the forward NTT, while the Gentleman-Sande (GS) butterfly algorithm
[51] is frequently employed to implement the INTT. It is pointed out in [2] that using
the CT algorithm to implement the INTT also has advantages in certain situations.

The overall process of utilizing the multi-moduli NTT in Raccoon consists of

three main steps:

1. Polynomial splitting: Two consecutive modular reductions are performed over
¢q1 and ¢o. For example, for a polynomial coefficient a stored in a 64-bit data
type, after two modular reductions, a mod ¢; and a mod ¢, directly overwrite
the storage space of a. This in-place approach is memory-friendly and prefer-

able to embedded devices.

2. NTT operations: Perform NTT, pointwise multiplications and INTT over ¢;

and ¢, respectively.

3. Reconstruction using CRT: Reconstruct the 32-bit results (e.g., ¢; = ¢ mod
q1,c2 = ¢ mod ¢;) modular ¢ using the CRT theorem: ¢ = ¢;¢2(¢; ' mod ¢q;) +

c2q1 (g mod ¢2) mod g.

2.5 Keccak permutation

Keccak is built upon the sponge construction together with a cryptographic permu-
tation Keccak-p[b, n,| where b and n,. refer to the bit-width of the permutation and

the number of rounds, respectively. In this paper, we focus exclusively on instances
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where b = 1600, such as the variant Keccak-p[1600,24] used in the NIST standards.
The state A is represented as an array of 5 x 5 lanes, each composed of w = b/25
bits. Alz,y] refers to the lane at position (z,y) and Alz,y, 2] refers to the z-th bit
of the lane. Keccak-p is an iterated permutation where each round consists of five
consecutive operations 6, p, m, x and ¢, where y is the only non-linear operation.

See Listing 2.1 for a brief description of Keccak-p using pseudo-code.

1 # b refers to the permutation width while nr refers to the number of
rounds

2 keccak-p[b,nr](A):

A = roundperm(A,RC[i]) for i
in 0..nr-1

4 return A

6 # r[x,y] refer to rotation offsets while RC refers to the round constant
7 roundperm (A,RC) :

8 # theta step

9 C[x] = A[x,0] xor A[x,1] xor A[x,2] xor A[x,3] xor A[x,4] for
X in 0..4

10 D[x] = C[x-1] xor rot(C[x+1],1) for

x in 0..4

11 Alx,y]l = Alx,y]l xor DI[x] for (x,y) in
(0..4,0..4)

12 # rho and pi step

13 Bly,2*x+3xy] = rot(Alx,yl, rlx,yl) for (x,y) in

(0..4,0..4)

14 # chi step

15 Alx,y]l] = Blx,y]l xor ((not B[x+1,yl]) and B[x+2,y]) for (x,y) in
(0..4,0..4)

16 # iota step

17 A[0,0] = A[0,0] xor RC

18 return A

19

Listing 2.1: Pseudo-code of the Keccak-p cryptographic permutation.

2.6 Conclusion

This section briefly introduces the mathematical basis of LWE, the algorithm de-
scriptions of the LBC schemes, and the core operations underlying these LBC

schemes.
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Chapter 3

Improved Plantard Arithmetic

This chapter presents the improved Plantard arithmetic introduced in our previous
works in 2022 [63] and 2024 [65]. To provide a comprehensive understanding of
Plantard arithmetic, we also discuss a concurrent approach proposed by Aoki et al.
in 2022 [15], which introduces an alternative variant of signed Plantard arithmetic.
We then present an improvement to this variant of Plantard arithmetic in Subsec-
tion 3.5.1, which is proposed in our co-authored work [116]. Additionally, we offer a
distinct interpretation and correctness proof following the CRT framework proposed
by Yang et al. in 2024 [113], which further strengthens the theoretical foundation
of Plantard arihtmetic. Note that the correctness proof in this Section 3.6 differs
slightly from that of [113].

3.1 Introduction

Modular arithmetic in Z, primarily consists of modular addition, modular subtrac-
tion, and modular multiplication. These operations can be divided into two stages:
the arithmetic operation (addition, subtraction, or multiplication) and the subse-
quent modular reduction. Modular addition and subtraction are relatively straight-
forward. The process involves performing the addition or subtraction first, followed
by a single subtraction or addition of ¢, depending on whether the intermediate

result exceeds ¢ or falls below 0. In contrast, modular multiplication, which in-
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volves two [-bit integers, requires reducing a 2[-bit product modolo ¢g. The modular

reduction in this case is more complex than that for addition or subtraction.

Modern computer architectures typically implement the modulo operation % as
a%q = a— |a/q] % q. However, this operation is not constant-time, as its execution
time depends on factors such as the values of the dividend a and divisor ¢, the sys-
tem architecture, and the specific implementation. The non-constant-time nature of
the modulo operation (%) makes it unsuitable for cryptographic applications, as it
may leak sensitive information through side-channel attacks. These attacks exploit
variations in timing, power consumption, or other physical properties to extract
confidential data, such as cryptographic keys or plaintext [77]. Additionally, the
final correction step in modular addition and subtraction must also be implemented
in a constant-time manner to prevent similar vulnerabilities to side-channel attacks.
In summary, modular reduction must be carefully designed for cryptographic imple-
mentations. Employing constant-time algorithms for these operations is essential to

mitigate side-channel risks and ensure a secure cryptographic implementation.

Modular multiplication is a critical operation within the Number Theoretic
Transform (NTT), and the most widely used constant-time modular multiplication
algorithms are Montgomery multiplication [86] and Barrett multiplication [19] from
1980s. These algorithms were initially designed for large-moduli cryptosystems such
as RSA and ECC. However, the moduli used in lattice-based cryptography (LBC)
schemes, including those in the NIST LBC candidates, are relatively small. For
instance, Kyber uses a modulus of 3329 [17], NewHope uses 12289 [14], and NT-
TRU employs 7681 [82]. In these cases, the product of two polynomial coefficients
typically does not exceed the size of a word (32 or 64 bits). Given the smaller
size of these moduli, a more efficient modular multiplication method can be em-
ployed. Thomas Plantard proposed a specialized modular multiplication algorithm
tailored to the word size of these moduli, referred to as Plantard multiplication [96].
Plantard multiplication optimizes the multiplication of a polynomial coefficient by

a constant, leveraging an [ x 2[-bit multiplication operation, where [ corresponds
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to the word size (typically 16 or 32 bits). Notably, if the [ x 2{-bit multiplication
operation can be executed in a single instruction on the target platform, Plantard
multiplication by a constant can reduce the number of multiplication operations by
one compared to both Montgomery and Barrett multiplication. This reduction in
operations makes Plantard multiplication particularly well-suited for LBC schemes,

where performance efficiency is critical.

Motivation. Plantard [96] purely focused on the theoretical design yet leaves
much room for further exploration. The original Plantard arithmetic cannot be
efficiently applied to the existing LBC schemes for the following reasons. First,
the original Plantard multiplication ([96, Algorithm 8]) only presents a solution for
multiplying unsigned integers mod an odd modulus ¢. Previous literature [104, 32,
12, 57, 3] has shown that using unsigned integers in the NTT implementation of LBC
schemes is inefficient because it would introduce an extra addition into each butterfly
unit. Second, the input range of the original Plantard multiplication is mere [0, ¢],
which requires expensive modular reductions on the polynomial coefficients after
each NTT layer.

Previous reports have offered solutions to these problems by adapting the Mont-
gomery arithmetic. Alkim et al. [14] showed that the large input range of Mont-
gomery reduction enables the so-called lazy reduction technique to reduce the use
of expensive modular reduction. Seiler et al. [104] proposed a signed version of
Montgomery reduction on the Intel platform, which further speeds up the butterfly
units. The follow-up work [32, 12, 57] further extended the signed Montgomery
reduction to the Cortex-M4 platform. The fastest Montgomery reduction for 16-
/32-bit moduli [12, 57, 3] only consumes 2 cycles on the Cortex-M4 platform. Even
though Montgomery arithmetic could provide an efficient solution to most of the
LBC schemes, this chapter shows that Plantard arithmetic could be a potential al-
ternative to Montgomery arithmetic in the LBC schemes with [-bit odd modulus,
given that the target platform could implement the [ x 2[-bit multiplication in one

multiplication.
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Contributions. This chapter aims to improve and customize the Plantard arith-

metic for the existing LBC schemes. Our contributions are as follows:

e First, we present an improved Plantard arithmetic for signed integers with its
correctness proof. The proposed method is inspired by the observation that
the moduli in the existing LBC schemes are normally several times smaller

than the modulus constraint in the original Plantard arithmetic.

e We further enlarge the input range of the Plantard arithmetic without modi-
fying its computation steps, and give the proof. After tailoring the Plantard
arithmetic for Kyber’s modulus, we show that the input range of the Plantard
multiplication by a constant can be at least 2.14x larger than the work in

TCHES2022 [63].

e To provide a comprehensive understanding of Plantard arithmetic, we intro-
duce another variant of signed Plantard arithmetic proposed in a concurrent
work [15]. Additionally, we present an optimization technique to eliminate one
rounding operation, enhancing its efficiency on platforms that lack inherent
support for right-shifting with rounding approximation. Furthermore, we offer
an alternative correctness proof of this arithmetic within the CRT framework,

as outlined in [113].

¢ Finally, we detail the advantages of the improved Plantard arithmetic over its
original version, signed Plantard arithmetic in [15], Montgomery and Barrett
arithmetic. Compared to the original Plantard arithmetic, the improved Plan-
tard arithmetic not only supports signed integers but also extends its input
range and narrows down its output range, thus enabling better lazy reduction
strategies in NTT/INTT. Besides, it inherits the advantage of the original
Plantard multiplication, i.e., saving one multiplication when one of the two
operands is a constant. We further demonstrate that the improved modu-
lar arithmetic also has excellent merits over the state-of-the-art Montgomery

and Barrett arithmetic, making it possible to supersede the Montgomery and
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Barrett arithmetic with the improved Plantard arithmetic in LBC schemes on

certain platforms.

3.2 State-of-the-art modular arithmetic

In this chapter, we divide the modular reduction into two types: mod and mod¥,
where ¢ mod ¢ obtains a result in [0,¢) while c mod * ¢ gets a signed result in
[—2,2). The “modular reduction” in this thesis refers to both types of modular
reduction. The modular multiplication ¢ = a - b mod ¢ is normally divided into two
parts: the multiplication ¢ = a-b and the modular reduction ¢ mod ¢. The modular
reduction ¢mod ¢ can be done by ¢ — |¢/q]q, where the division operation is non-
constant-time in modern computers. The non-constant-time characteristic of divi-
sion prevents it from being used in the implementation of cryptographic algorithms
due to security concerns. The commonly used constant time modular reduction
algorithms are Montgomery reduction [86] and Barrett reduction [19]. Their basic
idea is to replace the non-constant-time division with constant-time multiplications
and shifts.

In current LBC schemes, the known fastest modular arithmetic is the signed
version of Montgomery multiplication [104], which is given in Algorithm 13. The
constant /3 is often set to word size 2! so that the modulus ¢ fits in one word.
For instance, 8 = 2'¢ when ¢ < 2! and 8 = 232 when 26 < ¢ < 232, The
algorithm replaces the division by multiplications and shifts operations. It requires
3 multiplications.

The Barrett reduction [19] approximately computes |¢/q| using |c-v/(2'8@~1.
B)|, where v is a precomputed constant (v = [210g(q>_1 . ﬁ/qJ) and [ satisfies
g < B/2. The algorithm of the signed Barrett reduction for a single-word inte-
ger ¢ is given in [104], as shown in Algorithm 14. The Barrett reduction requires 2
multiplications, which is the same as the Montgomery reduction.

Plantard [96] proposed a new modular multiplication (Plantard multiplication)

tailored for the word size moduli and claimed that the proposed algorithm outper-
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Algorithm 13 Signed Montgomery multiplication [104]

Input: Operand a,b such that —gq < ab < gq, where 3 = 2! with the machine
word size [, the odd modulus ¢ € (0, g)
Output: 7 = abB~' mod ¢,r € (—q,q)
l:c=cf+cp=a-b
2 m=cy-q¢ 'mod¥ S > mod¥* obtains a signed product, ¢! is a precomputed
constant
3t =|m-q/B] > shift right operation
4: r=c — 11

5. return r

Algorithm 14 Signed Barrett reduction [104]

Input: Operand c in (—g, g), an odd modulus ¢ satisfying ¢ < g, and the precom-

Qlog(q)—l.gJ

puted constant v = { .

Output: r = cmodg,r € [0, 2]
It = | gogg BJ > signed high product and arithmetic right shift by log(q) — 1
2: t =tg mod 3
Jt=c—1

4: return r

forms other existing solutions, including Montgomery and Barrett multiplication,
in some application scenarios. The original Plantard multiplication is given in Al-
gorithm 15. Here, we denote X mod2" as [X]y, X >> I’ as [X]", where [ is a
positive integer. The Plantard multiplication also needs 3 multiplications, which
is the same as Montgomery and Barrett multiplication. But the key advantage
of Plantard multiplication is that one could precompute the product of b and ¢=*
mod 2% when operand b is a constant. This introduces an [ x 2/-bit multiplication
a-(bq"). If the target platform can compute the [ x 2{-bit multiplication in one multi-
plication instruction, then one multiplication could be saved for the overall modular

multiplication. This advantage mainly comes from the fact that the product of two

operands ¢ = a-b is only used once in Plantard multiplication, while its Montgomery
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and Barrett counterparts use it twice (see step 2,4 in Algorithm 13 and step 2,3 in

Algorithm 14).

Algorithm 15 Original Plantard multiplication [96]

Input: Unsigned integers a,b € [0, 4], ¢ < 2?:, ¢ = 1+2\/57 ¢ = ¢ " mod 2%, where [ is
the machine word size
Output: r = ab(—27?") mod ¢ where r € [0, ¢]
1. r= [([[abq’]gl]l + 1) q]l > bq' could be precomputed when b is constant

2: return r

Despite this advantage, it should be noted that the original algorithm is designed
for unsigned integer inputs within the range [0, g]. It has been well-illustrated that
using a signed version of modular arithmetic in NTT/INTT will further speed up
the computation. Therefore, the original Plantard multiplication could be extended

to support signed arithmetic and purchase faster NTT/INTT implementations.

3.3 Improved Plantard arithmetic

This section presents the improved Plantard arithmetic, which is an improved version
of the Plantard arithmetic presented in [96]. Our improvement is built by first
imposing a slight restriction on the modulus based on the observation of current LBC
schemes (e.g., Kyber and NTTRU); then, several tweaks are proposed to improve the
Plantard arithmetic. Detailed correctness proof and advantages of the improved

algorithm will be presented.

3.3.1 The proposed improved Plantard multiplication

The improved Plantard multiplication is presented in Algorithm 16. Due to the
adaptation of signed numbers, we denote (X mod®2") as [X]y, (X >> ') as [X]"
for a positive integer . Here, (X >> [') is equivalent to |X/2"]| for all signed

integer numbers because the right-shift of the signed integer will always round the
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Algorithm 16 Improved Plantard multiplication

Input: Two signed integers a,b € [—q2%,¢2%],q < 27", ¢ = ¢~ mod™* 2%
o —a + 41

Output: r = ab(—2"*)mod™ ¢ where r € [-4= 1)

!

1: r= [([[abq/]Ql]l + 204) q:|

2: return r

result towards negative infinity. We denote ¢ as an odd modulus, [ as the minimum

word size (e.g., 16, 32 or 64 bits) such that ¢ < 277! where « is a small integer.

The improved Plantard multiplication is based on the observation that the mod-
uli adopted by most of the existing LBC schemes are several times smaller than the
restriction g < 27; in the original algorithm [96], e.g., 12-bit modulus 3329 in Kyber,
13-bit modulus 7681 in NTTRU, 23-bit modulus 8380417 in Dilithium. Thus, there
are still margins between the original constraint and the moduli adopted in LBC
schemes. Besides, all of the current state-of-the-art modular arithmetic is imple-
mented with signed integers, which can eliminate extra additions of the multiple of
q to ensure a positive output of the butterfly unit. Considering that the Plantard
multiplication proposed by Thomas Plantard has the advantage of multiplying a
constant (i.e., one multiplication is saved) but only supports unsigned integers, we

believe that adapting signed integers for this algorithm will lead to more efficient

modular arithmetic in LBC schemes.

We start by first introducing a small integer o > 0, which narrows down the range

of the modulus ¢ from ¢ < % tog < 2771 < %%
! l

replace the original main step r = [([[abq’]gl]l + 1) q} by r = [([[abq’]gl]l + 2“) q} :

In order to adapt signed inputs for this algorithm, we modify the inequality that

. Based on this tweak, we can then

maintains the correctness of this algorithm from 0 < ¢2' — pog + ab < 2% to
0 < @2 — poq + ab < 2% under certain circumstances (see Subsection 3.3.2 for
more details). We will show the correctness proof and advantages of the improved

algorithm in the following two parts.
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3.3.2 Proof of the improved Plantard multiplication

Theorem 3.3.1 states the correctness of Algorithm 16, and we will give the specific

proof below.

Theorem 3.3.1 (Correctness). Let g be an odd modulus, | be the minimum word
size (power of 2 number, e.g., 16, 32, and 64) such that ¢ < 2771 where a > 0,

then Algorithm 16 is correct for —q2% < a,b < ¢2°.
I
Proof of Theorem 3.3.1. The main step of Algorithm 16 is to compute r = [([[abq’]gl]l + 2‘“) q} ,

( \ftbq/ m;ldi QQZJ + 204) q

2l

namely:

r =

1. We first check that r € [—-2f% ). Since L‘M%’#J € [-2071 271 — 1], we

have

{(—2“ + 2“)61J < < {(2” _211 + 2“)QJ

L—ng ! JSTS Enth.

2 2l—a 21

Since 54 < £ and ¢ is an odd number, we can get r > |—%] =

_gtl

5 from the

left-hand side of the inequation. Let’s consider  + (2&2;[1” on the right-hand
side; since g < 2771 we have
2% — 1 20 gaglma=l
@*-1)g ¢2* 20277 1
2! 2! 2! 2
Because ¢ is an odd number, then
g (2*—=1)q {q J q
4 =2 <=
{2 * 2! 2 2
Therefore, the result r lies in [—2H1, 2).
2. Then, we check that r = ab(—27%) mod® ¢. The proof is very similar to the
one in [96], except that we introduce a small integer o« > 0 and impose a
stricter constraint ¢ < 277! on ¢. Since ¢ is an odd number, there exists

¢! = ¢ 'mod* 2% and p = abg ' mod 2% so that
pq — ab = (abq_l) ¢ — abmod 2% = ab — abmod 2% = 0 mod 22
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Therefore, pg — ab is divisible by 2%, so

pq — ab

ab (—2’21) mod q = 51

Let p = abg' mod® 2%, p; = | & |, py = p—p12'. Because the right-shift of the
signed integer always rounds the result towards negative infinity, we always
have py € [0,2!). Thereafter, instead of analyzing ¢2' — poq + ab in the original
work, we slightly modify the equation to ¢2+® — pyg + ab. The correctness
of the Plantard multiplication proposed by Thomas Plantard is based on the
inequality: 0 < ¢2' — pog+ ab < 2%. We now check that our modified equation

g2+ — poq + ab also satisfies this inequality:

0 < @2 — pog + ab < 2% (3.3.1)

under the restrictions ¢ < 2771, a > 0, and — ¢2* < a,b < ¢2°.

(1) When ab € [0, ¢*2%%] and p, € [0,2!), we have

2[+a 2l+a

q — poq +ab > q — pogq > q(2"7 — 2') > 0 when o > 0, and

q2l+a — poq + ab < q2l+a +ab < q(2l+a + q22a>
< 2l—a—1(2l+a + 2l+a—1)
— 22[*1 + 22[*2 < 221.
Therefore, we have 0 < ¢2!7% — pog + ab < 2% when ab > 0 and a > 0.

(2) When ab € [—¢?2%*,0) and py € [0,2!), we have

q2l+a — pog + ab > q<2l+a . 21 . q220¢)
> q(2l+a _9l _ 2l+a—1)

= g2t —2) > 0 for a > 1, and

q2l+a — Pog + ab < q2l+oc < 2l—o¢—12l-‘ra — 22[—1 < 22l‘

Therefore, we also have 0 < ¢27% — pyq + ab < 2% when ab < 0 and o > 0.

Overall, we obtain
_ 427 — poq +ab

0 221

< 1.
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Combining with the fact that pg — ab is divisible by 2%, we have the following

equation:

—21 _
ab (_2 ) mod ¢ = 921 921 921 921

abg~! mod¥ 22! o
_ i +29) ] _ qq —r J+2>
- 2 |~ 2!

!
In brief, it is equivalent to ab(—2=%) mod™® ¢ = [([[abq']gl]l + 2°‘> q] = r for signed

inputs. [

In summary, the improved Plantard multiplication is achieved by first imposing
a stricter constraint on the modulus ¢. Then, the inequality that guarantees the
correctness is modified into 0 < ¢2¥® — poq + ab < 2%. Note that the improved
Plantard multiplication can be easily modified into a word size modular reduction

(Plantard reduction).

3.4 Another improvement on Plantard arithmetic

In this section, the detail of the Plantard arithmetic with enlarged input range will

be introduced. And this improved version is further tailored for Kyber’s modulus.

3.4.1 Plantard multiplication with enlarged input range

We observe that the signed-version Plantard multiplication (see Algorithm 16) pro-
posed in [63] accepts inputs a, b in range [—q2%, ¢2°]. By replacing ¢ < 2= into
the range of a,b, we can see that it approximately covers most of the [-bit signed
integers (—2'71,2!71). Therefore, the Plantard reduction, which takes a - b as input,
can only accept input in (—2%7222-2) and it cannot cover all the 2I-bit signed
integers (i.e., [-2%71, 22-1)).

Through carefully theoretical analysis, we found that one can maximize the in-

put range of the Plantard arithmetic and tailor it for a specific modulus, which
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Algorithm 17 Plantard multiplication with enlarged input range

Input: Two signed integers a,b such that ab € [q2! — ¢2!T® 2% — @2!t%) ¢ <
2l—a—1 q/ — q—l mod:t 22l

Output: 7 = ab(—2"%) mod* ¢ where 7 € [—%, 1)

!

17 = | (llabg')a +2%) o

2: return r

contributes to a better NTT/INTT implementation on low-end 32-bit platforms.
The proposed Plantard multiplication with enlarged input range is shown in Algo-
rithm 17. The proposed algorithm does not modify any computation steps compared
with Algorithm 16, except that we manage to further enlarge the input range of ab
from [—q?22% ¢°2%?] to [q2! — 2!t 2% — g2!*). Specifically, by replacing ¢ by
q < 2=~ in the above input ranges, one could get a at least two times larger input

range compared to the original design.

3.4.2 Theoretical proof

Note that in 2024, Yang et al. [113] identified a misuse of the floor and ceiling
functions in the correctness proof of improved Plantard arithmetic in [63]. We then
updated the correctness proof to rectify this issue in the eprint version [64]. The
main update we made to the algorithm was to ensure a > 0 instead of a > 0
in the original paper, which can ensure the correctness of the Algorithm 16. In
this section, we show that after the update of the input range of the improved
Plantard arithmetic, Algorithm 15 is actually a special case of Algorithm 17 when
a = 0. Mostly, the theoretical proof of the Plantard multiplication with enlarged
input range is similar to the one given in [63] and [64]. Theorem 3.4.1 shows the

correctness of Algorithm 17.

Theorem 3.4.1 (Correctness). Let g be an odd modulus, | be the minimum word
length (i.e., power of 2 number) such that ¢ < 2771 where o > 0, then Algo-
rithm 17 is correct for ab € [q2! — 2"+, 2% — q2!7%). Algorithm 15 is actually a spe-

cial case of Algorithm 17 with o = 0, supporting unsigned integers ab € [0, 2% — ¢2).
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Proof of Theorem 3.4.1. All preconditions in Algorithm 17 remain the same as in
Algorithm 16 except the range of ab. We show that the input range of the Plantard
multiplication can be maximized without modifying any computation steps. Similar
to the proof in [63], the correctness of this algorithm depends on the following four

conditions:

L.re [_%7 %),

2. pq — ab is divisible by 2%, where p = abg~! mod 2%;

3. 0 < @2 — pyq + ab < 2%, where p; = L%J .po = p — p12'. Because the right-
shift of the signed integer always rounds the result towards negative infinity,

we always have py € [0,2").
4. r = ab(—2"?)mod* q.

Since we do not modify any preconditions and computation steps of the Plantard
multiplication, the first two conditions remain true. More specifically, for condition

r e [—q;r—l, ?), since {MJ is the only part containing ab and it is still in

[—2/=1, 271 — 1] even though the range of ab is increased. So, r is still in [-21, 2).
For condition that pg — ab is divisible by 2%, because ¢ is an odd modulus, there
always exist a p = abg~! mod 2% such that pg — ab = 0mod 2%. So, this condition is
also valid.

The third condition is the most important part that demonstrates the correctness

of the Plantard multiplication. In order to maximize its input range, we first assume

that this condition holds for a new range of ab, i.e.,
0 < g2 — pog + ab < 2%, (3.4.2)

where ¢ < 2771 p = abg 'mod* 2%, p; = & ,py = p — p:12,,py € [0,2') and
a > 0. Then, we can deduce the maximum input range of ab through Inequality

(3.4.2) as follows.
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e When ab > 0 and 0 < py < 2!, to ensure that the Inequality (3.4.2) holds, for

the left-hand side of the inequality, we have:
2" — pog + ab > 2" — pog > 27 — q2' > 0,
which always holds for a > 0. As for the right-hand side, we have:
2! — pog + ab < @2 4+ ab < 2%,

To ensure that the Inequality (3.4.2) holds, we conclude that ab < 2% — g2+,

e When ab < 0 and 0 < py < 2%, for the right-hand side, we have:
g2+ — pog + ab < g2Vt < olma—lolta 92
which always holds for e > 0. As for the left-hand side, we have:

217 — pog + ab > g2+ — g2 + ab > 0.

To ensure that the Inequality (3.4.2) holds, we conclude that ab > ¢2! — ¢2!*°.
Therefore, the Inequality (3.4.2) is valid for every ab € [¢2! — ¢2!7*, 22 — q2/7%). By
dividing every components in Inequality (3.4.2) by 2%, we can get

g2 — pog + ab

o <1

0<

Overall, we conclude that

pq — ab

22[
_|pg—ab @27 —poq + ab
= 921 921

r=ab (—2_2l) mod q =

7 <abq*1 Iglodi 921 4 2a>

2[

Finally, we obtain that r = ab(—2"%)mod® ¢ = [([[abq’]gl]l —1—20‘) q]l for signed
inputs a and b that satisfy ab € [q2! — 217, 221 — g2!+).

When a = 0, the Plantard reduction supports unsigned input ab € [0,2% — ¢2!),
which is the same as the unsigned Plantard arithmetic (Algorithm 15) in [96]. This

is just a special case of Algorithm 17. O
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3.4.3 Plantard multiplication by a constant for Kyber

As mentioned before, Plantard arithmetic enables efficient modular multiplication
by a constant in NTT/INTT, where the constant is the precomputed twiddle factor.
During precomputation, one could always make sure that the twiddle factors are
reduced to [0, q). As the product ab lies in [q2! — g2+ 2% — ¢2!*®) when we limit
the constant b in [0, ¢), the input range of a can be further enlarged.

For Kyber, we have ¢ = 3329, [ = 16. To ensure that modulus restriction
g < 217971 holds, the maximum « is equal to 3. Besides, the maximum value of
b (i.e. bpae) is equal to 3328 in Kyber. Overall, we can deduce the maximum and

minimum value of a by:

Amaz < (22l - q2l+a)/bmaz

= (2%% — 3329 x 2'7)/3328 ~ 230.13¢.

Qypiim, > (QQZ - q2l+a)/bmax

= (3329 x 2'% — 3329 x 2'9)/3328 ~ —137.85¢.

Thanks to our improvements, the modular multiplication by a constant in Kyber
supports input of range a € [—137¢,230¢g]. Compared to the range [—64¢q,64q| in
[63, Algorithm 11], the input range of the Plantard multiplication by a constant

tailored for Kyber is at least 2.14x larger.

3.5 Another variant of signed Plantard arithmetic

In 2022, Aoki et al. [15] proposed a concurrent approach to improve Plantard arith-
metic for signed integers, adapting it to the 32-bit NTT implementation of Saber on a
64-bit RISC-V microcontroller. Algorithm 18 illustrates the computation process of
their version of signed Plantard multiplication. The primary distinction between our
approach and theirs lies in the approximation methods used for the right-shifting

operation in Plantard arithmetic. As discussed in Section 3.3, the right-shifting
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operation in Algorithm 16 employs rounding towards negative infinity |-| as the
approximation method, while Algorithm 18 utilizes the rounding-to-nearest |-] ap-
proximation. Although the use of the |-] function looks may appear to reduce
the addition by 2¢ in Algorithm 16, modern computers and microcontrollers typ-
ically implement the right-shifting operation with |-| approximation rather than
|-] approximation. Consequently, Aoki et al. simulated the |-] function by adding
02800000000 followed by a right-shifting operation, as detailed in [15, Source code
1]. On platforms that do not natively support right-shifting with | -] approximation,
this variant of Plantard multiplication incurs one additional addition compared to

our approach.

Algorithm 18 Signed Plantard multiplication [15]

Input: Two signed integers a,b with |al, |b] < 2!71, the odd modulus ¢ < 2!~ and
¢ = ¢ ' mod* 2%
Output: 7 = ab(—2 ) mod* g1 € |1 51

1: 7 = abq’ mod* 2%

2 v = [r/f]
3: 1 = [rq/B]
4: return r

3.5.1 Reducing one rounding approximation

Given this limitation, Zhang et al. [116] present an improvement to reduce the |-]
approximation in Step 2 of Algorithm 18, which helps to eliminate one addition on
platforms that do not natively support right-shifting with |-] approximation.

"mod* 2%, The correctness proof in [15] ensures py = pmod™* 2"

Let p = abg™
and p; = [p/2'] = (p — po)/2". Instead of using |-], Zhang et al. [116] reused the
relationship in Section 3.3, namely py = p mod 2! and p; = |p/2'] = (p — po)/2".
The correctness of signed Plantard multiplication in [15] relies on the inequality

lab — pog| < 2271, Using the above relationship in Section 3.3, the maximum value

of po increases from 2/~1 to 2!. Consequently, the range of ¢ should be reduced from
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2!=1 down to 2=2 to maintain the correctness. Since most LBC schemes, especially
Kyber and Dilithium, satisfy ¢ < 2!=2, this stricter constraint on the modulus does
not affect their practicability. Consequently, the remainder of the correctness proofs
remains unchanged, and we refer to the detailed correctness proof in [15]. Overall,

we have:

abq—!t mod®T 22!
pg—ab  |pg—ab ab—poq] Pq] { 20 Jq (3.5.3)
221 o 221 221 Lo | ol ) "

In summary, this improvement replaces the [-] function in Step 2 of Algorithm 18
with the [-] function, which is commonly supported by most modern CPUs. This
change eliminates one addition required to simulate the |-] while maintaining the

same instruction count as Algorithm 16.

3.6 The CRT interpretation of Plantard arithmetic

In 2024, Yang et al. [113] proposed a novel interpretation of Montgomery-like mod-
ular arithmetic from the perspective of the CRT [99], offering fresh insights into
the derivation of Montgomery-like modular arithmetic. Since Plantard arithmetic
is a variant of Montgomery-like modular arithmetic, we also present an alternative
correctness proof for Plantard arithmetic from the CRT perspective here. As for its
interpretation of Montgomery arithmetic, we refer to [113] for more details.

The CRT interpretation of Montgomery-like algorithms is based on the following

proposition:

Proposition 3.6.1. Let g, R > 1 be two coprime integers. Denote ¢~ = ¢~ mod

R,R'= R 'modq. Then
q¢ '+ RR'=1+¢R. (3.6.4)

The correctness of Theorem 3.6.1 can be readily verified by taking modulo ¢ and
modulo R on both sides of Equation 3.6.4, respectively. For a detailed theoretical

proof of Theorem 3.6.1, we refer to [113, Section 3].
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Proposition 3.6.2. Algorithm 17 is correct.

Proof of Theorem 3.6.2 in the CRT framework. Recall that the improved Plantard

multiplication in Algorithm 17 computes:

(Labq’m;di QQZJ + 2a) X q
r= > , (3.6.5)

for ab € [q2) — 211,22 — ¢214%) ¢/ = ¢"' mod® 2% o > 0.
Let R=2% ¢! =¢ ' mod R,R! = R mod ¢,c = ab € [¢2" — ¢2!T*,2% —

q2!7®). Both ¢~! and R~! are positive integers. Multiply both sides of Equation 3.6.4

by ¢, we get:
cqg + cRR™' = ¢+ ¢qR.
-1 e 1 _ R
. q ifqg <%
Since ¢ = > we have
¢'-R ifqg'>7%
cq¢ +cR 'R =c+ dcqR,
1 ifgt< %
where § = . There exists an ¢ € Z such that cq’ — c¢’ (mod*R) =
0 ifgt> %

(R; we see that
(¢¢ (mod*R)) ¢+ cR™'R=c+ (5c — l)qR

This indicates that (cq’ (mod*R))q — c is divisible by R and

(cq’ (mod*R))q —c _
R

c(=R™) 4 (6c — {)q.

Therefore,
mod*R))q—c
R

c (—R_l) (modiq) = (cd'( (modiq) .

Let h = ¢¢' (mod*R),r’ = th_c, the correctness of the improved Plantard arihtmetic

(Algorithm 17) requires

ha—c_ VL%J + ) qJ | 366

namely:

(3.6.7)



For the right-hand side of Equation 3.6.7, we have

hq—c_%q c

R ol 9

(|1Z]+1)q ¢
<= ot A

(L] + g q2' — g2
= 9l - 921
([F]+Dg+qg22—1)
_ -
_ ([3) +2%g
_ .

As for the left-hand side of Equation 3.6.7, we have

hqg — ¢ %q c
R ol 22
%q 92l _ q2l+a
S
rq+q2°
2l
(& 427
=2
2l

-1
—1.

Therefore, Equation 3.6.6 holds.

3.7 Comparisons

Original Plantard multiplication. Although the main steps between the im-
proved and original Plantard multiplications have only a minor difference, our tweaks

make it more efficient and practical in LBC schemes thanks to the following merits.

e The improved algorithm supports signed inputs and produces a result in
[—%, 1), while the original version only accepts unsigned integers in [0, g|.
The advantage of using signed integers in LBC schemes has been fully dis-

cussed in previous work, i.e., eliminating an extra addition during the butterfly

computation.
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e Besides, our tweaks extend the input range of Plantard reduction from [0, ¢?|
up to [q20 — g2t 2% — ¢2'+) and change the output range from [0,q] to
[—%, %), thus eliminating the final correction in the original version [96, Al-
gorithm 8]. We show that when a = 0, the original Plantard arithmetic is
actually a special case of the improved Plantard arithmetic. When « > 0, the
input range of the improved Plantard arithmetic is larger than the original
version. A larger input range is especially useful in NTT/INTT because sup-

porting more redundancy can reduce unnecessary modular reduction on the

coefficients (refer to the lazy reduction strategy in Section 4.4).

In addition, compared to the signed variant of Plantard arithmetic proposed in
[15], the proposed improved Plantard arithmetic exclusively utilizes the |-| function,
which is supported by most modern CPUs. Consequently, it is more practical for
implementation on such platforms. On architectures that do not natively support
right-shifting with |-] approximation, the proposed Plantard multiplication is one

addition faster than the variant in [15].

Montgomery and Barrett arithmetic. The improved modular arithmetic also

has several merits over the state-of-the-art Montgomery and Barrett arithmetic in

LBC schemes.

e First of all, as introduced in [96], the intrinsic advantage of the Plantard
multiplication is that it costs one multiplication fewer than Montgomery and
Barrett multiplication when one of the two inputs is fixed. This is achieved
by precomputing the product of ¢’ and the constant input modulo 2%. More-
over, the Barrett arithmetic may require an explicit shift operation for a non-
word-size offset, which will further decrease its efficiency. We refer readers to

Section 4.4.1 for a detailed comparison with the Barrett arithmetic.

e Secondly, the improved Plantard reduction accepts input in [q2! — g2/ 2% —
q27%). Compared with the Montgomery reduction that accepts [—2!"1q, 2!7¢],

the improved Plantard reduction supports more redundancy if « is big enough.
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Therefore, we recommend choosing the largest o that satisfies the prerequisites
so that the improved algorithm has the largest input range. The input range of
the proposed modular reduction is hard to compare with the Barrett reduction
directly because the input range of the Barrett arithmetic depends on the
parameter setting, i.e., ¢ and v in Algorithm 14. The Barrett reduction used
inside NTT/INTT in Kyber and NTTRU only needs to reduce 16-bit signed
integers. Our modular reduction (see Algorithm 27) can also cover all 16-bit
signed integers and can be a perfect replacement for the Barrett reduction in

the NTT/INTT of these LBC schemes.

e The output range of the improved algorithm is narrowed down to [—%, 1),
which is the same as the state-of-the-art Barrett reduction presented in [3,
Algorithm 3.2]. Compared with the output range [—gq, ¢| of the Montgomery
multiplication, the improved Plantard multiplication halves or slows down the
growing rate of the coefficient size in the NTT with CT butterflies or the INTT
with GS butterflies, respectively. Together with the larger input range, the

improved Plantard multiplication enables better lazy reduction strategies in

NTT/INTT (see Section 4.4.2).

With all these merits over the Montgomery and Barrett arithmetic, the improved
Plantard arithmetic has two weak spots. If we precompute the product of ¢’ and the
twiddle factors modulo 22 in NTT, the size of the precomputed intermediate result
will be doubled. First, it needs to deal with the [ x 2{-bit multiplication, which may
not be applicable to architectures like AVX2 and NEON. However, we will show
that this method is perfectly suitable for Cortex-M4, Cortex-M7 and some 32-bit
microcontrollers in Chapter 4. Second, the double-size twiddle factors are normally
placed into the Read-Only Memory (ROM) instead of the Random Access Memory
(RAM). Consequently, the side effect is that we need more cycles to load them into
registers (see Section 4.4.2 for detailed discussion); this will not affect the stack
usage. Nevertheless, arithmetic and experimental analyses in Chapter 4 show that

the overall cycle reduction obtained from the aforementioned merits could offset the
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cycle increment introduced by twiddle factor loading.

3.8 Conclusion

This chapter first reviewed the fundamental and state-of-the-art modular arithmetic
employed in LBC schemes. It then presented the improved Plantard arithmetic,
which supports modular arithmetic over signed integers in an extended range. This
chapter presented correctness proofs from two distinct perspectives and includes
detailed comparisons between the improved Plantard arithmetic and the original
Plantard arithmetic, the signed Plantard arithmetic proposed in [15], as well as state-
of-the-art Montgomery and Barrett arithmetic. These comparisons highlighted the
excellent merits of the proposed Plantard arithmetic, demonstrating its potential to

replace existing modular arithmetic methods in LBC schemes on specific platforms.
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Chapter 4

Efficient Lattice-based

Cryptography on IoT Devices

This chapter includes the optimized LBC implementations on ARM Cortex-M4,
ARM Cortex-M3, and RISC-V, which are presented in our three previous works
(63, 65, 62].

4.1 Introduction

Chapter 3 introduced the improved Plantard arithmetic, demonstrating that its bet-
ter efficiency, bigger input range and smaller output range compared to the original
Plantard, state-of-the-art Montgomery, and Barrett arithmetic. However, as dis-
cussed in Section 3.7, the improved Plantard arithmetic also has some limitations
that could affect its feasibility and practicality on certain target platforms. De-
spite the mathematical improvements, deploying this arithmetic on these platforms
requires further exploration to address these shortcomings from both electrical en-
gineering and computer science perspectives. This underscores that cryptographic
engineering is an interdisciplinary field. To effectively deploy the improved Plan-
tard arithmetic and leverage it for accelerating the LBC schemes on IoT devices, a
thorough analysis of both the computational steps involved in the arithmetic and

the ISA characteristics of the target platforms is crucial. This analysis will reveal
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whether the platform’s instruction set is well-suited for the main computations in
the Plantard arithmetic. By aligning the computational steps of the Plantard arith-
metic with the ISA features of the target platform, we can evaluate the feasibility of
its efficient implementation and assess whether it can deliver performance improve-
ments for the NTT/INTT operations in LBC schemes, particularly in IoT devices

with very fundamental instruction set.

In addition, the extensive research on polynomial arithmetic [104, 32, 12, 3, 57,
2, 23| has already achieved excellent results in LBC schemes. Recent research [57]
shows that the polynomial multiplication of Dilithium accounts for mainly less than
10% of the running time on Cortex-M4. According to PQM4 [71], the most time-
consuming operation in LBC schemes is actually Keccak, which is a multipurpose
cryptographic primitive notably known for being the core of the SHA-3 and SHAKE
standards [45]. Keccak is extensively used by many PQC schemes for various pur-
poses, from seed expansion to CPA-to-CCA transforms. For example, Dilithium and
Kyber, another LBC scheme to be standardized as ML-KEM [90], rely on Keccak
to such an extent that hashing accounts for 85% of the running time on Cortex-
M4 [57]. While Keccak runs fast on high-end processors thanks to vectorization
or dedicated instructions (e.g. ARMv8 SHA-3 extension) [24], its largest version
does not show outstanding performance on constrained platforms (e.g. ARMv7-M
microcontrollers) when fully implemented in software. This is mainly due to the
lack of general-purpose registers to hold the entire 1600-bit internal state, leading
to high register pressure and therefore register spilling (i.e. saving and restoring
some intermediate variables to and from memory). By way of illustration, on ARM
Cortex-M4 processors, the current fastest Keccak implementation spends around
half of the running time in memory accesses. To reduce this overload, the Keccak
designers suggested using a 12-round variant named TurboSHAKE [30] instead of the
24-round variant, but NIST was not in favour of such a decision!. This highlights

the need for improvement on architectures such as ARMv7-M where Keccak does

"https://groups.google.com/a/list.nist.gov/g/pqc-forum/c/5HveEPBsbxY
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not show outstanding performance.

Contributions. Therefore, in order to fully enhance the performance of LBC
schemes, this chapter not only investigates the optimizations of the proposed Plan-
tard arithmetic and polynomial multiplication but also presents dedicated optimiza-
tions for Keccak on 32-bit IoT platforms. Detailed contributions of this chapter can

be summarized as follows:

e We present an efficient implementation of the improved Plantard arithmetic for
16-bit odd moduli using the smulw{b,t} instruction to perform the 16 x 32-bit
multiplication on Cortex-M4. As for low-end 32-bit platforms, we propose two
optimization techniques to implement the 16-bit Plantard arithmetic utilizing
the specific ISA characteristics of Cortex-M3 and RISC-V. The optimized im-
plementations demonstrate that the Plantard arithmetic can indeed supersede
the state-of-the-art Montgomery and Barrett arithmetic on these low-end 32-
bit microprocessors. Furthermore, we show that the Plantard arithmetic can
be easily extended to other schemes or platforms with similar ISA character-

istics, which highlights its extensibility.

e For the 16-bit polynomial multiplication in Kyber and NTTRU, by replacing
the state-of-the-art Montgomery and Barrett arithmetic with the proposed
Plantard arithmetic, we demonstrate that it enables more efficient polynomial
arithmetic, namely NTT, INTT, and modular reduction, leading to faster
Kyber and NTTRU implementations on three 32-bit platforms: Cortex-M4,
Cortex-M3 and RISC-V. The shortcomings of the Plantard arithmetic can be
easily compensated for by the performance gains it offers. More specifically, the
efficient Plantard multiplication by a constant can significantly speed up the
modular multiplication by a twiddle factor in the butterfly unit, using proper
precomputation, and thus requires one fewer multiplication compared to Mont-
gomery arithmetic. Moreover, with the larger input range and smaller output

range of the Plantard arithmetic compared to state-of-the-art Montgomery
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arithmetic, it enables a more efficient lazy reduction strategy, reducing or en-
tirely eliminating the need for modular reduction of coefficients in NTT /INTT.
Our NTT and INTT implementations show significant speedups compared to
the state-of-the-art, achieving speedups of 25.02%/20.84%, 26.19%/32.57%,
34.76%/55.53%, and 22.67%/43.37% on Cortex-M4, Cortex-M3, SiFive RISC-
V board, and PQRISCV, respectively.

For the polynomial multiplication in Dilithium, which typically uses 32-bit
NTT, we revisit the idea of using small NTT (i.e., 16-bit NTT) for ¢s; and
multi-moduli NTT for ct; on ARMv7-M. While the potential benefits of in-
tegrating the multi-moduli NTT into Dilithium have been briefly discussed
in [57], the authors claimed that the multi-moduli NTT implementation us-
ing Montgomery arithmetic could not outperform their constant-time 32-bit
NTT implementation on Cortex-M3. We show that by leveraging the effi-
cient Plantard arithmetic, the proposed multi-moduli NTT implementation
on Cortex-M3 remains constant-time and can indeed yield over 19.07% or
52.76% speed-ups when compared with the variable-time or constant-time 32-
bit NTT in [57], respectively. Specifically, we construct the multi-moduli NTT
using N'TTs over 769 and 3329. By utilizing the excellent properties of Plan-
tard arithmetic, we eliminate all modular reductions in NTT and INTT over
769 and 3329. Moreover, we also show that the efficient Plantard arithmetic
can be used to accelerate the explicit CRT by 19.45% in the multi-moduli
NTT implementation, further improving the feasibility and efficiency of the
multi-moduli NTT on Cortex-M3.

In addition, we provide two versions of Kyber implementations, namely the
stack-friendly (stack-version) and high-speed (speed-version) implementations
on Cortex-M4, Cortex-M3 and RISC-V, in line with [3]. To deploy the speed-
version Kyber implementation on memory-constrained IoT devices, we pro-
pose two memory optimization strategies that lead to a significant reduction

in stack usage, ranging between 23.50% to 28.31% compared to the stack us-
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age in [3]. This makes it more feasible for deployment on memory-constrained
[oT devices. Overall, our optimized Kyber implementations achieve new speed
records on both Cortex-M3 and RISC-V. Specifically, the speed-version outper-
forms PQMS3 by a margin of 3.69%~5.63%, 3.51%~5.15%, and 3.37%~4.67%
for Kyber512, Kyber768, and Kyberl024, respectively, on Cortex-M3. On
PQRISCYV, it outperforms previous work by 13.59%~27.03%, 25.49%~31.15%,
and 26.96%~31.43% using only 26.86%~52.44% of their stack usage for the

three Kyber variants, respectively.

Finally, we improve Keccak’s performance on Cortex-M3 and M4 by up to
24.78% and 21.4% utilizing two architecture-specific optimizations. The first
one, denoted as lazy rotations, consists of taking advantage of the inline bar-
rel shifter to eliminate explicit rotations in the linear layer. Note that this
technique has been reported in the literature by Becker and Kannwischer in
order to boost Keccak on ARMv8 architectures [24] but has not been ported to
ARMvT7-M so far. The second optimization consists of a more efficient mem-
ory access scheduling to avoid pipeline hazards, which results in over 12.84%

performance improvements on ARMv7-M.

4.2 Target platforms

This thesis targets the following IoT platforms: Cortex-M4, Cortex-M3, and RISC-

V. The Cortex-M4 is one of the IoT platforms recommended by NIST for evaluating

the performance of PQC schemes. The Cortex-M3, with its relatively limited in-

struction set, requires special consideration in cryptographic engineering. RISC-V,

as a widely adopted open-source instruction set architecture, has gained significant

popularity in recent years. These platforms are highly relevant to IoT scenarios and

are therefore selected as the focus of this thesis.
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4.2.1 ARM Cortex-M4

The ARM Cortex-M4 processor is a part of the ARMv7-M microcontroller profile,
featuring sixteen 32-bit registers (rO-r15). Among these, r13 is reserved as the
stack pointer, r14 as the link register, and r15 as the program counter. Because
Cortex-M4 supports floating-point (FP) computation, 32 32-bit FP registers are
available for programming and can be used to “cache” frequently-used values.

The Cortex-M4 employs a three-stage pipeline, where most instructions execute
in a single cycle. Exceptions include branches, multiplications, and memory opera-
tions, which may require additional cycles. For instance, 1dr and str instructions
typically take 2 and 1 cycles, respectively, though dependencies can increase ldr
latency to up to 3 cycles. When no dependencies exist, multiple 1dr instructions
can be pipelined, executing in n + 1 cycles for n operations, while a str following
an 1dr incurs no additional delay. The Cortex-M4 also supports Single Instruction
Multiple Data (SIMD) instructions that can operate two halfwords or four bytes in
parallel. The essential instructions in our implementation include smul{b,t}{b,t},
smulw{b,t}, and 1drd. We use Rd to represent the destination register; Rm and
Rn represent two source registers. The smulbb instruction multiplies the bottom
halfword of Rm by the bottom halfword of Rn and writes the result to Rd. The
smulwb instruction multiplies Rm by the bottom halfword of Rn; extracts the most
significant 32 bits of the result, and writes it to Rd. The 1drd R8, R9, [R3, #0x20]
instruction loads R8 from the address R3+32 and loads R9 from the address R3+36.
Equipped with a barrel shifter, the Cortex-M4 allows operand shifts or rotations
within instructions without performance penalties, except when the shift amount is
specified by a register, which introduces a single-cycle overhead. Most multiplication

instructions execute in a single cycle.

4.2.2 ARM Cortex-M3

The ARM Cortex-M3 platform we use is Arduino Due which integrates an Atmel
SAM3XSE core [44]. It comprises 96 KiB of RAM and 512 KiB of Flash, and oper-
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ates at a maximum frequency of 16 MHz. Similar to Cortex-M4, the Cortex-M3 plat-
form has 16 32-bit general-purpose registers, of which fourteen are programmable.
However, it doesn’t provide any floating-point (FP) registers and SIMD extensions.
It should be noted that there are some non-constant-time instructions like umull,
smull, umlal and smlal [40] that we need to avoid using during the cryptographic
implementation, otherwise it may suffer from timing attacks. The only two “secure”
multiplication instructions one can use in this platform are the mul and mla instruc-
tions for computing the low 32 bits of the 64-bit product. The mul instruction costs
one cycle while the mla instruction takes two cycles. Most of the other instruc-
tions are 1-cycle, while the memory access operations such as 1drh, 1dr, 1ldrd,
strh, str and strd are relatively expensive. Loading or storing half-word/word
requires two cycles, and loading or storing double-word (1drd/strd) takes three
cycles. Cortex-M3 also provides a useful inline barrel shifter operation, similar to
Cortex-M4, which performs an additional shift operation before the addition and
subtraction instructions, without additional overhead. For instance, the instruction
(add.w rd, rn, rm, asr #16) first right-shifts the operand rm by 16 bits, and

subsequently, the addition is performed using the right-shifted result.

4.2.3 RISC-V

RISC-V is an open-source standard Instruction Set Architecture (ISA), enabling a
new era of processor innovation through open collaboration. Because of its open-
source features, it has attracted huge attention from both research community and
industry. We select two RISC-V platforms as the benchmark platforms. The first
one is the SiFive Freedom E310 board, which integrates a 32-bit E31 RISC-V core
[106]. The RV32IMAC instruction set is instantiated in this core. This platform is
a memory-constrained IoT device with only 16KiB of RAM, making it a suitable
platform for measuring the performance and applicability of LBC schemes on low-

end IoT devices. The second platform is a RISC-V simulator based on VexRiscv?,

’https://github.com/SpinalHDL/VexRiscv
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as described in pqriscv-vexriscv® and used in PQRISC*. The RV32IM instruction
set is instantiated in this simulator. In the following sections, we will denote the
VexRiscv RISC-V simulator as PQRISCV. Both platforms comprise of 32 32-bit
general-purpose registers, of which thirty are programmable. Similar to the Cortex-
M3 platform, they do not have powerful SIMD extensions. The cycle counts of
some instructions of PQRISCV are not well-specified in the documents, so we will
not discuss them in detail. The cycle counts mentioned below only refer to the
SiFive board. There are only two multiplication instructions (mul, mulh) that can
be used, and both of them take five cycles on the SiFive board. Loading or storing
one word (1w, sw) requires two cycles while loading or storing one half-word or byte
(1h, lhu, 1b, lu) takes three cycles. Apart from the multiplication, division, and
memory access operations, most of the other instructions consume one cycle. All

instructions are constant-time except the division.

4.3 Optimized modular arithmetic implementa-

tions

In this section, we present optimized implementations of the improved Plantard

arithmetic for 16-bit word-size moduli on Cortex-M4, Cortex-M3 and RISC-V.

4.3.1 Faster 16-bit Plantard arithmetic on Cortex-M4

Before moving forward into the implementation details, it is assumed that there
exists a small integer @ > 0 such that the prerequisite (¢ < 2!771) mentioned
in Theorem 3.3.1 is established (which is the case for most of the LBC schemes,
including Kyber and NTTRU). The word size in the following parts is set to [ = 16 to
support the 16-bit arithmetic in Kyber and NTTRU. As recommended in Section 3.7,
the maximum « that satisfies Theorem 3.3.1 is o = 3/a = 2 for Kyber/NTTRU.

3https://github.com/mupq/pqriscv-vexriscy
‘https://github.com/mupq/pqriscv
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Plantard multiplication by a constant. Based on the Plantard multiplication
described in Algorithm 16, we propose a 2-cycle modular multiplication by a constant
for 16-bit moduli. The detailed instruction sequence is shown in Algorithm 19. This
is achieved by observing that a part of the main step of the Plantard multiplication
is abg’ mod® 2%, If the multiplicand b is a constant, one can directly precompute
bq' mod* 22 where ¢ = ¢~ mod®* 2%. Recall that the input of Algorithm 16, @ and
b, satisfies a,b € [—q2%,¢2%] and ab € [—¢*2%*,¢?2%%]. We can always reduce the
constant b down to [0,¢) during the precomputation of bq’. Therefore, the input
range of a can be extended to [—¢22%, ¢22?]. Besides, for the parameter a, we have
2l=a=2 < ¢ < 272! when the maximum « is chosen. Therefore, by combining
2122 < g and a € [-2%q,2%%q|, we conclude that a lies in [—2/F=2 2lta=2]
For any integer o > 0, the input a covers every 16-bit signed integer, i.e., a €

[_2l71 2l71)'

The main step of Algorithm 16 is [([[abq']x])' + 2%)q)!. The smulwb instruction
in Algorithm 19 computes [[abg']o]! in 1 cycle, and the intermediate result is saved
in the bottom half of . Here, adding 2“ to the bottom half of » before the mul-
tiplication with ¢ might produce a carry to the top half of the 32-bit register r.
This would cause an error when the top half of r is not zero. This problem can be
addressed by computing the main step separately as [q - [[abq']z]’ + ¢2°]" with the
smlabb instruction. Here, the term ¢2° is fixed and can be precomputed without
extra runtime overhead. The final result locates in the top half of r. Compared
with Algorithm 20, the state-of-the-art 16-bit Montgomery multiplication imple-
mentation on Cortex-M4 [12], we reduce one multiplication by precomputing the
product of ¢~! and the constant operand b. As for its comparison with the Barrett

arithmetic, we refer to Section 4.4.1 for more details.

Note that [82] proposed a similar trick for Montgomery multiplication with the
AVX2 instructions, which is improved over the work in [104]. It is achieved by pre-
computing ¢~ /—¢~! with the bottom half of ¢ (see step 2 of Algorithm 13/Algorithm 20).

Unfortunately, it is not suitable for Cortex-M4 because the trick shown in [82] highly
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Algorithm 19 The 2-cycle improved Plantard multiplication by a constant on

Cortex-M4
Input: An [-bit signed integer a € [—2'71 2!71) a precomputed 2I-bit integer by’

where b is a constant and ¢ = ¢~ mod® 2%

OU‘tput: Ttop = ab(_2_2l) mOdi q; Ttop < [_&217 %)

1: bg' <+ bg~' mod* 2% > precomputed
2: smulwb r,bq, a > 7 < [[abg]a]’
3: smlabb r,r,q, q2¢ > Top < [q[1]; + q2a]l

4: return 7y,

Algorithm 20 The 3-cycle signed Montgomery multiplication on Cortex-M4 [12]

Input: Two [-bit signed integers a,b such that ab € [—¢2!~1, ¢2!~1)
Output: 7., = ab2™' mod® ¢, 71, € (—¢, q)
1: mul c¢,a,b

2: smulbb 7, ¢, —q !

> 7 [ (=g
3: smlabb r,r,q,c > Tiop < [T+ ql + [c]!

4: return 7,

relies on the two-instruction-fashion multiplication, whereas the 16/32-bit multipli-
cation on Cortex-M4 is carried out in a single instruction. Applying their opti-
mization on Cortex-M4 introduces extra multiplication instructions as stated in [32,

Subsection 3.2].

Plantard reduction. As for the multiplication of two variables, we present a 2-
cycle Plantard reduction over a 32-bit signed product ¢ € [—¢*2%*, ¢*22%], which is
shown in Algorithm 21. Instead of using smulwb as we did in Algorithm 19, the
mul instruction is used to compute [[cq']y]!, and the intermediate result locates in
the top half of r. The result is then obtained by the smlatb instruction. It is
worth noting that the input range of Algorithm 21 is ¢22*~*! times larger than the
Montgomery reduction (the reduction version of Algorithm 20). Since « is chosen

to ensure ¢ < 27271 we have ¢2%t! < 2i-a=1. 29+l — 9l Ag for the maximum o,
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Algorithm 21 The 2-cycle improved Plantard reduction on Cortex-M4

Input: A 2I-bit signed integer ¢ € [—¢%22%, ¢?229]

Output: ry, = ¢(—27%) mod® ¢, Ttop € [—‘1;—1, 1)
1: ¢ < ¢ ' mod* 2% > precomputed
2: mul r, ¢, ¢

3: smlatb r,r,q, q2%

4: return 1y,

we have ¢2°t! ~ 2!, then 221! = ¢29F1=1. 2% ~ 2% Therefore, the input range
of the Plantard reduction is approximately 2% times larger than the Montgomery
reduction. The excellent input range and output range of the improved Plantard

arithmetic enable better lazy reduction strategies in NTT/INTT (see Section 4.4.2).

4.3.2 Faster 16-bit Plantard arithmetic on Cortex-M3 and
RISC-V

The efficient Plantard arithmetic on Cortex-M4 in Subsection 4.3.1 was dependent
on the SIMD instruction smulw{b,t} for carrying out the 16 x 32-bit multiplication
[a X bq']2;. Here, a denotes a 16-bit signed integer and bq’ represents a precomputed
32-bit positive integer. In [63, Algorithm 16], we also presented a 5-instruction
implementation of the Plantard multiplication by a constant on RISC-V, which
concludes that in cases where multiplication instruction is slower than the shift
instruction, the Plantard arithmetic has better performance than the Montgomery
and Barrett arithmetic. Moreover, due to the use of SIMD extension on Cortex-M4,
the coefficients in NTT/INTT were subjected to 16-bit signed integer in Cortex-
M4 implementation, which did not fully utilized the large input range of Plantard
arithmetic. The implementation on low-end 32-bit platforms stores each coefficient
in a 32-bit register. It enables us to temporarily overflow 16-bit signed integer
and fully utilize the large input range of the Plantard arithmetic. Therefore, its

extensibility on low-end 32-bit platforms without such powerful SIMD extension
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still needs more exploration.

In this section, we propose two optimization techniques to improve the per-
formance of the Plantard arithmetic based on the specific ISA characteristics of
Cortex-M3 and RISC-V, respectively. These optimization techniques show that the
Plantard arithmetic can outperform the Montgomery and Barrett arithmetic with-
out the prerequisite of slow multiplication. This is demonstrated by the efficient
implementation of Plantard arithmetic on Cortex-M3, where both multiplication
and shift instructions take one cycle. Notably, the efficient implementation of Plan-
tard arithmetic is not restricted to Kyber’s modulus and can be customized for other

16-bit odd moduli as well.

Plantard multiplication by a constant The first optimization technique is
proposed for efficient Plantard multiplication by a constant on Cortex-M3 (Algo-
rithm 22). Unlike the Plantard multiplication by a constant on Cortex-M4 [63,
Algorithm 11], this algorithm accepts a 32-bit signed integer as input on low-end
32-bit platforms. If one implements the multiplication [a X bg']y; with the 32 x 32-
bit multiplication instruction mul, the valid product locates in the most significant
half of the 32-bit register . Then, one need to shift the valid product to the least
positive half so as to compute the later steps. The above shift operation might
decrease the efficiency of Plantard arithmetic, as it consumes an extra cycle. In
order to improve the efficiency, we propose to merge this shift operation with the
“add to 2%” step by utilizing the inline barrel shifter operation on Cortex-M3 (cf.
Step 3 of Algorithm 22). This operation initiates by right-shifting register r by 16
bits. Thereafter, the addition of 2% is directly carried out in the same cycle. After
that, the remaining operations are computed by using just one multiplication and
one right-shift instructions. In Section 4.4.2, a similar technique will be proposed
to omit the final shift operation in the CT algorithm on Cortex-Ma3.

The second optimization technique for the Plantard multiplication by a constant
is carried out on RISC-V, as demonstrated in Algorithm 23. Similar to the algo-

rithm on Cortex-M3, we also utilize the 32 x 32-bit multiplication instruction mul to
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Algorithm 22 Efficient Plantard multiplication by a constant for Kyber on Cortex-

M3
Input: An 32-bit signed integer a € [—137¢, 230¢]|, a precomputed 32-bit integer bq’

where b is a constant and ¢ = ¢! mod™* 232

Output: r = ab(—2"%)mod* ¢

1: bg' + bg~ ! mod 2% > precomputed
2: mul r,a, bq > r < [abq]y
3: add r, 2% r,asr#16 > ([r]' +2%)

4: mul r,r,q
5. asr r, 7, #16 > 7+ [rq]’

6: return r

implement the multiplication [a x bq']s;. As RISC-V does not provide inline barrel
shifter operation as in Cortex-M3, we perform the right-shift operation and the ad-
dition of 2% separately. Then, instead of computing [rq]' with one multiplication and
one shift similar to the final two steps in Algorithm 22, we propose to precompute
q2' = ¢ x 2!, which is inspired by the similar technique of Montgomery arithmetic
proposed in [56]. This technique utilizes the fact that [rg]’ is equivalent to [rq2'|*,
and the division by 2% operation can be implemented by using one mulh instruction.
Note that this optimization technique cannot be applied to Cortex-M3 as it does not
offer constant-time full multiplication instruction, but it can be securely extended to

other platforms as long as the targeted platform has constant-time mulh instruction.

For platforms that lack of inline shifter and mulh instructions, if there is an effi-
cient and constant-time mla instruction to handle the multiply-and-add operation,
it is also possible to merge step 4 and 5 in [63, Algorithm 16]. But we choose not to
do it on Cortex-M3 since the mla instruction use two cycles on this platform, which

will make this version slower than that in Algorithm 22.

In summary, the efficient Plantard multiplication by a constant on both Cortex-
M3 and RISC-V take four instructions, including two multiplications, one shift and

one addition. Compared to the existing Plantard and Montgomery multiplication
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Algorithm 23 Efficient Plantard multiplication by a constant for Kyber on RISC-V
Input: An 32-bit signed integer a € [—137¢q, 230¢]|, a precomputed 32-bit integer bq’

where b is a constant and ¢’ = ¢~! mod 232, 2! = ¢ x 2!
Output: r = ab(—2%) mod® ¢
1: b¢ + bg~' mod* 2% > precomputed
2: mul 7, a,bq > r < [abq]y
3: srai r,r, #16
4: addi r,r,2% > < ([r]' +29)
5. mulh 7,7, ¢2' > 7 [rq2'*

6: return r

on RISC-V or Cortex-M3 [63, 56] and [46] that take five instructions, the proposed

implementation is one multiplication fewer.

Plantard reduction We propose a 4-instruction Plantard reduction for the mod-
ular multiplication of two variables on both architectures, which is equally efficient as
the state-of-the-art Montgomery or Barrett reduction in [56] and [46]. The proposed
instruction sequence of the Plantard reduction is similar to Algorithm 22 and Algo-
rithm 23, except that the 32-bit precomputed constant bq’ is replaced by ¢~* mod 2%
in the modular multiplication of two variables or (—2% mod ¢) x ¢! mod 2% in the
modular reduction of coefficients. This variant of modular multiplication is used in
the base multiplication of Kyber. Besides, previous implementations mostly utilize
the Barrett reduction to implement the modular reduction of coefficients. Never-
theless, despite the same cycle consumption as the Barrett reduction on Cortex-M3

and RISC-V, we chose to adopt the Plantard reduction for the sake of consistency.

4.3.3 Plantard arithmetic on other schemes and platforms

In the previous sections, we focused on the efficient 16-bit Plantard arithmetic imple-
mentations on 32-bit platforms. Here, we demonstrate that the Plantard arithmetic

is not limited to 16-bit operations on 32-bit platforms but can also be extended to
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Algorithm 24 Efficient Plantard multiplication by a constant for Dilithium on

RV64IM
Input: An 64-bit signed integer a € [—130686¢, 131457¢q], a precomputed 64-bit

integer bg’ where b is a constant and ¢’ = ¢~! mod 264, ¢2! = ¢ x 2!
Output: r = ab(—2"%)mod® ¢
1: bg' < bg~' mod® 2% > precomputed
2: mul r,a, bq > r < [abq]y
3: srai r,r, #32
4: addi 7,7, #256 > ([r]' +2%)
5. mulh 7,7, ¢2' > 7+ [rg2' )

6: return r

larger word sizes or other platforms, provided the necessary instructions are avail-
able to handle the [ x 2[-bit multiplication in Plantard arithmetic. This extensibility
is first demonstrated through the efficient 32-bit Plantard arithmetic implementa-
tions on a 64-bit RISC-V platform, as shown in [15]. However, it is important to
note that the signed Plantard arithmetic proposed by Aoki et al. requires two ||
functions, which were implemented by simulating the rounding approximation with
two extra additions, as described in [15, Source Code 1]. As a result, their imple-
mentation consumes one additional addition compared to the proposed improved

Plantard arithmetic.

In several follow-up works [116, 70, 114] that I participated in, we further ex-
tended the application of the improved Plantard arithmetic to other LBC schemes
and platforms. Specifically, to speed up the 32-bit modular arithmetic of Dilithium on
64-bit ISAs such as RV64IM, we can tailor the Plantard arithmetic to the Dilithium
parameters and implement the 32-bit Plantard arithmetic using the same instruc-
tion sequence outlined in Algorithm 23. More specifically, as shown in Algorithm 24,
the efficient Plantard multiplication by a constant for Dilithium on RV64IM requires
adjusting [ = 32 and « = 8 for Dilithium’s 23-bit moduli ¢ = 8380417 [116, 70].

Moreover, we also explore the potential of customizing the RISC-V instruction
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Algorithm 25 Efficient Plantard multiplication by a constant for NTRU and Hawk

on customized RISC-V SIMD ISA
Input: An 32-bit signed integer a, a precomputed 32-bit integer bq’ where b is a

constant and ¢’ = ¢~! mod 2?2, ¢2! = ¢ x 2!

Output: r = ab(—2%) mod® ¢

1: bg’ < bg~' mod® 2% > precomputed
2: mulv 7, a, bq > 7 < [abq]|a
3: asravi r,r,2%,1 >r <« ([r]" +2%)
4: mulvh r, 7, g2 > 7 [rg2')*

5. return r

set for the proposed Plantard arithmetic to ensure its efficient deployment on a cus-
tomized 32-bit SIMD architecture [114], where each lane of the SIMD register is 32
bits. Specifically, we focus on the 16-bit modulus ¢ = 12289 used in NTRU and
Hawk on 32-bit SIMD architectures. Here, we simply need to adjust [ = 16 and
a = 1 to suit the modulus ¢ = 12289. The instruction sequence is similar to that
in Algorithm 23, with the main difference being that the multiplication instructions
mulv and mulvh are the SIMD versions of mul and mulh, respectively. Addition-
ally, we propose a novel instruction asravi in Step 2 of Algorithm 25 to further
accelerate the Plantard arithmetic. This instruction combines one addition and one
right shift operation into a single instruction. With this optimization, the 16-bit
Plantard arithmetic becomes two instructions faster than the signed Montgomery

multiplication algorithm, as demonstrated in [116, Algorithm 4].

In summary, these examples demonstrate the extensibility of the proposed Plan-
tard arithmetic to other LBC schemes across various platforms. We anticipate fur-

ther exploration of its deployment on additional schemes and platforms in the future.
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4.4 Kyber and NTTRU optimizations on ARMv7-M
and RISC-V

This section presents the proposed performance and memory optimizations for 16-
bit polynomial multiplication in NTTRU and Kyber on Cortex-M4, Cortex-M3 and
RISC-V.

4.4.1 Optimized 16-bit NTT/INTT implementation on Cortex-

M4

This subsection details the improvements the improved Plantard arithmetic brings
to the butterfly unit, layer merging, and lazy reduction in NTT/INTT on Cortex-
M4.

Butterfly unit. The core operations in NTT/INTT are performed in the but-
terfly unit. Commonly, there are two types of butterfly structures, namely the CT
butterfly and GS butterfly. In Kyber, using CT butterfly in NTT and GS butterfly
in INTT is a common strategy to avoid coefficients flipping. However, recent reports
[36, 3] state that using CT butterfly for both NTT and INTT in LBC schemes would
also result in faster code. For both strategies in 16-bit NTT/INTT, one needs to
compute CT/GS butterfly over two 32-bit packed integers and return two 32-bit
packed results [32, 12]. The improved Plantard multiplication by a constant (Algo-
rithm 19) can be well adapted into the double CT/GS butterflies with the help of
the smulw{b,t} instruction on Cortex-M4.

The key operation in the butterfly unit is the modular multiplication by a proper
twiddle factor ¢, which is a precomputed constant. It is common to store the twid-
dle factors in the Montgomery domain when using Montgomery arithmetic. Similar
to Montgomery arithmetic, Plantard arithmetic also produces a result in a special
domain, namely ¢(—2-%)mod® q. Therefore, to integrate Plantard arithmetic into

the butterfly unit, we also store the twiddle factors in the “Plantard” domain by
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Algorithm 26 Double CT butterfly on Cortex-M4
Input: Two 32-bit packed signed integers a,b (each containing a pair of 16-bit

signed coefficients), the 32-bit twiddle factor ¢

Output: a = (awp + biopC) | (@sottom + BbottomC)s b = (atop — bropC)||(@bottom — bbottomC)
1: smulwb ¢,(,b

2: smulwt b,(, b

3: smlabb t,t,q,q2"

4: smlabb b, b, q, q2¢

5. pkhtb ¢, b,t, ast#16

6: usubl6 b,a,t

7: vaddi6 a,a,t

8 return a,b

multiplying each twiddle factor with a constant —2% mod q. Besides, to utilize the
improved Plantard multiplication by a constant (Algorithm 19) in the butterfly unit,
one also needs to multiply ¢~' mod® 2% by the twiddle factor ¢ in the “Plantard”
domain modulo 2%, namely ¢ = (¢ - (—2%)modq) - ¢ ' mod*2%. Note that this
precomputation would result in a 2[-bit twiddle factor. Although it would intro-
duce extra cycles for data loading, this overhead can be offset by the improvements

brought by the improved Plantard arithmetic.

Algorithm 26 illustrates the detailed instruction sequence of the double CT but-
terfly, which computes a = (atop+btop< M| (@vottom~+bbottom€), b = (atop—btopC M (@bottom—
bbottomC) over packed arguments a,b. Thanks to the SIMD instruction smulw{b,t},
one can pack two 16-bit coefficients into one 32-bit register b. Then, one can perform
the Plantard multiplication (Algorithm 19) by a proper twiddle factor ¢ over the
top and bottom half of b using the smulwt and smulwb instructions, respectively.
The follow-up instruction sequence is the same as the previous work [12]. In sum-
mary, we obtain a 7-instruction double CT butterfly for packed arguments, which
reduces 2 instructions compared with the one that uses Montgomery multiplication.

Similarly, we can also obtain a 7-instruction double GS butterfly for INTT.
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Layer merging. As stated in Section 4.4.2, using the improved Plantard arith-
metic will double the size of the twiddle factors. It would bring extra load instruc-
tions to load the 32-bit twiddle factors compared with the original 16-bit version.
However, the improvements brought by the improved Plantard arithmetic can easily
bury this overhead thanks to the layer merging techniques. There are two efficient
layer merging strategies for Kyber on Cortex-M4, which are presented in [12] and
[3], respectively. The layer merging strategy in [12] is the 3-layer merging strategy
(3-3-1), while [3] adopts the 4-layer merging strategy (4-3). Since the first 4-layer
NTT re-uses the same 15 twiddle factors multiple times, [3] proposes to cache the 15
16-bit twiddle factors into 8 FP registers and replace the memory access instruction
with the cheaper vmov instruction. Apart from using the FP registers and the vmov
instruction, the 4-layer merging strategy is actually built upon the 3-layer merging

strategy in [12].

The 3-layer merging strategy in [12] allows us to compute 8 butterflies at the
cost of loading 1, 2, or 4 32-bit twiddle factor(s) in each layer. Note that loading 2
consecutive 32-bit twiddle factors can be achieved by a 3-cycle 1drd instruction on
Cortex-M4, which is merely 1-cycle slower than the original 1dr instruction to load
2 consecutive 16-bit twiddle factors. We rearrange the twiddle factors in the same
order as they are used so that one can use 1drd to load 2 consecutive 32-bit twiddle
factors. Overall, by integrating the Plantard arithmetic into the 3-layer merging
strategy, one could reduce 8 cycles (reduce 1 cycle for each butterfly) with 0, 1, or 2
extra cycle(s) to load the 32-bit twiddle factors in each layer. For the 8 butterflies
that only require 1 twiddle factor, one could reduce 8 cycles at no extra cost since

1dr has the same cost as 1drh.

As for the 4-layer merging strategy, due to the double size of the twiddle factors,
one needs to load 15 twiddle factors into 15 FP registers with the vldm instruction.
Compared with 8 FP registers in the original design, our design consumes 7 extra
cycles. Besides, during each iteration of the first 4 layers, one needs 7 extra vmov

instructions to retrieve the twiddle factors from the FP registers to general registers.
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This extra cycle consumption can be totally covered by the cycle reduction brought
by the improved Plantard arithmetic.

In order to reveal the actual effect brought by the improved modular arithmetic in
our implementation, both 3-layer and 4-layer merging strategies are used in Kyber,
while the better 4-layer merging strategy is adopted in NTTRU. Besides, for the
implementation of NTTRU and Kyber with the 3-layer merging strategy, we use CT
butterflies in NTT and GS butterflies in INTT. As for the Kyber implementation
with the 4-layer merging strategy, the CT butterflies are adopted in both NTT and
INTT, similar to [3].

Lazy reduction. To better illustrate the improvements the improved Plantard
arithmetic brings to both CT and GS butterflies, we only discuss the lazy reduction
strategies for the NTT with CT butterflies and INTT with GS butterflies here. When
Montgomery arithmetic is applied to NTT and INT'T, all of the coefficients will grow
by q after each layer of NTT, while half of the coefficients will double after each
layer of INTT. The well-known lazy reduction technique can minimize the number
of modular reductions in NTT/INTT, which is mainly determined by the input
range of the modular multiplication. Compared with the Montgomery arithmetic,
the output range of the improved Plantard arithmetic is halved, while the input
range of the improved Plantard reduction (Algorithm 21) is about 2% times larger
than Montgomery reduction (i.e., the reduction version Algorithm 20). Therefore,
applying the improved Plantard arithmetic in NTT/INTT can halve/decrease the
growing rate of coefficients compared with the one that uses Montgomery arithmetic,
thus enabling better lazy reduction strategies.

CT Butterfly. Specifically, for the modulus ¢ = 3329 (9¢ < 2!~! < 10q) in Kyber,
the forward NTT has 7 layers of butterflies. Therefore, the 7 layers of butterflies
that use Montgomery multiplication will expand all of the 256 coefficients by 7q.
Therefore, at least one modular reduction is required to reduce the 256 coefficients to
perform the follow-up base multiplication. On the contrary, when applying Plantard

multiplication, the coefficients only grow by 3.5¢ in 7 layers. Since the inputs of
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NTT are always smaller than ¢, 4.5¢q lies in the modular multiplication input range
[—q2%,q2%] of Kyber (=3 for Kyber). Therefore, the output coefficients of NTT
with Plantard multiplication can be directly used in the base multiplication without

modular reduction.

It should be noted that the coefficient expansion would have a bigger effect on
schemes with bigger modulus like NewHope [14] and NTTRU [82]. As for the modu-
lus ¢ = 7681 (4q < 2!7! < 5¢) in NTTRU, all of the 768 coefficients need one modular
reduction after every three layers of butterflies when Montgomery multiplication is
used. Since the forward NTT in NTTRU has 8 layers of butterflies, we need two
modular reductions after the third and sixth layers of butterflies. The last two lay-
ers of butterflies will produce coefficients smaller than 3q. These coefficients cannot
be directly used in Montgomery multiplication because (3¢)? = 9¢?, which is out
of the input range of ¢2'~'. Therefore, the forward NTT implemented with Mont-
gomery arithmetic in NTTRU needs three modular reductions for 768 coefficients.
However, when using the improved Plantard multiplication in NTTRU, we only need
one modular reduction for 768 coefficients after the seventh-layer butterflies. The
final layer of butterflies only expand the coefficients up to 1¢, which lies in the input
range of [—¢2%, ¢2%] (o = 2 for NTTRU), and these coefficients can be directly used
in the base multiplication. In sum, two modular reductions for 768 coefficients are
saved compared with the implementation that uses Montgomery arithmetic, which
fully illustrates the benefits of a larger input range and smaller output range of our

method.

GS Butterfly. As for the INTT with GS butterflies in Kyber, the advantages of
applying the Plantard arithmetic are twofold. First, the maximum input value of
INTT is halved after the matrix-vector multiplication (i.e., Step 6 of Algorithm 3).
If one uses Montgomery arithmetic in the matrix-vector multiplication, the coeffi-
cients produced in this process would be smaller than 2¢, 3¢, and 4q for Kyber512,
Kyber768, and Kyberl024, respectively. Therefore, one modular reduction of co-

efficients is required after the first and second layers of butterflies in INTT for
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Kyber768/Kyber1024 and Kyber512, respectively. In our case, the modular reduc-
tion will have a one-layer delay since the matrix-vector multiplication generates
coefficients smaller than 1¢,1.5¢, and 2¢q. Second, since the maximum value of the
reduced coefficient is 0.5¢ after each modular reduction, 4 layers of butterflies can
be conducted over the reduced coefficients instead of 3 when using Montgomery’s
method. After the second-layer butterflies of Kyber768/Kyber1024, the modular re-
duction is applied for all of the 128 coefficients; then all coefficients have a maximum
value of 0.5¢. The third-layer butterflies have a step size of 8, and the first 8 coeffi-
cients (ag ~ ay) will first grow to 8¢ after the sixth-layer butterflies. The final-layer
butterflies have a step size of 128. Two sets of 8 coefficients (ag ~ a7, a1 ~ a135)
have a maximum value of 8¢, while the rest of the coefficients are smaller than 4q.
Therefore, we only need to perform modular reduction on these 16 coefficients in-
stead of all of the 128 coefficients in previous reports, and other coefficients will be
naturally reduced by the modular multiplication with the twiddle factors and 12871
in the final-layer butterflies.

The GS butterflies are also adopted for the INTT in NTTRU. The optimization
brought by our method is similar to the INTT in Kyber, except that the modular
reduction for half of the coefficients is required after every 3 layers of butterflies with
Plantard arithmetic instead of 2 when using Montgomery arithmetic. Thus, only 2
modular reductions for 384 coefficients are required after the third and sixth layers

of butterflies.

Double Plantard reduction for packed coefficients. The modular reduction
of coefficients is necessary if the next operation in NTT/INTT would cause an over-
flow. Previous work [12] uses double Montgomery reduction or double Barrett re-
duction (i.e., Algorithm 10 and Algorithm 8 in [12]) to reduce two packed coefficients
on Cortex-M4, which consume 7 cycles and 8 cycles, respectively. The double Bar-
rett reduction in [12, Algorithm 8] requires two explicit shift operations for packed
coefficients. Recent work further reduces its cycle counts down to 6 cycles by elimi-

nating two explicit shift operations using the smlawb and smlawt instructions (see
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Algorithm 27 Double Plantard reduction for packed coefficients

Input: A 32-bit packed integers a = atop||Abottom Where aiop, Qpottom are two 16-bit
signed coefficients
Output: r = (a0, m0od™ q)||(apotrom mod™ q), _(145_1 < Ttop; Thottom < 4
1: const < (—2% mod q) - (¢~! mod™® 2%) mod* 2% > precomputed
2: smulwb ¢, const, a
3: smulwt a, const, a
4: smlabt t,t,q, g2
5: smlabt a,a,q, q2%
6: pkhtb r, a,t, asr#16

7: return r

[3, Algorithm 3.2]). In this work, an even better 5-cycle double Plantard reduction
is proposed and shown in Algorithm 27. This algorithm is based on the fact that
the Plantard reduction over a 16-bit signed integer can be viewed as a Plantard
multiplication by a constant —2% mod ¢. And one can multiply ¢~! by the constant
—2%mod g to obtain a precomputed constant, thus saving one multiplication by
g~!. Note that the input range of Algorithm 27 is the same as Algorithm 19. Since
Algorithm 27 generates signed output in [—q;r—l, 2), this algorithm is only applicable

inside NTT/INTT. The Barrett reduction is still required outside NTT/INTT to

obtain a positive result.

4.4.2 Optimized 16-bit NTT/INTT implementation on Cortex-
M3 and RISC-V

Based on the faster Plantard arithmetic presented in Subsection 4.3.2, we propose
a number of optimizations that are geared towards improving the efficiency and

reducing the memory consumption of Kyber on Cortex-M3 and RISC-V.

Butterfly unit. To integrate the Plantard arithmetic to the butterfly unit, we

follow the method described in [63] to precompute the 32-bit twiddle factor as
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¢ =((¢-(—2%)mod q) - ¢ ") mod™ 2%. For two signed coefficients a and b, the CT
algorithm computes @’ = a + b and b’ = a — b(, while the GS algorithm computes
a=a+0band b = (a—b) (. We present the efficient implementations of CT algo-
rithm on Cortex-M3 and RISC-V in Algorithm 28 and Algorithm 29, respectively.
The instruction sequence for the GS algorithm is similar, hence we will not discuss

it in detail.

We demonstrated that by utilizing the inline barrel shifter operation on Cortex-
M3, one could omit the final shift operation in Algorithm 22 and achieve an efficient
5-instruction CT algorithm with the Plantard arithmetic. Conversely, the GS algo-
rithm cannot benefit from the barrel shifter operation due to the operation differ-
ence. Specifically, GS algorithm requires one more instruction compared to the CT
algorithm. Nevertheless, it is worth highlighting that both CT and GS algorithms
are one instruction fewer than their Montgomery-based counterparts on Cortex-M3
[46]. Since the CT algorithm costs one instruction fewer than the GS algorithm, it

motivates us to also adopt it in INTT.

Following similar optimization strategies outlined in [3] and [2], in order to mini-
mize the side-effect of additional twists in the last layer of INT'T using CT algorithm,
light butterfly was proposed and applied in the first three layers of INTT. The so-
called light butterfly is to reduce the modular multiplication by the twiddle factor in
the CT butterfly, i.e., only computing ¢’ = a + b and ¥/ = a — b. Additionally, they
suggested that using CT algorithm in INTT could also help to decrease the number
of modular reductions and yield a superior INTT implementation on Cortex-M4 [3].
After applying the CT algorithm to INTT of Kyber, we further validate its exten-
sibility on Cortex-M3. It is worth to note that we are the first to apply the above
improved CT algorithm to INTT on Cortex-M3.

Algorithm 29 demonstrates the instruction sequence of the CT algorithm on
RISC-V. Unlike the implementation on Cortex-M3, the GS and CT algorithms are
equally efficient on RISC-V. Initially, we also contemplated the use of CT algorithm
in INTT on RISC-V; however, the results indicated that the INTT with CT algo-
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Algorithm 28 CT algorithm on Cortex-M3
Input: Two signed integers a, b, the 32-bit twiddle factor ¢

Output: o' =a+b(,b =a — b
1: mul b, b, ¢
2: add b, 2%, b, asr #16
3: mul t,b,q
4: sub bV, a,t, asr #16
5: add d’,a,t, asr #16

6: return o', v’

rithm cannot outperform the GS one. The crucial reasons for that are two-fold.
Firstly, the use of CT algorithm in INTT results in the doubling of the twiddle
factors, which increases the memory access overhead. Specifically, in our implemen-
tation, the INTT with CT algorithm consumes 61 additional memory accesses for the
twiddle factors, which reduces its efficiency and warrants a further 0.5KiB memory
to accommodate these extra twiddle factors. The extra memory cost also increases
the difficulty of deploying Kyber on memory-constrained platforms. Secondly, the
number of modular reduction in INTT with GS algorithm has been significantly
reduced by using Algorithm 17 on RISC-V (see the better lazy reduction strategy
in Section 4.4.2 for detailed discussions). Thus, there left only a small space for

further optimization through the utilization of CT algorithm in INTT.

In summary, the optimal combination of butterfly usage on Cortex-M3 is to
apply CT algorithm on both NTT and INTT. On the other hand, the most effective
pattern on RISC-V is to use CT algorithm on NTT but GS algorithm on INTT.

Layer merging. Layer merging is an essential optimization strategy in NTT/INTT
when memory access operations are costly. This strategy effectively reduces the
expensive memory access by loading multiple coefficients at once and processing
more NTT/INTT layers over these coefficients. The design of optimal layer merg-

ing strategy depends on the number of available registers on the target platform.
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Algorithm 29 CT algorithm on RISC-V
Input: Two signed integers a, b, the 32-bit twiddle factor ¢

Output: o' =a+b(,b =a — b
1: mul b, b, ¢

2: srai b,b, #16

3: addi b, b, 2%

4: mulh ¢, b, ¢2!

5. sub b/, a,t

6: add d',a,t

7: return o', v’

For example, fourteen registers are programming-available on Cortex-M3. Thus, a
maximum of eight coefficients can be loaded at once, allowing to merge three layers
of NTT/INTT on this platform. The remaining six registers are utilized to store
addresses or execute the modular arithmetic in the butterfly unit. On RISC-V, an
abundance of 30 programming-available registers are provided with greater flexibil-
ity. Therefore, sixteen coefficients can be loaded at once, allowing to merge four
layers of NTT/INTT at once, and there are still 14 registers left for other usage.

Consequently, the 4-layer merging strategy is better on RISC-V.

In summary, for the 7-layer NTT/INTT in Kyber, we adopt the 3+3+1 and
3+1+3 layer merging strategy for NTT and INTT, respectively, on Cortex-M3. The
motivation behind the choice of the 3+14-3 layer merging strategy instead of 3+3+1
will be discussed in Section 4.4.2. On the other hand, the 44-3 and 3+4 layer merging
strategy are used for NTT and INTT on RISC-V, respectively.

Better lazy reduction. The so-called “lazy reduction strategy” means deferring
the modular reduction of coefficients until the value of coefficients exceed the maxi-
mum bound of the register or the input range of the subsequent operation. The input
range of the modular multiplication by a constant in the butterfly unit is particularly

crucial in facilitating this strategy. The NTT implementation with CT algorithm al-
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gorithm using Plantard arithmetic only increases the coefficients by 3.5¢. The large
input range and small output range of Plantard arithmetic enables us to eliminate
all the modular reductions of coefficients in NTT on Cortex-M3 and RISC-V. This is
a noteworthy improvement compared to the Montgomery-based NTT implementa-
tion, which requires one modular reduction for all coefficients. Therefore, the focus
of this study is on the exploration of better lazy reduction strategy for INTT on
Cortex-M3 and RISC-V.

An even better lazy reduction strategy is designed for INTT in this work, com-
pared to the version on Cortex-M4 in [63]. Two main factors contribute to this
new design. Firstly, Huang et al. [63] utilized the SIMD extension of Cortex-M4
to speed up NTT/INTT; thus the coefficient in INTT cannot exceed the bound of
a 16-bit signed integer. For Kyber’s modulus ¢ = 3329, the coefficients must stay
within [—9.5¢,9.5¢g]. However, on the low-end 32-bit platforms that lack of SIMD
extension, each coefficient is loaded to a 32-bit register, which has the potential
to temporarily overflow 16-bit signed integer range before it is stored back to a
16-bit memory. Secondly, the input range of the Plantard arithmetic is enlarged
from [—64¢,64¢| in [63, Algorithm 11] to [—137¢,230¢q], which allows for a “lazier”

modular reduction.

Input polynomial of INTT. Before moving to the detailed strategy, let’s ana-
lyze the coefficient size of the input polynomial of INTT first. It is worth noting
that matrix-vector multiplication and vector inner product are the two operations
that could expand the coefficient size of INTT’s input polynomial. The resulting
polynomial of these two operations must add up k intermediate polynomials, where
k equals 2,3, 4 for the three Kyber variants, respectively. Abdulrahman et al. [3]
proposed two versions of implementations for these two operations and its underly-
ing pointwise multiplication: the stack-version and the speed-version. In this study;,

we apply the Plantard arithmetic to both versions of implementations.

e The stack-version process involves reducing each intermediate polynomial and

accumulating k£ reduced polynomials together, which generates an “unreduced”

86



polynomial (i.e., every coefficient of the polynomial is beyond the output range
of modular reduction). When implemented with the Plantard arithmetic, the
stack-version matrix-vector product and vector inner product produce coeffi-

cients within the range (—kq/2, kq/2).

e The speed-version implementation is built on top of the stack-version im-
plementation. An intermediate 32-bit array is used to cache the sum of k
intermediate polynomials, and this intermediate result is reduced after the ac-
cumulation process, producing a “reduced” polynomial (i.e., every coefficient
is in the output range of modular reduction). When implemented with the

Plantard arithmetic, the speed-version code generates coefficients in the range

(—a/2,q/2).

Better lazy reduction on RISC-V. We first introduce a better lazy reduction
strategy for INTT on RISC-V. Since INTT is computed by using GS algorithm in
combination with the 344 layer merging strategy on RISC-V, after the third layer
of INTT, the coefficients have to be stored back to 16-bit signed integers in memory.
Therefore, we need to analyze the coefficient size to ensure that they can fit in 16-bit
signed integer after the third layer of INTT.

Figure 4.1 demonstrates the first 16 coefficients of the first three layers of a
length-128 INTT implemented via GS algorithm. Since the input coefficients of the
stack-version INTT are within the bound (—kq/2, kq/2), we let the red number z
in Figure 4.1 equal to kq/2, which is the largest absolute value of the input range.
After three layers of GS butterflies computation, the first 2 coefficients (out of 16
coefficients) are expanded up to 8z, namely 4kq. In the case of Kyber512 (k = 2),
the term 4kq is equal to 8¢, and it does not overflow 16-bit signed integer after
the third layer. The later four layers of INTT produce coefficients that reach up to
1284, which exceeds the input range of the Plantard arithmetic in [63, Algorithm 11]
[—64q, 64¢|, but remains within the input range of the proposed Plantard arithmetic

with enlarged input range [—137¢,230q]. These coefficients will be reduced by the
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modular multiplication with the twiddle factors and 128! in the last layer of INTT.
Hence, modular reduction can be completely avoided in the INTT of Kyber512. As
for Kyber768 and Kyber1024, where £k = 3 and k = 4 respectively, the term 4kq
is equal to 12¢g and 16¢q, respectively. Both 12¢ and 16g overflow a 16-bit signed
integer. Therefore, modular reductions are needed for these coefficients (2 out of
16). Due to the symmetric property of INTT, the entire INTT for Kyber768 and
Kyber1024 requires modular reductions for 256 x 2/16 = 32 coefficients only. By
using the 344 layer merging strategy, the last four layers of INTT only expand some
coefficients, e.g., as and ag in Figure 4.1, from 2q up to 32¢q. These coefficients will
also be reduced by the modular multiplication with the twiddle factors and 128!
in the last layer of INTT. Therefore, no further modular reduction is needed.

The input coefficients of the speed-version INTT are within the bound (—¢/2, ¢/2)
for all three Kyber variants. We let the red number x in Figure 4.1 equal to ¢/2,
which is the largest absolute value of the input range. After three layers’ compu-
tation, the absolute value of these coefficients are smaller than 8z = 4¢, which is
well below the maximum value of a 16-bit signed integer and can be securely stored
back to the 16-bit memory. After seven layers of INTT computation by using GS
algorithm, these coefficients are expanded to 64q. However, this is still within the
input range of the proposed Plantard arithmetic. Thus, we are able to eliminate all

the modular reduction of the speed-version INTT for the three Kyber variants.

Better lazy reduction on Cortex-M3. We now describe a better lazy reduction
strategy for INTT on Cortex-M3. The INTT on Cortex-M3 is computed by using
CT algorithm in combination with the 3+143 layer merging strategy. After the
third and fourth layer of INTT, the coefficients have to be stored back to 16-bit
signed integers in memory. Therefore, we need to analyze the coefficient size and
ensure that they can fit in 16-bit signed integer after the third and fourth layer.
Figure 4.2 illustrates the first 8 coefficients of the first three layers of a length-128
INTT by using light butterfly and CT algorithm. As shown in the topmost dashed

rectangles of Figure 4.2, the light butterfly proposed in [3] only involves one addition
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Figure 4.1: Example of the first 16 coefficients of the first three layers of a

length-128 INTT using GS algorithm on RISC-V.

Note: a; and a; represent coefficients of polynomial a. The red number z in upper left corner rep-
resents the maximum absolute value of the input coefficient of INTT. Dashed rectangle represents
GS butterflies of various step size; the computation details of GS butterfly are described in the
topmost dashed rectangle. The blue number on the left-hand side of the rectangle indicates the
step size of the butterfly unit, while the red number represents the maximum absolute value of the

corresponding coefficients after the computation of each layer.

and one subtraction, omitting one modular multiplication by the twiddle factor of
the CT algorithm. Consequently, each light butterfly will double the size of both
coefficients while each CT butterfly will only increase each coefficient by 0.5q. For
the stack-version INTT implementation, the absolute value of the input coefficients
is smaller than kq/2. If we let the red number = in Figure 4.2 equal to kq/2, the
computation of three layers INTT would expand 256 x 2/8 = 64 coefficients (e.g., ag
and a4 in Figure 4.2) up to 8x = 4kq. Similar to the analysis in Section Section 4.4.2,
the term 4kq overflows a 16-bit signed integer for Kyber768 and Kyber1024. There-
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Figure 4.2: Example of the first 8 coefficients of the first three layers of a

length-128 INTT by using CT algorithm on Cortex-M3.

Note: a; and a; represent coefficients of the polynomial a. The red number z in upper left
corner represents the maximum absolute value of the input coefficient of INTT. Dashed rectangle
represents light or CT butterflies of various step size; the computation details of light butterfly and
CT algorithm are described in the topmost two dashed rectangles; the butterflies with black crossing
line denote light butterfly while the butterflies with red crossing line represent CT algorithm; the
red number represents the maximum absolute value of the corresponding coefficients after the

computation of each layer.

fore, one might need modular reductions for 64 coefficients after the third layer of
INTT. However, in order to minimize the number of modular reductions, we curtail
half of the modular reductions by performing modular reductions for 256 x 1/8 = 32
coefficients (e.g., ag in Figure 4.2) after the second layer of INTT. After that, ag is
reduced down to 0.5¢, and the third layer of INTT would only expand ag and a4
in Figure 4.2 up to 4z + 0.5¢, which is equal to 6.5¢/8.5q for Kyber768/Kyber1024.
These numbers could fit in 16-bit signed integers. Since we use the 34143 layer
merging strategy and adopt the CT algorithm in the fourth layer, the fourth layer
of INTT with CT algorithm would only increase the coefficients by 0.5q. Therefore,
the maximum absolute value of coefficients is 9¢ after the fourth layer, which can
still fit in a 16-bit signed integer. The reason why we adopt the 34+14-3 layer merging

strategy instead of 3+3+1 is that it limits the growth of coefficients and obviates the
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need for more modular reductions. If we adopt the 3+3+1 layer merging strategy,
the second three layers of INTT with CT algorithm would expand 256 x 4/8 = 128
coefficients (e.g., ag, as, a4 and ag in Figure 4.2) up to 10g, which will overflow a
16-bit signed integer, thus necessitating more modular reductions.

The final three layers of INTT in the 3+1+3 layer merging strategy increase the
coefficients up from 9¢q to 72¢. It should be noted that 72¢q likewise surpasses the
input range of [—64¢, 64¢] in Plantard arithmetic [63, Algorithm 11], but can still fit
into the input range [—137¢, 230¢| of the proposed Plantard arithmetic. This further
demonstrates the contribution of the larger input range to the better lazy reduction
strategy. Similar to the INTT using GS algorithm on RISC-V, we also eliminate
the modular reduction of coefficients for the stack-version INTT of Kyber512 and
speed-version INTT of all three Kyber variants on Cortex-Ma3.

Overall, we only need modular reduction for 32 coefficients in the stack-version
INTT of Kyber768 and Kyber1024 on both platforms. Conversely, we entirely elimi-
nate the modular reduction of coefficients in the stack-version INTT of Kyber512 and
the speed-version INTT of all three Kyber variants. The better lazy reduction strat-
egy is made possible by leveraging the excellent merits of the Plantard arithmetic,

the optimal layer merging strategies, and the 32-bit platforms’ properties.

4.4.3 Pointwise multiplication and memory optimizations

Pointwise multiplication. After the 7-layer NTT transform, two polynomials a
and b are transformed into their NTT domain G and b. The pointwise multiplication
¢ = aob is performed over Zy[X]/(X? — ¢#7(+1) The symbol brz(i) denotes
the bit reversal operation of a 7-bit integer i € [0, 127] to obtain the corresponding
twiddle factor. The symbol o consists of 128 pointwise multiplications, and each
of them is performed as ¢éo; + Coi1 X = (Go; + &27;+1X)(i)27; + i)gi+1X) mod (X? —
(P OFY) where éy; = Gaibai + d2i410:41¢?P 7D and Gg;p1 = Gaibair1 + bostinigr. As
mentioned in Section 4.4.2, to align with the stack-version and speed-version matrix-

vector multiplication, we also implement two versions of pointwise multiplications
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for Kyber.

For the stack-version pointwise multiplication, we follow the lazy reduction strat-
egy proposed in [12], namely éy; = (ag; - ba; + it - (baisr - (27D mod ¢)) mod ¢
and ¢o;41 = (Gog; - Bgi+1 + 821‘ - G9;+1) mod ¢g. In total, three modular reductions are
required for each pointwise multiplication and the result is stored in 16-bit array.
We can see that the computation of Bgiﬂ - (?Pr7+ mod ¢ is a modular multiplica-
tion by a twiddle factor (27! and can be speeded up with the efficient Plantard
multiplication by a constant (Algorithm 22 and Algorithm 23). Overall, compared
to the Montgomery-based implementation, we can utilize the Plantard arithmetic to
reduce 128 multiplications in the stack-version pointwise multiplication implementa-
tion. The other two modular reductions, on the other hand, can only be implemented
with the Plantard reduction (see Section 4.3.2). Note that the proposed Plantard
reduction is as efficient as the state-of-the-art Montgomery and Barrett reduction
on the target platforms. After the Plantard reduction, the coefficient range of each

. . . 9. . . . g+l ¢
pointwise multiplication lies in [-%=, ).

As for the speed-version implementation, we follow the asymmetric multipli-
cation and a better accumulation strategies in [3] and [2], which help to further
minimize the number of modular multiplications or modular reductions, with nearly
doubled the stack usage. The so-called asymmetric multiplication is that during
the matrix-vector product As in Kyber, they [3, 2] observed that every row of the
NTT-domain matrix A needs to multiply the NTT-domain secret vector § (vector
inner product) for k times. For the pointwise multiplication of two NTT-domain

polynomials @ o § = ¢, the term §g; (2P 7+

also needs to be computed k times
throughout the process. Therefore, they proposed to reduce these computations by
caching §9; 11?7+ ysing an additional polynomial vector 8. When § is multiplied
with the first row of matrix A, the term §9iq1 - (PP mod ¢ for each polynomial
of the vector § is computed and stored in §'. Similar to the stack-version imple-

mentation, this computation can also be speeded up with the efficient Plantard

multiplication by a constant. The follow-up vector inner products of § with the
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remaining k — 1 rows of matrix A can directly load the corresponding §o;4;¢2Pr7()+1
from §" without re-computing the modular multiplication.

Similarly, the better accumulation technique also trades the speed with ex-
tra memory. This technique is utilized in the vector inner product, i.e. ¢ =
Ax§ = f:ol a; o §;,k € {2,3,4}, which requires to accumulate k pointwise
multiplications. Abdulrahman et al. [3, Section 3.4] showed that one can re-
duce the final modular reduction of ¢o; and co;11, namely only computing ¢y =
G - Doy 4 g1 - (bair1 - PO mod q) and Egiq = d; - Doy 1 + bai - i1, and then ac-
cumulate these k pointwise multiplications together in a 32-bit array with 256 entries

without overflowing 32-bit signed integers. The k-th pointwise multiplication will

finally reduce each 32-bit coefficient down to 16-bit using the Plantard reduction.
qg+1 )

After that, the coefficient range of the vector inner product lies in [—%=,

N

Memory optimizations on Cortex-M3 and RISC-V. The speed-version Ky-
ber implementation from [3] utilizes the asymmetric multiplication and better ac-
cumulation techniques in [2] to minimize the number of modular multiplications or
modular reductions. However, these techniques double the stack usage and pose a
challenge for its deployment on memory-constrained IoT devices. In this paper, we
propose two memory optimized techniques for the speed-version implementation to
address this concern and make it more feasible for such devices.

The first memory optimized technique is carried out for the asymmetric multipli-
cation technique. Recall that Abdulrahman et al. [3, 2] proposed to cache the term
89i41¢P 7! ysing an additional polynomial vector §'. To make use of the SIMD
instruction smuad on Cortex-M4, they also stored a redundant $9; together with each
89i41C?P7F 1 in &' This leads to the increment of memory usage, as the redundant
S9; term has already existed in the original polynomial vector §. In this work, we
show that the extra memory space is unnecessary on low-end 32-bit platforms. We
propose using poly_half and polyvec_half to cache §4;11(?P7D+! only, where each
poly_half consists of 128 instead of 256 coefficients and each polyvec_half consists of

k poly_half. Our approach results in a halving of stack usage to cache the temporary
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terms. Specifically, by using the polyvec_half to cache all terms §o;,1 2?7+ for one
secret vector in the speed-version code, we could reduce the stack usage by 0.5KiB,

0.75KiB, and 1KiB, in three PKC protocols of Kyber512, Kyber768, and Kyber1024,

respectively.

In addition to the memory optimized technique described above, we propose an-
other approach to reduce the memory usage for the better accumulation technique
used in the IND-CPA key generation protocol of Kyber, which utilizes a temporary
32-bit array with 256 entries to store the intermediate accumulation result of the
vector inner product. We observe that in the IND-CPA key generation protocol,
the memory space reserved for the 32-bit temporary array and polynomial pkp can
be merged, where pkp is a temporary polynomial in the key generation protocol.
We introduce a new data structure called poly_double that can hold 512 16-bit co-
efficients, which has the same memory footprint as the temporary 32-bit array. By
leveraging data type conversion, we can re-purpose the memory allocated for the
temporary array to store pkp, reducing its memory usage by 0.5KiB in the key

generation protocol.

Together, these two memory optimizations improve the feasibility of the speed-
version implementation on memory-constrained IoT devices significantly, such as
the selected 16KiB SiFive board. Notably, while the second approach only applies
to the KEM key generation protocol, the first technique can be applied to all three
KEM protocols of Kyber.

4.5 Dilithium optimizations on ARMv7-M

This section presents the small NTT (i.e., 16-bit NTT) for cs; in Dilithium on Cortex-
M3 and M4, as well as the multi-moduli NTT for cty in Dilithium on Cortex-M3.
Then, the efficient 16-bit NTT and explicit CRT implementations with the Plantard
arithmetic are introduced. Finally, the security and extensibility of this work will

be briefly discussed.
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4.5.1 Small NTTs for cs; on Cortex-M3 and M4

The polynomial multiplication of ¢s; produces a polynomial with a coefficient range
smaller than 8 = 7n. Hence, the polynomial multiplication of cs; can be treated
as polynomial multiplication over the NTT-friendly polynomial ring Z,[X]/(X" +
1) with ¢ > 20 [36, Section 2.4.6]. The coefficient range [ equals 78, 196 and
120 for all three Dilithium parameter sets (see Table 5.1), respectively. Based on
this observation, previous work [3] implemented cs; with the small NTT over 769
(769 > 2 x 196) in Dilithium3 and FNT over 257 (257 > 2 x 120) in Dilithium2
and Dilithium5 on Cortex-M4. Since the pointwise multiplication and INTT are
the core computations during the rejection sampling in sign, the FNT over 257
implementation in [3] provides faster pointwise multiplication, which enables better
Dilithium2 and Dilithium5 than the NTT over 769. Therefore, we also reuse the
FNT over 257 for Dilithium2 and Dilithium5 on Cortex-M4. The NTT over 769 with

Plantard arithmetic is adopted for Dilithium3 on Cortex-M4.

On Cortex-M3, we decide to reuse the NTT over 769 to compute cs; for all three
Dilithium parameter sets for the following reasons. (1) The 16-bit NTT over 769
can be speeded up with the efficient Plantard arithmetic while the FNT over 257
is already very efficient, and there is not much space for further optimization. (2)
We will later show that the NTT over 769 together with NTT over 3329 can enable
an efficient multi-moduli NTT implementation on Cortex-M3 (see Subsection 4.5.2).
Therefore, the NTT over 769 can be reused for computing both cs; and ct;. Although
the FNT over 257 can also enable the multi-moduli NTT together with the NTT
over 7681, the FNT over 257 is only applicable for Dilithium2 and Dilithium5 and
we would need two different multi-moduli NTT implementations for all variants
of Dilithium. On the other hand, the NTT over 769 can be reused for all three
Dilithium variants, and using the NT'T over 769 allows us to reuse one multi-moduli

NTT implementation for all three variants of Dilithium.
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4.5.2 Multi-moduli NTT for ct; on Cortex-M3

Parameters choice. As for ct;, the coefficient range of the product is smaller than
7219 or 722, and the maximum value of 7 is 60 according to Table 5.1. Therefore,
the coefficient range of ct; is ' = 7212 = 60 x 2!2 = 245760. These polynomial
multiplications can be treated as the polynomial multiplication over Z, /[ X](X"+1)
with a 32-bit NTT-friendly modulus ¢’ > 28" = 491520 [36, Section 2.4.6]. As
mentioned in Subsection 2.4.4, either the variable-time or constant-time 32-bit NTT
is much slower than 16-bit NTT on Cortex-M3. Recent research [65] shows that the
16-bit NTT can be further optimized using the efficient Plantard arithmetic on
Cortex-M3. The 16-bit NTT with Plantard arithmetic in [65] is 2.41x faster than
the variable-time 32-bit NTT and 4.11x faster than the constant-time 32-bit NTT

on Cortex-M3.

Based on this observation, instead of choosing a 32-bit NTT-friendly prime and
directly using the slow 32-bit NT'T for computing ct;, we choose a composite modulus
q" = 769 x 3329 = 2560001 defined by the product of two 16-bit NTT-friendly primes
769 and 3329. It is easy to see that the selected modulus ¢’ is larger than 2/’; so the
polynomial multiplication of ct; can be treated as a multiplication over Z,[X]/(X"+
1) with ¢ = qo X q1,q0 = 769 and ¢; = 3329. Using this composite modulus, we
could utilize the multi-moduli NT'T technique to speed up ct; in Dilithium. It should
be noted that this technique has been adopted for Saber, NTRU and LAC [36, 2]
but has not been applied to Dilithium yet. Previous work [57] also briefly discussed
the potential to replace the slow 32-bit NTT with multi-moduli NTT, but they
claimed that the multi-moduli NTT implementation with Montgomery arithmetic
was slower than their schoolbook-based 32-bit NTT [57, Section 4.1]. This paper
revisits this idea and shows that together with the efficient Plantard arithmetic for
16-bit modulus, we are able to speed up the multi-moduli NTT and utilize it to

compute cty on Cortex-M3.
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Incomplete NTTs over 769 and 3329. Unlike Dilithium where the parame-
ters ¢ and n satisfy 2n|(¢ — 1), the moduli ¢y = 769 and ¢; = 3329 only satisfy
n|(¢; — 1) for i = 0,1. That means there exists an n-th root of unity (; for the
corresponding ¢; such that the cyclotomic polynomial X™ 4 1 can be factorized to
degree-1 factors X? — Cij with j = 1,3,5,...,255. According to CRT, the polyno-
mial ring R,, is isomorphic to the product of the degree-1 polynomial rings, namely
R, = [17%4,]X]/(X? = ¢J). Using the incomplete NTTs, the performance of NTT
and INTT can be improved because they only need to compute 7 layers of NTT or
INTT. On the other hand, the pointwise multiplications for these incomplete NTTs
are performed modulo X? — Cf which is a little more complicated than pointwise
multiplication modulo the degree-0 X — in Dilithium. Nevertheless, these pointwise
multiplications have been greatly improved by using lazy reduction [12] and asym-
metric multiplication strategies [2, 3]. Overall, using the incomplete NTTs could
still obtain performance improvement, which can be demonstrated by the parame-

ters choice of Kyber [31].

NTT with composite modulus. In this paper, we are dealing with NTT over
the composite modulus ¢ = goq; with ¢ = 769 and ¢; = 3329. Let (y and (; be
the 256-th roots of unity in Z,, and Z,,, respectively. According to the CRT and
incomplete NTTs, we have the following isomorphism (the proof is similar to [2,

Appendix E]):

Zqorn = Zqo X Zq1§
Lo [ X1/ (X%6 + 1) 2 Zoo[X]/(X* = ), j = 1,3,5,...,255; (4.5.1)

Loy [X]/(X* +1) = 2, [X]/(X? = (]),j = 1,3,5,..., 255;
Overall, the polynomial multiplication over Z,[X]/(X™+ 1) can be separately com-
puted using the faster 16-bit NTTs over R,, = Z,,[X]/(X™ + 1) [2, Section 4.2.1].

After the 16-bit NTTs, pointwise multiplications and INTTs, one then uses the

explicit CRT described in Subsection 2.4.5 to reconstruct the 32-bit results.
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Algorithm 30 Multi-moduli NTT for computing 32-bit NTT on Cortex-M3
Input: Declare arrays: int32_t ¢_32[256],t_32[256] ,tmp_32[256] ,res_32[256]

Input: Declare  pointers: int16_t *cl 16=(int16_t*)c_32; int16._t
xch 16=(int16_t*)&c_32[128]; intl6_t *tl 16=(intl16_t*)t_32; intl6 t
*th_16=(int16_t*)&t_32[128]; int16_t *tmpl_16=(int16_t*)tmp_32;
int16_t *tmph_16=(int16_t*)&tmp_32[128];

1: c1.16[256] < c,ch_16[256] <— ¢ > Pre-store c in the bottom and top halves
of ¢_32 as 16-bit arrays
2: t1.16[256] < t,th_16[256] <t > Pre-store ¢ in the bottom and top halves

of t_32 as 16-bit arrays

3: c1.16[256] = NTT (c1-16) > ¢o = NTT,, (c)
4: ch 16[256] = NTT,, (ch_16) > ¢ = NTT,, (¢)
5: t1.16[256] = NTT,,(t1.16) > o = NTT,, (t)
6: th 16[256] = NTT,, (th_16) > 1, = NTT,, (¢)
7: tmpl_16[256] = basemul,, (c1-16,t1_16) > ¢ - tg = basemul,, (¢, o)
8: tmph_16[256] = basemul,, (ch_16,th_16) > ¢ - 1 = basemuly, (é1,7;)
9: tmpl 16[256] = INTT,, (tmpl_16) > INTT,, (¢ - to)
10: tmph_16[256] = INTT,, (tmph_16) > INTT,, (¢; - 1)

)

11: res_32[256] = CRT(tmpl 16, tmph 16) > CRT(INTT,, (¢ - to), INTT,, (¢ - 1)

12: return res_32

Memory layout. The workload of the multi-moduli NTT is illustrated in Algo-
rithm 30. To clearly understand the workload, we need to describe the memory
layout for the multi-moduli NTT. Let ¢ be a polynomial in t; with ¢ = 0, 1. To com-
pute the polynomial multiplication ct, previous implementation using 32-bit NTT
[57] stores ¢ and t in 32-bit arrays, i.e., int32_t c_32[256], t_32[256]. However,
according to the coefficient range of ¢ and ¢ (see Table 5.1), they can actually be
stored in 16-bit arrays. In order to utilize the multi-moduli NTT to compute ct,
we modify the unpack_sk or poly_challenge functions to generate two copies of

c and t and pre-store them as 16-bit arrays in the bottom and top halves of c_32
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and t_32. We use 16-bit pointers (int16_t *cl_16,*ch 16,*t1_16,*th_16) to ac-
cess the bottom and top halves of these 32-bit arrays as 16-bit arrays. Overall, as
shown in Algorithm 30, the multi-moduli NTT for ¢t needs to compute four NTTs,
two pointwise multiplications, two INTTs, and one CRT. Compared to the 32-bit
NTT implementation, our multi-moduli NTT implementation requires 1024 bytes of
memory (tmp_32) for the pointwise multiplication and CRT computation. However,
when compared to a very similar implementation for Saber in [2, Algorithm 5|, our
implementation only needs one-third of their memory. The main difference is that
we can reuse the memory of ¢ and ¢ for in-place NTT/INTT implementation using
the new unpack_sk and poly_challenge functions; thus achieve significant memory

savings.

Multi-moduli NTT in sign and verify. The proposed multi-moduli NTT is
applicable to ctg in sign (Algorithm 9) and ct; in verify (Algorithm 8) on Cortex-
M3. The present multi-moduli NTT incorporates two NTTs over 769 and 3329.
Notably, the NTT over 769 is also utilized for the computation of cs; in sign.
Previous work [3] utilized the FNT over 257 or NTT over 769 for cs; on Cortex-
M4. However, their cty in sign was implemented with the 32-bit NT'T of Dilithium.
Consequently, they needed to perform both a 32-bit NTT and a 16-bit NTT on ¢
for the subsequent computations. In contrast, by employing multi-moduli NTT over
the chosen modulus ¢’ = ¢oq1, we only require one multi-moduli NTT operation on
c. The computation of cs; can leverage the NTT-domain ¢ over gy generated in the
multi-moduli NTT, thereby eliminating an extra NTT computation on c.
Although the multi-moduli NT'T is beneficial in sign, it is somewhat impractical
in verify. One of the main step in verify is Step 4 in Algorithm 8, i.e. Az —
ct; x 2% Tt is recommended to perform the INTT after the subtraction. When
using the 32-bit NTT for ct; x 2%, the subtraction can be carried out after the
pointwise multiplication, as both operations utilize the same N'T'T over the modulus
q. However, when employing a multi-moduli NTT over ¢’ = ¢oq; for ct; and a 32-bit

NTT over g for Az, they are in different NTT domains and can not be directly
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subtracted. Consequently, using the multi-moduli NTT in verify necessitates an
additional INTT computation for a polynomial vector. Furthermore, since ¢ and t;
are public, previous implementation on Cortex-M3 [57] chooses to utilize variable-
time 32-bit NT'T, which is faster than constant-time one. Although our multi-moduli
NTT is faster than the variable-time 32-bit NTT (see Section 4.7), the extra INTT
computation for a polynomial vector outweighs the benefits of using the multi-moduli
NTT. Therefore, the proposed multi-moduli NTT implementation offers advantages

solely in accelerating the signature generation process of Dilithium on Cortex-M3.

4.5.3 Faster 16-bit NTTs with Plantard arithmetic

We now present the faster 16-bit NTT implementations using the Plantard arith-
metic on Cortex-M3 and M4. The 16-bit NTTs we used in this paper include NTTs
over gy = 769 and ¢q; = 3329. Note that NTT over 769 is used on both platforms
while NTT over 3329 is only deployed on Cortex-Ma3.

Plantard arithmetic for 16-bit modulus. The efficient implementation of Plan-
tard multiplication by a constant for 16-bit modulus ¢; on Cortex-M3 is shown in
Algorithm 22 [65]. For its efficient implementation on Cortex-M4, we refer to [63,
Algorithm 11]. In order to utilize the efficient Plantard arithmetic in our 16-bit
NTT implementation, an important positive integer o; that satisfies ¢; < 216=%~1 is
required. For the moduli ¢y = 769 and ¢; = 3329 that we used in this paper, we set
ag = b for ¢g = 769 and a; = 3 for ¢; = 3329. Besides, we also need to precompute
qh = qo * mod 232 and ¢} = ¢; ' mod 2%? to carry out the Plantard arithmetic.

In 2023, Huang et al. [65] showed that the input range of the Plantard multipli-
cation can be enlarged to ab € [¢2! —¢2/7%, 22 — ¢2'+). When b is a constant, we can
always reduce it down to [0, ¢;); so when replacing the specific ¢; and e, = ¢; — 1
into the input range ab € [q2! — ¢2!7*, 2% — ¢2!*®)  we have a € [—2645qq, 4541q)
and a € [—137¢1,230q;] for g9 = 769 and ¢; = 3329, respectively. When performing

NTT on Cortex-M3, each coefficient loaded into the register could be bigger than

100



a 16-bit signed integer but we need to ensure that it is reduced down to a 16-bit
signed integer when we need to store it back to the 16-bit memory [65]. However,
the NTT on Cortex-M4 utilizes the SIMD instruction and the coefficients must fit
in 16-bit signed integers. Hence, the safe coefficient range for a 16-bit signed integer

is in [—42qo, 42qo] and [—9¢1, 9¢1] for gy and ¢, respectively.

NTTs over 769 and 3329. As the core operation of NTT, the efficiency of
butterfly units is essential in NTT/INTT implementation. We adopt the state-
of-the-art butterfly combination presented in [2, 3] for NTTs over 769 and 3329
on Cortex-M3 and M4, namely using Cooley-Turkey (CT) butterfly for both NTT
and INTT. We follow the twiddle factor precomputation in [63, Section 4.2.1] in
order to utilize the efficient Plantard multiplication by a constant for the modular

multiplication by twiddle factor, namely ¢/ = ¢; - (—232 mod ¢;) - (¢; * mod 232) mod

232,

We follow the state-of-the-art 44-3 and 344 layer merging strategies in previous
work [3, 63] for NTT and INTT on Cortex-M4. As for Cortex-M3, the 3+3+1 and
3+1+43 layer merging strategies for NTT and INTT on Cortex-M3 are adopted as
in [65].

Range analysis. The input range of the 16-bit NTT must be smaller than the
coefficient range of tg, i.e., 2'2. When using CT butterfly and Plantard arithmetic
for NTT, each layer of NTT would increase the coefficient size by ¢;/2; so seven
layers of NT'T would increase the coefficient size by 3.5¢;. For both moduli 769 and
3329, NTT would generate coefficients smaller than 2'2 + 3.5¢; < 2!%, which can fit
in 16-bit signed integers. Therefore, the NTT with Plantard arithmetic does not
need any modular reduction. We will see that after the pointwise multiplication
described in Section 4.5.3, the input range of INTT is in [—(¢; + 1)/2,¢;/2).

On Cortex-M4, we are using INTT over 769 for cs; and we need to ensure that
every coefficient must not overflow a 16-bit signed integer. Since the INTT is im-

plemented with CT butterfly similar to the implementation in [2, 3], it would bring
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additional twisting in the last layer of INTT. To minimize the side-effect of the addi-
tional twisting, they [2, 3] introduced the light butterfly which could omit the same
amount of modular multiplication. The first three layers and the first iteration of
the last three layers of INTT are implemented with light butterflies. Since the input
range of INTT is smaller qo/2, the first 3-layer INTT with light butterfly increase
some of the coefficients up to 4.5qp. The fourth layer of INTT with CT butterfly
further increases these coefficients up to 5¢p. Then, in the final three layers of INT'T
with light butterfly, these coefficients would be increased to 40.5qy, which can still
fit in a 16-bit signed integer for gy (see Section 4.5.3). Therefore, the INTT over
769 can totally eliminate the modular reduction of coefficients. If we use NT'T over
3329 for cs;, the INTT over 3329 needs modular reduction for 16 coefficients before
the final three layers of INTT [63].

As for Cortex-M3, since the 16-bit coefficients are loaded into 32-bit registers,
they can temporarily surpass 16-bit signed integers but need to be reduced down
to 16-bit when they are stored back to 16-bit memory. Because we are using the
34143 layer merging strategy, we just need to ensure that the coefficients can fit
in 16-bit signed integers after the third and fourth layers of INTT. As mentioned
above, the first four layers of INTT with CT butterfly produce coefficients smaller
than 5¢;, which can fit in 16-bit signed integers for both ¢y and ¢;. And the final
three layers of INTT with light butterfly would increase the coefficients up to 40.5¢;.
For ¢ = 3329, 40.5q; surpass the 16-bit signed integer but fit in 32-bit signed
integer, which is allowed on Cortex-M3. These coefficients will be reduced in the
modular multiplication with the twiddle factor and 128! in the final layer of INTT.
Therefore, we do not need any modular reduction in INTTs over 769 and 3329 on

Cortex-M3.

The explicit CRT implementation with Plantard arithmetic on Cortex-
M3. As shown in Algorithm 30, the explicit CRT is used to reconstruct the 32-
bit results after INTT. The computation v = ug + ((u1 — up) My mod™* ql) Qo 18

performed for 256 pairs of coefficients (ug and u;). During the computation, we can
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see that m; = ¢y mod™ ¢; is a constant. Therefore, the modular multiplication with
my; modulo ¢; could be optimized with the Plantard multiplication by a constant.
The instruction sequence of the explicit CRT with Plantard arithmetic on Cortex-
M3 is shown in Algorithm 31. To use the Plantard multiplication by a constant,
we need to precompute the term m) = m; - (=232 mod ¢1) - (¢; ' mod 22) mod
232 5o that the Plantard arithmetic could produce result in normal domain. After
Step 5 in Algorithm 31, the modular result ¢ using the Plantard arithmetic is in
range [—(q¢1 + 1)/2,q1/2). The rest of the computation u = wuy + t - go would be
much smaller than the modulus ¢ of Dilithium; so no further modular reductions are
required. Overall, using the Plantard arithmetic in the explicit CRT computation
could save one multiplication for each coefficient compared to the Montgomery-based

implementation.

Algorithm 31 The explicit CRT with Plantard arithmetic on Cortex-M3

Input: 1y = u mod g, u; = v mod ¢y, m; = gy ' mod™ gy, m} = my - (=232 mod ¢,) -
(¢; ' mod 2%2) mod 232, g2 < 219
Output: u = ug + ((u1 — up)m; mod™ q)qo
1: sub ¢, uy, ug
2: mul ¢,t,m)

3: add t, 2%, t, asr#16

4: mul t,¢, q;
5. asr t,t,#16 >t < (u; — ug)m; mod™ ¢,
6: mla u,t,qo, U > u < ug + tqo

7: return u

Asymmetric multiplication for pointwise multiplication. The pointwise
multiplication of incomplete NTTs over 769 and 3329 requires computing 128 degree-
1 polynomial multiplications over X2 — (2" %! and X2 — ¢2"OF for gy = 769
and q; = 3329, respectively, with ¢ = 0, 1,...,127 and br7(i) denotes the bit reversal

of the 7-bit integer ¢. For simplicity, we denote the corresponding Cgbm(i)ﬂ and
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fbr7(i)+1 as ¢ below. We adopt the asymmetric multiplication proposed in [2, 3]

to speed up the degree-1 pointwise multiplication. For the polynomial multiplica-
tion ct, after the NTT transform, both ¢ and ¢ are transformed into NTT-domain
in the form of ¢y; + ¢9;41 X and fo; + £2i+1X . Then, the pointwise multiplication
over X2 — ( is computed as (éy; + Cai11.X) © (fo; + toip1 X) = (Coilai + Corprlairi() +
(égifmﬂ + égi+1f2i)X. Note that ¢ is reused for csy, css, ctg, and ctq, we can pre-
compute the term ¢9;1¢ with Plantard multiplication by a constant in advance to
reduce repeated computations. Then, two Plantard reductions are used to perform
Coi - to; + Coit1 -fgi+1C mod ¢; and ¢y; -fziﬂ + Coir1 - t9; mod ¢;, and all coefficients are

reduced down to [—(¢; +1)/2,¢:/2).

4.6 Keccak optimizations on ARMv7-M

This section first reviews the existing optimization techniques and analyses the fac-
tors that affect the overall Keccak performance on ARMv7-M. Subsequently, two
architecture-specific optimization techniques for enhancing Keccak on ARMv7-M

are introduced.

4.6.1 Existing optimization techniques on ARMv7-M

The designers of Keccak have summarized many possible optimizations for software
and hardware implementations in a dedicated document [29]. The two most useful

ones on ARMv7-M are described below.

Bit-interleaving. The intuitive way to implement Keccak-p in software is to follow
a lane-wise architecture (i.e. a register contains one or multiple lanes), as described
in Listing 2.1. On platforms where registers are not large enough to handle an entire
lane, the designers recommend using the bit-interleaving technique. For b = 1600 on
32-bit architectures, it consists of storing bits at odd positions in one register, and
bits at even positions in another register. In this way, 64-bit rotations can be easily

handled by separate 32-bit rotations without additional operations. Note that this
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requires some extra calculations for rearranging the lanes at the beginning and at
the end of the permutation. However it is calculated at a higher level (i.e. when
adding and extracting data to and from the state), and therefore it is not taken into

account when benchmarking the permutation itself.

Efficient in-place processing. When updating the internal state during the
round function, it is possible to store all processed data back into the same memory
location it was loaded from. In this way, only a single instance of the state (instead
of two) must be preserved. Because the 7 operation moves lanes within the state, it
requires defining a mapping between the lane coordinates and the memory location
depending on the round number. The Keccak designers propose a linear map using
a matrix of order 4, which means the state will return to its initial memory location

after 4 rounds.

Performance analysis. On 32-bit architectures, each round of Keccak-p[1600, - |
consists of 152 XORs, 50 ANDs, 50 NOTs and 58 rotations thanks to the bit-
interleaving technique. On ARM, it is possible to merge 1 AND and 1 NOT into a
single bic instruction and the rotations during the 6 step can be easily combined
with an XOR thanks to the inline barrel shifter. This leads to 250 instructions per
round overall: 152 eor, 50 bic and 48 ror. Assuming logical instructions take 1
cycle, the raw cost of Keccak-p[1600,24] on this platform should theoretically be
250 x 24 = 6000 clock cycles. However, given the fact that the state is 1600-bit long
and that ARMv7-M only offers 14 32-bit general-purpose registers to work with, it
implies that performance will inevitably bear the cost of many loads and stores on the
stack. As reference, we consider the ARMv7-M implementation from the extended
Keccak Code Package (XKCP) [28]. Because it contains optimized, free and open-
source implementations for various platforms and architectures, it is often used as
a third-party software component. According to previous research, the assembly
implementation of Keccak-p[1600,24] from XKCP requires 12969 clock cycles on

the Cortex-M4 [109], meaning that around 54% of the cycles are spent in memory
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accesses. However, there is still room for improvement as explained hereafter.

.macro xorb result ,b,g,k,m,s 1| .macro xorb result ,b,g,k,m,s
ldr \result, [r0, #\b] 2 1ldr \result, [r0, #\b]
ldr r1, [r0, #\gl 3 ldr rl, [r0, #\g]
eors \result, \result, ri ldr r5, [r0, #\k]
ldr ri, [r0, #\k] 5 ldr ri1, [r0, #\m]
eors \result, \result, ri 6 ldr ri2, [r0, #\s]
ldr ri, [r0, #\m] 7 eors \result, \result, ri
eors \result, \result, ri 8 eors \result, \result, r5
ldr ri, [r0, #\s] 9 eors \result, \result, rii1
eors \result, \result, ril 10 eors \result, \result, ri12
.endm 11| . endm
Listing 4.1: Original ARMv7-M Listing 4.2: ARMv7-M assembly

assembly code from [28] to compute
half a parity lane. Loads from
memory are not fully grouped and

thus not optimally pipelined on M3

and M4 processors.

code after optimization to compute
half a parity lane. Loads from
memory are now fully grouped and

thus optimally pipelined on M3 and

M4 processors.

4.6.2 Pipelining memory accesses

The ARMv7-M assembly implementation provided by XKCP at the time of writing®
works as follows. At the beginning of each round, all the parity lanes (namely D [x]
on line 10 of Listing 2.1) are precomputed. To compute half a parity lane, the code
relies on a macro xor5 which consists of 5 1dr and 4 exclusive-OR (eor) instructions,
as detailed in Listing 4.1. Once this precomputing phase is complete, it executes
the 0, p, m, x and ¢ steps by a group of 5 half lanes at a time.

On the Cortex-M3 and M4, it is clear that the xor5 macro suffers pipeline
stalls since only 2 out of the 5 1dr instructions are consecutive. While grouping
all these loads together would allow saving 3 cycles per macro call, this requires
to change the way variables are assigned to registers since r1 is used as the only
destination of 1dr instructions in order to preserve the other registers for subsequent

calculations. Nevertheless, we managed to relax the register pressure thanks to

Shttps://github.com/XKCP/XKCP/commit/7fa59c0ec4b5802b7c269ddd9ef0ef35999baf0f
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another register allocation, allowing us to pipeline all the 5 1dr together within the
xor5 macro as detailed in Listing 4.2. To further improve memory access pipelining,
we also reordered some other instructions throughout the code. Notably, we moved
str instructions after multiple 1dr as much as possible. While these pipelining
optimizations have been carried out manually, tools are being developed to achieve
optimal assembly implementations in an automated manner as recently illustrated

by the SLOTHY optimizer based on constraint solving [1].

4.6.3 Lazy rotations

The XKCP implementation makes use of explicit rotations for the p step through ror
instructions. While it makes the code easy to follow, it requires 47 such instructions
per round. As recently proposed by Becker and Kannwischer on AArch64 [24],
one can omit those explicit rotations by means of lazy rotations (i.e. rotating the
second operands thanks to the inline barrel shifter) during subsequent operations.
They recommend to defer the explicit rotations until the 6 step in the next round:
once all the (unrotated) parity lanes have been calculated, then they are rotated
explicitly. By proceeding this way, the (unrotated) state lanes are lazily rotated
when treated as second operands during the XOR with the (rotated) parity lanes,
so that the internal state is back to the classical representation and the process can
be reiterated thereafter. While it would be also possible to keep deferring rotations,
it would require to fully unroll the permutation code, resulting in substantial impacts
on code size.

On AArch64, it leads to 3 explicit rotations instead of 5 since 2 deferred rotation
values are in fact 0. While it should theoretically result in 6 explicit rotations on
ARMvT7-M because of its 32-bit architecture, it is possible to stick to 3 rotations
overall as described below. Thanks to the bit-interleaving technique, computing a
1-bit rotation on a 64-bit word can be achieved using a single 32-bit rotation only.
Therefore, when computing the parity lanes, only 5 eor instructions need to rotate

their second operand, leaving the barrel shifter available for deferred rotations during
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the remaining 5 eor. In the end, only 3 explicit rotations remain per round instead
of 47.

We implemented this technique on ARMv7-M along with the in-place processing
optimization in two different ways. While the most efficient approach is to use
lazy rotations for all rounds, it requires to have specific routines for the first and
last rounds to deal with input and output misalignments since the internal state is
expected to be properly aligned at function entry and exit. When considering in-
place processing, and therefore a quadruple round routine, it results in a code size
increase by half since the first and last rounds should both come in two variants.
In order to boost the performance while limiting the impact on code size, we also
propose a variant where lazy rotations are applied for three-quarters of the rounds
only. This way, explicit rotations are used every 4 rounds to ensure the internal state
is correctly aligned when entering the quadruple round. Still, a potential drawback
of deferring rotations is that it affects the code readability, which may make the

integration of side-channel countermeasures (e.g. masking) more cumbersome.

4.7 Results and comparisons

4.7.1 Benchmark settings

For our benchmarks, we used the development boards and becnhmark settings de-
scribed below. All implementations on on Cortex-M3 and M4 were compiled using
arm-none-eabi-gcc 10.2.1 along with the -03 optimization flag. We adopted the
same configuration as the pqm3% and pgm4 [71], and the clock cycles were measured

using the pgm3 and pgm4 frameworks on Cortex-M3 and M4, respectively.

Cortex-M4 setup. For the Cortex-M4 platform, we utilize the STM32F407G-
DISC1 and NUCLEO-L4R5ZI boards. The STM32F407G-DISC1 features a STM32F-
407V G microcontroller running up to 168 MHz, 1024 KB of flash memory and 192 KB

Shttps://github.com/mupq/pqm3
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of RAM divided into three blocks: two contiguous blocks of SRAM connected to
the bus matrix with different interconnects, and a core coupled memory (CCM)
block which is connected directly to the core. We exclusively used the 64 KB CCM
to achieve the best performance with a clock core speed of 24 MHz to execute code
from flash with zero-wait state. The NUCLEO-L4R5ZI board features 2MB of Flash
and 640KB of RAM.

Cortex-M3 setup. For the Cortex-M3 platform, we utilize the ATSAM3XS8E
microcontroller on an Arduino Due board [44] as the testbed. Our implementation
is based on the PQM3 repository [46], and the GCC v10.2.1 is used to compile the
code. We leverage the hardware random number generators available on Cortex-M3
to obtain the necessary random numbers for the Kyber implementation. Stack usage
is measured following the methodology outlined in [46]. Additionally, SHA-3 and
SHAKE are implemented using the optimized assembly Keccak permutation token

from the eXtended Keccak Code Package (XKCP)7.

RISC-V setup. The realistic RISC-V platform we choose is the SiFive Freedom
E310 board, which is equipped with a 32-bit E31 RISC-V core [106]. Due to its
limited 16KiB memory, a direct deployment of Kyber on this platform is infeasible.
Hence, in order to provide detailed comparisons with the existing Kyber implemen-
tation on RISC-V, we also present experimental results obtained from the RISC-
V simulator used in PQRISCV [97], which uses a RISC-V CPU implemented in
pqriscv-vexrisev® as the PQC benchmarking platform. The GCC compiler we used
for RISC-V is the RISC-V GNU v10.2.0. Since both of the RISC-V platforms do not
have hardware random number generators, we reuse the function in PQRISCV [97]
to generate the random numbers in Kyber. Furthermore, for the implementation of
SHA-3 and SHAKE, we rely on the optimized Keccak permutation provided by Ko
[109] in PQRISCV.

"https://github. com/XKCP/XKCP
8https://github.com/mupq/pqriscv-vexriscv
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To support the Kyber-90s variants, we adopt the optimized AES implementation
presented in [4] on Cortex-M3 and PQRISCV similar to the PQM3 [46]. On the
SiFive platform, however, we use the reference SHA-3, SHAKE, and AES implemen-
tations provided in SUPERCOP? to reduce the code size. This is because a bloated
code size might impact the performance of the platform. Further discussion on this

issue will be provided in Subsection 4.7.4.

4.7.2 Performance of Keccak

Table 4.1 provides the benchmark of Keccak-p[1600, 24] for different implementation
characteristics. The first one, denoted by ldr/str, refers to the memory access
pipelining strategy. In this context, the term “mostly grouped” signifies that while
the majority of memory accesses are packed together; this is not the case during the
parity lanes precomputation. Another characteristic indicates the utilization and
degree of lazy rotations. The pipeline optimizations achieved by our new register
allocation result in significant performance improvements of 17.13% and 12.84 %
on Cortex-M3 and M4, respectively. Note that it comes at the cost of a slight
code size increase due to the fact that some ldr instructions are now using the
higher-half registers (i.e. r8 to r14) as the destination, leading to a 32-bit encoding
(versus 16-bit when using lower-half registers). When combined with the use of lazy
rotations, we achieve up to 24.78 % and 21.4 % performance boosts on Cortex-M3
and M4, respectively. Nevertheless, the majority of the remaining instructions that
were initially encoded on 16 bits have now been 32-bit encoded. This is because
the second operands undergo systematic rotation using the inline barrel shifter. As
discussed in Subsection 4.6.3, the variant that utilizes lazy rotations for all rounds
incurs a 50% increase in code size for a minor performance gain of aroung 2%.
While we could have potentially made it more compact, we believe that doing so
would have compromised the performance advantage, resulting in no overall benefits

compared to the other variant. Therefore, when code size is a critical factor, we

“http://bench.cr.yp.to/supercop.html
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Table 4.1: Keccak-p[1600,24] benchmark on Cortex-M3 and M4.

Implementation characteristics* Speed (clock cycles) Code size RAM
Ref.

ldr/str lazy ror M3 M4 (bytes) (bytes)
XKCP mostly grouped X 13015 11725 5576 264
grouped X 10785 10219 5772 264
This work grouped v (3/4) 9981 9415 6556 264
grouped v (4/4) 9789 9218 9536 264

*All listed implementations take advantage of the in-place processing and bit-interleaving techniques.

suggest to favour the implementation that uses lazy rotations for three-quarters of
the rounds only in order to minimize the memory footprint, which is also adopted

in the following benchmark.

4.7.3 Speed performance of polynomial multiplications

NTT/INTT of Kyber and NTTRU on Cortex-M4 The cycle counts of the
core polynomial arithmetic in Kyber and NTTRU are presented in Table 4.2. Us-
ing the improved Plantard arithmetic, the proposed Kyber implementation based
on [12] achieves 20.24% and 16.92% speed-ups for NTT and INTT, respectively.
The speed-optimized implementation of [3] trades the speed with extra stack usage
while implementing the matrix-vector multiplication and base multiplication, which
explains their two times faster base multiplication. Besides, the coefficients of their
matrix-vector multiplication lie in [—g, ¢], which reduces one modular reduction of
128 coefficients at the beginning of their INTT implementation. On the contrary,
the matrix-vector multiplication of their stack-friendly implementation produces co-
efficients smaller than k¢, which requires extra modular reductions in INTT and
results in a slower INTT implementation.

After applying the improved Plantard arithmetic in their stack-friendly imple-
mentation, we halve the coefficient size of the matrix-vector multiplication down
to %kq; then, three different lazy reduction strategies are adopted for the INTT in

Kyber512, Kyber768, and Kyber1024, respectively. Overall, the proposed implemen-
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Table 4.2: Cycle counts for the core polynomial arithmetic in Kyber and NTTRU

on Cortex-M4.

Scheme  Implementation NTT INTT Base Mult Base Inv
[12] 6822 6951 2291 -
This work® 5441 5775 2421 -
Speed-up 20.24% 16.92% -5.67% -
Stack[3] 5967 5917 2293 -
Kyber
Speed|3] 5967 5471 1202 -
This work® 4474 4684/4819/4 854 2422 -

Speed-up (stack) 25.02% 20.84%/18.56%/17.97%  -5.58% -
Speed-up (speed) 25.02% 14.38%/11.92%/11.28%  -101.41% -

[82] 102881 97 986 44703 100249
NTTRU This work 17274 20931 10550 40763
Speed-up 83.21% 78.64% 76.40% 59.34%

@ Implementation based on [12], ® Implementation based on the stack-friendly code of [3].

tation based on the stack-friendly code of [3] achieves 25.02% speed-up for NTT and
20.84%/18.56%/17.97% speed-ups for the INTT in Kyber512/Kyber768/Kyber1024,
respectively. Our INTT implementation is also 14.38%/11.92%/11.28% faster than
their speed-optimized INTT implementation in Kyber512/Kyber768/Kyber1024, re-
spectively. All these speed-ups mainly come from the efficient Plantard multiplica-
tion by a constant and better lazy reduction strategies. The results clearly reveal
the improved Plantard arithmetic’s benefits to the NTT/INTT on Cortex-M4. The
base multiplication of Kyber consists of modular multiplication by a constant and
modular multiplication of two variables, which increases the register usage pressure
and requires extra cycles to handle this problem.

The polynomial arithmetic implementation of NTTRU is similar to Kyber. By
fully utilizing the SIMD instructions, the double butterflies, double modular reduc-
tion over packed coefficients, double base multiplication, and double base inversion
are first presented by applying the improved Plantard arithmetic. The assembly

implementation of NTTRU obtains excellent speed-ups compared with its reference
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implementation in [82]. Table 4.2 shows that the speed-ups for NTT, INTT, base
multiplication, and base inversion are 83.21%, 78.64%, 76.40%, and 59.34%, respec-
tively. The speed-ups for NTT and INTT mainly come from the efficient Plantard
multiplication by a constant, better lazy reduction techniques, and parallel imple-
mentation utilizing the SIMD instructions on Cortex-M4. The speed-up for base in-
version is relatively smaller than others because most of the modular multiplications
in this operation are implemented as the modular multiplications of two variables.
Therefore, the efficient Plantard multiplication by a constant (Algorithm 19) can

not be applied to base inversion.

NTT/INTT of Kyber on Cortex-M3 and RISC-V Table 4.3 presents the
performance comparison of the polynomial arithmetic. The state-of-the-art Kyber
implementation on Cortex-M3 was presented by Denisa et al. [57], which is also the
latest implementation integrated in PQM3 [46]. On RISC-V, the closest related work
also comes from Denisa et al. [56]. However, since the implementations on RISC-V
[56] do not involve any memory optimization techniques, we are unable to deploy
their Kyber implementation on the SiFive platform. Instead, we only incorporate
their NTT and INTT implementations on the SiFive platform for comparison.

As mentioned in Section 4.4.2, we eliminate the modular reduction of coefficients
for NTT, therefore, both the stack-version and speed-version NTT cost the same
number of cycles. Specifically, the proposed NTT implementation obtains speedups
of 26.19%, 34.76%, and 22.67% on the ARM Cortex-M3, SiFive Freedom E310,
and PQRISCV, respectively, compared to the implementations in [57] and [56]. In
terms of INTT, because we manage to eliminate the modular reduction of coeffi-
cients in the stack-version INTT of Kyber512 and the speed-version INTT of all
three Kyber variants, the INTT of Kyber512 is slightly faster than the one in the
stack-version INTT of Kybe768 and Kyber1024. Overall, our INTT achieve speedups
of 32.57%/34.14%,55.53%/ 56.95%, and 43.36%/44.49% on the ARM Cortex-M3,
SiFive Freedom E310, and PQRISCV, respectively, compared to the implementa-
tions in [57] and [56].
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Table 4.3: Cycle counts for the core polynomial arithmetic in Kyber on

Cortex-M3, SiFive Freedom E310, and PQRISCV.

Platform Implementation NTT INTT Base Multiplication
Denisa et al. [57] 10874 13049 4821
This work (stack) 8026 8594/8 799 4311
Cortex-M3 This work (speed) 8026 8594 3028/3922/5851
Speedup (stack)  26.19% 34.14%/32.57% 1.06%
Speedup (speed)  26.19% 34.14% 37.19%/18.65%/-21.37%
Denisa et al. [56] 24353 36513 -2
This work (stack) 15888  15719/16 227 10020
This work (speed) 15888 15719 4893/5662/9313

SiFive Freedom E310
Speedup (stack)  34.76% 56.95%/55.53% -

Speedup (speed)  34.76% 56.95% -

Denisa et al. [56] 28417 42636 -8

This work (stack) 21975  23666/24 146 12236
PQRISCV This work (speed) 21975 23 666 7747/9795/13068

Speedup (stack)  22.67% 44.49%/43.37% -

Speedup (speed)  22.67% 44.49% -

a. [56] did not provide results for base multiplication.

Huang et al. [63] reported that the stack-version base multiplication with the
Plantard arithmetic is slower than the previous Montgomery-based counterpart on
Cortex-M4 due to the lack of register usage resulting from the Plantard multipli-
cation of two variables. However, on Cortex-M3 and RISC-V platforms, the stack-
version base multiplication does not have this issue thus could even benefit from the
Plantard multiplication by the twiddle factor. The speed-version implementation
offers three variants of base multiplication to deploy the asymmetric multiplication
and better accumulation techniques described in Section 4.5.3, which help to miti-
gate the need of some modular reductions. Therefore, two of the three variants are
29.74% and 9.02% faster than our stack-version base multiplication, while the third
variant is 35.72% slower, mainly due to additional loading cycles and high register

pressure. Compared to the state-of-the-art Montgomery-based implementation in
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in [57], these two variants of the speed-version base multiplications are 37.19% and
18.65% faster than the base multiplication due to the use of the improved Plantard
arithmetic, asymmetric multiplication and better accumulation techniques. Since
the implementation from Denisa et al. [56] did not provide results for the base mul-
tiplication, we do not compare it with our results on the RISC-V platforms. Overall,
the speed-version implementation offers faster INTT and base multiplications for all
variants of Kyber than the stack-version. It should be noted that the slower vari-
ant of base multiplication will only be used at the final stage of the innver-vector
product and matrix-vector product while the two faster variants will be used repeat-
edly in these two operations. Therefore, the faster INTT and base multiplications
would speed up these two time-consuming operations. Together with the proposed
memory optimizations in Section 4.4.3, the speed-version implementation provides
an effective time-memory trade-off for Kyber on low-end 32-bit platforms. Detailed

improvements of the speed-version implementation could be found in Table 4.7.

NTT/INTT of Dilithium on Cortex-M3 and M4 Table 4.4 presents results
for NTT-related functions on Cortex-M3 and M4. Due to the instruction limits of
Cortex-M3, the 16-bit NT'T on Cortex-M3 is significantly faster than both constant-
time and variable-time 32-bit NTT. To be more specific, the 16-bit NTT, INTT, and
pointwise multiplication are 4.22x, 4.29x, and 2.14x faster than the constant-time
32-bit NTT, INTT, and pointwise multiplication, respectively. Compared to the
32-bit variable-time NTT, INTT, and pointwise multiplication, the speed-ups are
2.48x, 2.46x, and 1.24x, respectively.

The highly efficient 16-bit NTT implementations makes the proposed multi-
moduli NTT practical on Cortex-M3. Compared to the constant-time 32-bit NTT,
the proposed multi-moduli NTT, INTT and pointwise multiplication implemen-
tations yield 52.76% ~ 54.76% performance improvements. Besides, the multi-
moduli NTT and INTT also obtain 19.47% and 19.07% speed-ups compared with
the variable-time 32-bit NTT and INTT. The pointwise multiplication is 63.05%

slower than theirs but we will later show that our multi-moduli NTT implemen-
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Table 4.4: Cycle counts for the NTT-related functions in Dilithium on Cortex-M3

and M4. Averaged over 1000 executions.

Platform Prime Ref. NTT INTT Pointwise CRT
8380417 [57] constant-time 33077 36661 8528 X
8380417 [57] variable-time 19405 21051 4944 X
M3 3329 x 7681 [2] (Saber) 16770 19056 11927 4637
769 This work 7830 8543 3989 X
769 x 3329 This work 15626 17037 8061 3735
8380417 3] 8066 8388 1931 X
257 3] 5497 5540 1201 X
M4
769 3] 5180 5512 1715 X
769 This work 4456 4593 1717 X

tation for small polynomial multiplications is still better than the one that uses
variable-time 32-bit NTT. We also compare our multi-moduli NTT implementation
with a similar implementation for Saber in [2]. Although [2] adopted a faster 6-layer
NTT/INTT, our 7-layer NTT/INTT implementation using the efficient Plantard
arithmetic is still slightly faster, obtaining 6.82%, 10.60%, and 32.41% speed-ups
for NTT, INTT, and pointwise multiplication, respectively. Moreover, since the
explicit CRT can also be optimized with the efficient Plantard multiplication by a
constant, our CRT implementation is also 19.45% faster. In summary, using Plan-
tard arithmetic in NTT, INTT and CRT makes the multi-moduli NT'T more efficient
on Cortex-M3.

As for Cortex-M4, we integrate the efficient Plantard arithmetic for the NTT
over 769. As shown in Table 4.4, our NTT and INTT implementations achieves
13.98% ~ 18.94% speed-ups compare with FNT over 257 and NTT over 769 in [3],
respectively. The speed-ups of 16-bit NTT and INTT versus 32-bit NTT and INTT
are 44.76% and 45.24%, respectively. Because the proposed multi-moduli NTT
implementation requires to perform double 16-bit NTTs, INTTs, and pointwise
multiplications, the 16-bit NTT/INTT needs to be at least 50% faster than the
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Table 4.5: Cycle counts for small polynomial multiplications in Dilithium on

Cortex-M3 and M4. Averaged over 1000 executions.

Dilithium2 Dilithium3 Dilithiumb
Platform Operation

[57]  This work [57] This work [57] This work

€Sy 346k 106k 424k 128k 580k 172k
CSa 346k 106k 502k 150k 658k 194k
M3
cto 269k 195k 328k 284k 446k 372k
cty 213k 195k 311k 284k 409k 372k
[3]  This work  [3]  This work  [3]  This work
sy b6k — 79k 70k 92k —
M4
CSa 56k — 89k 78k 110k —

32-bit NTT/INTT in order to make it faster than the 32-bit NTT. Therefore, the

multi-moduli NTT is not applicable on Cortex-M4.

Speed of cs; and ct; in Dilithium on Cortex-M3 and M4. Table 4.5 com-
pares the performance of small polynomial multiplications cs; and ct; on Cortex-M3
and M4. The secret vector s; is [-dimensional vector while the other three vectors
(s2,to, and ty) are all k-dimensional vectors. On Cortex-M3, there are three dif-
ferent implementation strategies based on whether the operations are secret-related
operations. The cs; is secret-related and previous work [57] implements it with
constant-time 32-bit NTT on Cortex-M3. Compared to their implementation with
constant-time 32-bit NT'T, our c¢s; implementation with 16-bit NTT is not only
constant-time but also 3.26x ~ 3.39x faster. Since Dilithium’s security does not
rely on t; being secret, the cty implementation in [57] is not totally constant-time.
They implement both ¢ and ty with 32-bit constant-time N'T'T, while the pointwise
multiplication and INTT are implemented in variable-time. Compared to their ctg
implementation, our multi-moduli NT'T implementation is constant-time and shows
27.51%, 13.41%, and 16.59% speed-ups for three variants of Dilithium, respectively.

Besides, despite the ct; implementation in verify in [57] is totally variable-time, our
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Table 4.6: Cycle counts (cc) and stack usage (Bytes) for KeyGen, Encaps, and

Decaps in Kyber and NTTRU on Cortex-M4.

KeyGen Encaps Decaps
Scheme | Implementation
k=2 |k=3|k=4|k=2|k=3 k=4 |k=2|k=3| k=4
454k | 741k | 1177k | 548k | 893k | 1367k | 506k | 832k | 1287k
12
12 2464 | 2696 | 3584 | 2168 | 2640 | 3208 | 2184 | 2656 | 3224
446k | 729k | 1162k | 542k | 885k | 1357k | 497k | 818k | 1270k
This work®
2464 | 2696 | 3584 | 2168 | 2640 | 3208 | 2184 | 2656 | 3224
439k 717k | 1139k | 534k | 871k | 1329k | 484k | 797k | 1233k
Kyber Stack|[3]
2608 | 3056 | 3576 | 2160 | 2660 | 3236 | 2176 | 2676 | 3252
438k | 711k | 1129k | 531k | 864k | 1316k | 479k | 787k | 1217k
Speed|3]
4268 | 6732 | 7748 | 5252 | 6284 | 7292 | 5260 | 6308 | 7300
430k 702k | 1119k | 526k | 861k | 1314k | 472k | 780k | 1211k
This work®
2608 | 3056 | 3576 | 2160 | 2660 | 3236 | 2176 | 2676 | 3252
526k 431k 559k
[82]
9384 8748 10324
NTTRU
267k 237k 254k
This work
9372 7452 8816
@ k is the dimension of the underlying Module-LWE problem for Kyber.

® Implementation based on [12].

¢ Implementation based on the stack-friendly code of [3].

multi-moduli NTT implementation still obtains 8.45%, 8.68%, and 9.05% speed-ups
for three variants of Dilithium, respectively. However, because using multi-moduli
NTT in verify would introduce an extra INTT for a k-dimensional polynomial
vector, we did not apply it to verify. As for Cortex-M4, by utilizing the effi-
cient Plantard arithmetic on the NTT over 769 for Dilithium3, we yield 11.39% and
12.36% speed-ups for ¢s; and c¢sy on Cortex-M4. Since we reuse the FNT over 257

for Dilithium2 and Dilithium5, we do not provide comparison of cs; for them.

4.7.4 Performance of schemes

Note that the first row of each entry in Table 4.6 to Table 4.8 indicates the cycle

count and the second row refers to stack usage.
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Performance of Kyber and NTTRU on Cortex-M4. Note that these results
do not include the Keccak optimizations presented in Section 4.6. Table 4.6 shows
the cycle counts and stack usage of the KEM protocols, namely key generation
(KeyGen), encapsulation (Encaps), and decapsulation (Decaps). The Kyber imple-
mentation based on either [12] or the stack-friendly code of [3] achieves better speed
performance than its Montgomery-based counterpart with the same stack usage. For
the Kyber implementation based on [12], the speed-ups for KeyGen, Encaps, and
Decaps are 1.27%-1.76%, 0.73%-1.09%, and 1.32%-1.78%, respectively. As for the
Kyber implementation based on the stack-friendly code in [3], we achieve speed-ups
of 1.76%-2.09%, 1.13%-1.50%, and 1.78%-2.48% for KeyGen, Encaps, and Decaps,
respectively. It is worth noting that our implementation based on the stack-friendly
version of [3] outperforms their high-speed version with approximately half of the
stack. If the stack usage is not one of the primary improved goals, one can also
integrate the improved Plantard arithmetic into their speed-optimized implemen-
tation for better efficiency. As stated in previous work [71], the dominance of the
hashing functions of Kyber will reduce the overall effect of the optimized polynomial
arithmetic, which explains the relatively small speed-ups for the KEM protocols of
Kyber.

As the first assembly NTTRU implementation on Cortex-M4, we obtain 49.24%,
45.01%, and 54.56% speed-ups for KeyGen, Encaps, and Decaps compared with its
reference implementation. The excellent speed-ups mainly come from the highly
optimized assembly implementation of NTT, INTT, base multiplication, and base
inversion implemented with the improved Plantard arithmetic. It is obvious that
NTTRU outperforms every variant of Kyber by a large margin in terms of speed on
Cortex-M4. Compared with the fastest Kyber512, NTTRU provides 37.91%, 55.03%,
46.19% faster KeyGen, Encaps, and Decaps with approximately 3.45~4.05 times
larger stack usage, respectively. In sum, although it is not a candidate for the NIST
PQC competition, its efficiency might make it suitable for some specific application

scenarios or platforms.
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Table 4.7: Cycle counts (cc) and stack usage (Bytes) of KeyGen, Encaps, and

Decaps of Kyber on Cortex-M3, SiFive Freedom E310, and PQRISCV.

Kyber512 Kyber768 Kyber1024

Platform Implementation
KeyGen | Encaps | Decaps | KeyGen | Encaps | Decaps | KeyGen | Encaps | Decaps

541k 650k 622k 878k 1054k | 1010k | 1388k | 1602k | 1543k
Denisa et al.[57]
2212 2300 2308 3084 2772 2788 3596 3284 3300

519k 628k 590k 844k 1025k 967k 1342k 1563k | 1486k
Cortex-M3 This work (stack)
2212 2300 2308 3084 2772 2788 3596 3284 3300

518k 626k 587k 842k 1017k | 958k 1333k | 1548k | 1471k
This work (speed)
3268 3860 3860 4044 4636 4636 4812 5404 5404

2229k | 2927k | 2856k | 4166k | 5071k | 4957k | 6696k | 7809k | 7662k
Denisa et al.[56]
6544 9200 9984 10640 13808 | 14944 15760 19440 | 21056

1937k | 2355k | 2100k | 3147k | 3822k | 3467k | 4964k | 5794k | 5344k
PQRISCV This work (stack)
2408 2488 2520 2952 3016 3032 3464 3528 3544

1926k | 2339k | 2084k | 3104k | 3768k | 3413k | 4890k | 5704k | 5254k
This work (speed)
3432 4024 4040 4216 4808 4840 5032 5608 5656

1497k 1812k | 1601k | 2413k | 2929k | 2635k | 3794k | 4435k | 4045k
This work (stack)
2580 2660 2708 3060 3124 3156 3572 3636 3668

SiFive Freedom E310
1597k 1903k | 1674k | 2731k | 3203k | 2919k - - -
This work (speed)
3620 4212 4244 4340 4932 4964 - - -

Performance of Kyber on Cortex-M3 and RISC-V. Note that these results
do not include the Keccak optimizations presented in Section 4.6. Table 4.7 and
Table 4.8 presents the cycle counts of the KEM protocols for Kyber and Kyber-90s,
respectively, including key generation (KeyGen), encapsulation (Encaps), and de-
capsulation (Decaps), which are obtained by repeating each protocol one hundred
times and then computing the average results. The stack usage is measured in a sim-
ilar way to [46] and [56]. We have implemented the stack-version and speed-version
of Kyber on Cortex-M3 and RISC-V platforms similar to the optimized implemen-
tation on Cortex-M4 [3]. Our stack-version implementation on Cortex-M3 offers
speedups of 3.38%~5.14%, 2.75%~4.26%, and 2.43%~3.69% compared to [57] for
Kyber512, Kyber768, and Kyber1024, respectively, while having the same stack usage
as theirs. Similarly, our speed-version implementation on Cortex-M3 outperforms
the work in [57] with a speedup of 3.69%~5.63%, 3.51%~5.15%, and 3.37%~4.67%
for Kyberb12, Kyber768, and Kyber1024, respectively, with 1.31~1.68 times stack

usage compared to their implementation. Notably, thanks to the proposed memory
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Table 4.8: Cycle counts (cc) and stack usage (Bytes) for KeyGen, Encaps, and

Decaps in Kyber-90s on Cortex-M3, SiFive Freedom E310, and PQRISCV.

Kyber512-90s Kyber768-90s Kyber1024-90s

Platform Implementation
KeyGen | Encaps | Decaps | KeyGen | Encaps | Decaps | KeyGen | Encaps | Decaps

467k 527k 558k 782k 868k 909k 1224k 1332k | 1383k
Denisa et al.[57]
2904 2992 3000 3432 3504 3512 4636 4000 4016

445k 505k 526k 748k 839k 865k 1178k | 1293k | 1326k
Cortex-M3 This work (stack)
2904 2992 3000 3432 3504 3512 4636 4000 4016

443k 502k 523k 741k 828k 854k 1170k | 1274k | 1306k
This work (speed)
4000 4592 4592 4776 5368 5368 5544 6136 6136

3042k | 3491k | 3627k | 6106k | 6677k | 6854k | 10246k | 10953k | 11181k

Denisa et al.[56]
6656 9312 10096 10752 13920 | 15056 15872 19552 | 21168

2667k | 2902k | 2854k | 5,126k | 5,434k | 5370k | 8578k | 8983k | 8908k
PQRISCV This work (stack)
2704 2616 2648 3248 3144 3160 3760 3656 3672

2654k | 2836k | 2788k | 5081k | 5379k | 5314k | 8,499k | 8,888k | 8,813k
This work (speed)
3744 4216 | 4232 4528 5000 5032 5296 5752 5800

8326k | 8619k | 8884k | 11443k | 11758k | 12061k - - -
This work (stack)
2780 2860 2908 3292 3356 3388 - - -

SiFive Freedom E310
8438k | 8757k | 9046k - - - - - -
This work (speed)
3820 4412 4444 - - - - - -

optimizations in Section 4.4.3, our speed-version Kyber implementation on Cortex-
M3 reduces the stack usage by 23.50%~28.31% compared to its counterpart on
Cortex-M4 [3, Table 4].

To the best of our knowledge, there exists only one Kyber implementation on
RISC-V (cf. Denisa et al. [56]). They have provided optimized assembly im-
plementation for NTT/INTT of Kyber and leave rooms for further exploration to
optimize memory footprints using memory optimized techniques. Table 4.7 shows
that their implementation has a stack usage that is 2.71~5.94 times larger than our
stack-version implementation on PQRISCV. Notably, our stack-version implementa-
tion achieves a speedup of 13.10%~26.47%, 24.46%~30.05%, and 25.80%~30.25%
for the three variants of Kyber, respectively, compared to their implementation.
Moreover, our speed-version implementation outperforms theirs by 13.59%~27.03%,
25.49%~31.15%, and 26.96%~31.43% using only 26.86%~52.44% of their stack us-
age for the three variants of Kyber, respectively. It can be deduced that the large
speedups of our implementations compared to [56] mainly stems from the fact that

their implementation is not as optimized and does not incorporate the recent opti-
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mization strategies described in the recent literature [32, 12, 3].

The extremely large stack usage of Denisa et al.’s implementation [56] makes
it infeasible to deploy on the 16KiB SiFive board. Hence, we only provide results
for the proposed optimized implementations on this platform. Our results demon-
strate that with the memory optimization strategies proposed in Section 4.4.3, it
is possible to deploy the speed-version of Kyber512 and Kyber768 on the selected
SiFive board. Notably, these two variants of Kyber are unable to be deployed on
this platform before using our memory optimizations. However, since the speed-
version implementation has a larger code size than the stack-version, for example,
13.75KiB versus 12.44KiB for Kyber512 it is slower than the stack-version on the
SiFive board. This can be attributed to the fact that the larger code size of the
speed-version implementation spills more instructions into the ROM, leading to
much slower performance compared to the stack-version, as stated in [115, Section
5.3]. However, as demonstrated in our Cortex-M3 and PQRISCV results, the speed-
version implementation can still outperform the stack-version on different platforms
with different characteristics. Although the performance of the speed-version im-
plementation on the SiFive board is slower than the stack-version, we show the
feasibility of deploying both stack-version and speed-version Kyber implementations
on memory-constrained IoT devices, except for the speed-version of Kyber1024. This

is made possible by the memory optimized strategies proposed in Section 4.4.3.

As for the Kyber-90s variants, we yeild 2.93% ~ 6.27% speed-ups on Cortex-M3
and 12.33% ~ 23.13% speed-ups on PQRISCV. The speed improvements are very
similar to the Kyber variants on Cortex-M3 and PQRISCV. On the SiFive platform,
the adoption of the reference AES implementation results in the Kyber-90s variants
being over 3x slower than the Kyber variants. We did not utilize the optimized
AES implementation in [4] because it would increase the code size, leading to slower
performance. Additionally, the reference AES implementation introduces additional
stack usage, posing challenges on the deployment of the speed-version of Kyber768-

90s and both versions of Kyber1024-90s on the selected memory-constrained SiFive
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Table 4.9: Cycle counts of Dilithium on Cortex-M3. Averaged over 1000

executions.

Dilithium?2 Dilithium3 Dilithium5b
Operation

[57]  This work  [57]  This work [57] This work

keygen 2059k 1739k 3594k 3011k X 5034k
sign 7139k 5582k 11916k 9087k X 20193k
verify 1949k 1648k 3283k 2755k X 4694k

platforms. Therefore, we are unable to provide their results on the SiFive platform.
Addressing these deployment issues for Kyber-90s will require additional efforts and
optimizations. However, we believe that if the target platforms have AES hardware

support, the Kyber-90s variants will remain a promising option on these platforms.

Performance of Dilithium on Cortex-M3. Combining the optimizations of Kec-
cak and polynomial multiplication, our Dilithium implementation shows significant
improvements compared with the state-of-the-art implementation on Cortex-M3.
As shown in Table 4.9, we yield 15.54% and 16.22% speed-ups for the keygen of
Dilithium2 and Dilithium3, respectively. The speed-ups for the verify of Dilithium?2
and Dilithium3 are 15.44% and 16.08%, respectively. The speed-ups for sign are
larger than keygen and verify thanks to our polynomial multiplication optimiza-
tions, ranging from 21.81% and 23.74% for Dilithium2 and Dilithium3, respectively.
Since Dilithiumb consumes a large stack usage and it cannot be directly deployed in
Cortex-M3, we adopt a basic on-the-fly matrix generation strategy, which is similar
to streaming A in [57, Section 5.3], to avoid storing the whole matrix; thus mak-
ing Dilithium5 deployable on Cortex-M3. Since both pgm3 and [57] did not provide

Dilithium5 implementation on Cortex-M3, we could not conduct any comparison.

Performance and hash profiling of Kyber and Dilithium on Cortex-M4. Be-

cause Keccak is extensively used by the PQC algorithms selected by NIST for
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Table 4.10: Cycle counts and hash profiling of Kyber and Dilithium on the

Cortex-M4 using the pgm4 framework. Averaged over 1000 executions.

keygen sign/encaps  verify/decaps
Scheme Keccak Impl.
speed hashing speed hashing speed hashing

Dilithium2 XKCP 1595k 83.47% 4052k 64.53% 1576k 80.47%
This work 1357k  80.57% 3487k 60.02% 1350k 77.2%

Dilithium3 XKCP 2828k 85.54% 6523k 62.95% 2702k 82.62%
This work 2394k  82.92% 5574k 58.97% 2302k 79.61%

Dilithiumb XKCP 4817k 86.6% 8534k 68.08% 4714k 84.69%
This work 4069k 84.14% 7730k 63.05% 3998k 81.95%

Kyber512 XKCP 432k 80.12% 527k 82.86% 472k  73.76%
This work 369k  76.75% 448k  79.85% 409k  69.74%

Kyber768 XKCP 704k 79.04% 860k  82.38% 778k  T4.75%
This work 604k  75.59% 732k  79.32% 674k 70.84%

Kyber1024 XKCP 1122k 79.58% 1314k 82.46% 1208k 76.07%
This work 962k  76.18% 1119k 79.41% 1043k 72.29%

standardization, our Keccak optimizations can also improve their performance on
ARMv7-M. To highlight the improvements brought by our Keccak optimizations,
we provide benchmarks and hash profiling based on the pqm4[71] for both Dilithium
and Kyber on Cortex-M4. As shown in Table 4.10, for most of the Dilithium variants,
the Keccak optimizations yield speed-ups ranging from 13.94% to 15.52%. However,
because the Keccak permutation is not the primary operation in the rejection sam-
pling process, the speed-up on the sign algorithm of Dilithiumb is relatively small,
around 9.42%. Similarly, the speed-version Kyber KEM protocols in [71, 63] also
experience speed-ups of 13.35% to 15.00% due to our Keccak optimizations. Addi-
tionally, we present the hash profiling results for these two schemes to showcase the
efficiency of our Keccak optimizations. As can be seen from Table 4.10, our Keccak

optimizations decrease the proportion of time spent on hashing by 2.46% ~ 5.03%.
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4.8 Security and extensibility

In order to achieve the security objective as described in Section 1.3, our implemen-
tation avoids the use of non-constant-time instructions on the target IoT devices.
Additionally, we ensure that all the secret-related operations in our implementation
are constant-time, and our implementation does not leak more sensitive information
compared to the reference work, making it secure against simple power analysis and

timing side-channel attacks.

In terms of extensibility, the proposed Plantard arithmetic, as detailed in Al-
gorithm 16 and Algorithm 17, is not restricted to any specific modulus. It can be
customized for various odd moduli that meet the prerequisites outlined in Theo-
rem 3.4.1. Depending on the instruction set architecture (ISA) properties of the
target platforms, the proposed Plantard arithmetic can be applied to other LBC
schemes with 16-bit/32-bit odd moduli on 32-bit/64-bit platforms, as demonstrated
in Subsection 4.3.3. This flexibility enables it to replace Montgomery and Barrett

arithmetic, thereby accelerating LBC operations on the target platforms.

Regarding the optimization techniques for Keccak, while they are closely tied
to the ARMv7-M architecture, they hold significant potential for enhancing the
performance of any PQC schemes where hashing operations are a key performance
bottleneck. Additionally, many of the optimizations for NTT/INTT can be adapted
to other LBC schemes with 16-bit NTTs. However, it is worth noting that the lazy
reduction strategy may require redesign in certain cases, as the Plantard arithmetic
may necessitate different input ranges depending on the specific moduli used in other
LBC schemes. The memory optimizations proposed for the speed-version Kyber
implementation can also be extended to other low-end IoT platforms with similar
memory constraints, allowing for more efficient use of limited resources. Lastly, the
multi-moduli NTT approach and the use of small 16-bit NTTs in Dilithium can be

adapted to other platforms like AVX2. Notably, the 16-bit NTT implementation'®

Onttps://github.com/pq-crystals/kyber
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on AVX2 is approximately 4.11x faster than the 32-bit NTT!! on the same platform,
which demonstrates its potential to apply the multi-moduli NTT and further boost

the performance of Dilithium.

4.9 Conclusion

This chapter presented the optimized implementations of modular arithmetic, 16-bit
NTT in Kyber and NTRU, small NTT and multi-moduli NTT in Dilithium, as well as
the Keccak on Cortex-M4, Cortex-M3, and RISC-V platforms. These optimizations
significantly enhanced the performance of LBC schemes on IoT devices. Addition-
ally, the memory optimizations for the speed-version Kyber were discussed, aimed

at improving its feasibility and practicality on memory-constrained IoT devices.

Uhttps://github.com/pg-crystals/dilithium
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Chapter 5

Efficient Masking-friendly

Lattice-based Cryptography

The previous chapters explored efficient LBC implementations without incorporat-
ing tailored countermeasures to address side-channel attacks. The algorithmic de-
sign of these LBC schemes did not prioritize side-channel resistance, leaving them
vulnerable to such threats [73, 83, 48]. Masking is a promising countermeasure to
protect LBC schemes against side-channel attacks. However, applying masking to
these schemes often incurs significant overhead due to the requirement of costly mask
conversions [55, 39, 38, 20, 85, 95]. To address this challenge, Raccoon is specifically
designed to be masking-friendly by exclusively utilizing arithmetic masking, thereby
eliminating the need for expensive mask conversions.

This chapter presents the efficient implementation of the masking-friendly Rac-
coon, offering robust and efficient countermeasures to secure against side-channel

attacks.

5.1 Introduction

Raccoon is a lattice-based digital signature scheme designed with a focus on be-
ing masking-friendly. Similar to Dilithium, its security is based on the hardness of

the MLWE and MSIS problems. Although Raccoon was submitted to the NIST
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Call for Additional Digital Signature Schemes and did not advance to the second
round, its masking-friendly characteristics make it a promising candidate for specific
applications, including smart cards, hardware security modules, and IoT platform
security.

In recent years, several side-channel attacks have been proposed against Dilithium
[72, 49, 110] and Falcon [74, 58, 117]. The primary countermeasure against such
attacks is masking [69]. Unfortunately, lattice-based signature schemes like Dilithium
and Falcon include subroutines where masking is computationally expensive. For
instance, in the masked implementation of Dilithium-Sign, the most efficient method
for sampling random errors involves sampling in a Boolean masked form followed by
a conversion to an arithmetic masked form. This process requires expensive mask
conversions [55, 39, 38]. Although the efficiency of mask conversions has improved
over time, securely implementing these conversions still incurs a computational cost
of at least O(d?), where d represents the number of shares the sensitive data is split
into. Moreover, rejection sampling, another critical component, also relies heavily on
expensive mask conversions [20, 21, 85, 52]. In contrast, the masked implementation
of Raccoon avoids the need for mask conversions and achieves a lower computational
overhead of O(dlogd).

This work is motivated by the following factors: (1) Currently, there is no
assembly-optimized implementation of Raccoon for the ARM Cortex-M4 platform.
Moreover, the reference implementation of Raccoon relies on the __int128 data type,
which is incompatible with 32-bit platforms like the Cortex-M4. (2) High-order
masked implementations of Raccoon consume significant memory, making it chal-
lenging to deploy on memory-constrained IoT devices. Therefore, this work explores
memory optimization techniques to facilitate the deployment of masked Raccoon im-

plementations on such devices.

Contributions. Our contributions is shown as follow:

e In Raccoon’s multi-moduli NTT implementation, each 64-bit coefficient re-

quires double modular reductions. We reexamine two variants of Montgomery
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reduction for this operation and observe that the state-of-the-art 32-bit Mont-
gomery reduction on the Cortex-M4 is not efficiently implementable in-place
for double modular reductions. In contrast, Seiler’s variant of Montgomery
reduction allows for a more efficient in-place implementation. However, the
smmls instruction on the Cortex-M4 is incompatible with the computational
process in Seiler’s Montgomery reduction. To address this issue, we propose a
novel approach: negative double Montgomery reductions. This technique re-
duces the instruction count for double modular reductions to just five. While
this approach produces negative results, as shown in Equation 5.3.3, it does

not impact subsequent computations, as demonstrated in Section 5.3.1.

Additionally, we show that the lazy reduction strategy is not only applicable
in the NTT/INTT implementation but also improves the efficiency of four
key subroutines in Raccoon. We perform a detailed range analysis to ensure
the correctness of the Raccoon implementation with the lazy reduction tech-
nique. Additionally, we optimize several 64-bit polynomial arithmetic opera-
tions tailored to Raccoon’s parameters, such as left-shift /right-shift, coefficient

reduction, and conditional operations.

Finally, we explore memory optimization techniques for the lightweight imple-
mentations of the speed-optimized Kyber and high-order Raccoon, addressing
the challenges posed by memory-constrained [oT devices. These optimiza-
tions significantly improve the feasibility and practicality of deploying the
speed-optimized Kyber and high-order Raccoon, ensuring robust quantum-safe

protection and side-channel resistance on memory-limited devices.

5.2 Target platforms

This chapter also targets the Cortex-M4 platform, which is one of the IoT platforms

recommended by NIST for evaluating the performance of PQC schemes. A detailed

introduction to the Cortex-M4 platform can be found in Section 4.2, and only a few
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of the instructions used in this chapter will be introduced here.

We represent the product of two 32-bit integers as a-rm, the lower 32 bits of this
product as lowss(rn - 7m), and the higher 32 bits as highg,(rn-rm). A 64-bit integer
rd; + rdy, - 23% is expressed as {rd;,rd}. The following are several commonly used
instructions, with those beginning with “s” indicating signed integer operations.

The instruction mul rd,rn,rm computes rd < lowss(rn - rm). The instruc-
tion smlal rd;, rdp, rn,rm calculates {rd;, rd,} < {rd;,rdy} + rn - rm. The smmul
rd, rn, rm instruction computes rd < highg,(rn - rm). The smmla rd, rn,rm,ra in-
struction computes rd < highs,(rn - rm) 4+ ra. The smmls rd, rn,rm, ra instruction

computes rd <— L””SZ#J and we will discuss it again in Section 5.3.

5.3 Optimized polynomial multiplication

This section presents optimized polynomial multiplication on Cortex-M4.

5.3.1 Polynomial multiplication for negative polynomials

In-place double modular reductions. We highlight the critical role of in-
place double modular reductions in Raccoon and underscore the effectiveness of
Seiler’s Montgomery reduction for achieving such an implementation. The function
poly_split() in Raccoon requires two consecutive 32-bit modular reductions modulo
¢ and ¢y for each 64-bit polynomial coefficient a = ag + a; - 232. In this con-
text, the in-place double modular reduction involves computing two reductions,
ap, = amod q,a; = amod g2, and storing the results a; and a) directly in the
memory locations originally holding ay and a;. The state-of-the-art approach for
modular reduction of double-word integers in LBC relies on Montgomery reduction
[86], which will be the primary focus of this discussion.

Original Montgomery Reduction. The state-of-the-art 32-bit Montgomery
reduction on Cortex-M4, as detailed in Algorithm 32, was presented in [57]. How-

ever, this implementation modifies the input values ay and a; after Step 2 in Algo-
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Algorithm 32 The state-of-the-art 32-bit Montgomery reduction [57]
Input: The 64-bit coefficient a = ag + a; - 232

Output: a- 232 mod* ¢
1: mul ¢, ag, —¢.
2: smlal ag,as,t,q;

3: return a,

rithm 32, preventing the second reduction from being performed in-place efficiently.
Consequently, to execute the second Montgomery reduction for a = ag + a1 - 232, it
is necessary to pre-save the input ag and a; into two additional registers (as seen in
Steps 2 and 3 in Algorithm 33) before performing the Montgomery reduction modulo
q1. Moreover, to achieve an in-place implementation, an additional mov instruction
is required to transfer the result back to ag. As shown in Algorithm 33, performing
in-place double modular reductions with original Montgomery reduction requires
seven instructions and three intermediate registers, making it both computationally

slow and register-intensive.

Seiler’s Montgomery Reduction. This limitation motivates the adoption
of Seiler’s variant of Montgomery reduction (Seiler’s Montgomery reduction), as
proposed in [104], for implementing double modular reductions. The Seiler’s variant,
illustrated in Algorithm 34, offers a significant advantage: the final subtraction
operation in Montgomery reduction depends solely on a;. This eliminates the need to
rely on ag after Step 1 and 2 in Algorithm 34. In this context, during Steps 3 through
6, only the most significant halves of ¢; X ¢; and 5 X g2 need to be processed, allowing
subtraction from a; independently. This sequence can be executed entirely in-place.
As a result, Seiler’s Montgomery reduction enables double modular reductions using
only six instructions and two intermediate registers—one fewer instruction and one

fewer register compared to the original Montgomery reduction.

SMMLS vs SMMUL & SUB. During the optimization process of this algorithm, we
identified a subtle difference between the ARM Cortex-M4 instructions smmls and

the combination of smmul and sub. This distinction is documented here to prevent
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future researchers from encountering similar challenge.

According to the “Cortex-M4 Devices Generic User Guide”?, the description of
smmls aligns with performing smmul followed by sub. For example, Steps 3~6 of
Algorithm 34 should theoretically be further optimized by replacing these steps with
smmls ag,t1,q1,a; and smmls aq,ts, o, a;. However, we observed that the results
obtained using smmls were smaller by 1 compared to those produced by executing
smmul and sub separately, when the low half of the product ¢; x ¢; is non-zero. Upon
further investigation, we discovered on the ARM developer website? that the smmls

aop, 11, q1, a1 instruction computes:

ap - 2% —t; x q
ag = { o , (5.3.1)

rather than

/
a0 = a) — { 12§QQ1J , (5.3.2)

which is the desired result for Seiler’s Montgomery reduction and is achieved by
separately using smmul followed by sub. The discrepancy arises because the low
half of the product ¢; x q; is generally non-zero while the lower 32 bits of a; - 232
are all zero, causing the low half of the 64-bit subtraction a; - 232 — ¢; x ¢ in
Equation 5.3.1 to produce a borrow bit to the upper 32 bits. This explains why
results from smmls are mostly smaller by 1 compared to those computed with smmul
and sub. Consequently, smmls and the combination of smmul and sub are not

interchangeable. The design of smmls renders it unsuitable for further optimizing

Seiler’s Montgomery reduction.

https://developer.arm.com/documentation/dui0553/latest/
2https://developer.arm.com/documentation/dui0489/c/arm-and-thumb-instructions/

multiply-instructions/smmul--smmla--and-smmls
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Algorithm 35 The proposed negative double Montgomery reductions

Input: The 64-bit coefficient a = ag + a; - 2°2, moduli ¢, ¢, ¢, = ¢; ' mod 232, ¢, =

¢+ mod 232

Output: —a - 2732 mod® ¢, —a - 2732 mod* ¢,

1:

2:

3:

mul tlv ao, qll

mul t9, ag, ¢,

neg ai, ay

smmla ag,t1,q1, a1
smmla aq, tg, g2, a1

return ag, a;

Algorithm 33 Double modular reduc- Algorithm 34 Double modular reduc-

tions with original Montgomery reduction tions with Seiler’s Montgomery reduction

Input: a = ag + a; - 22 Input: a = ag + a; - 2%

Output: a-2732mod* ¢, a-2732 mod® ¢, Output: a-2*2mod® ¢, a-2732 mod* ¢,

1: mul t3, a9, —q, 1: mul 1, ao,q)
2: mov t1, ag 2: mul ty, ao, g
3: mov to, 4y 3: smmul 41,41, qy
4: smlal ag,ai, ts, qa 4: smmul fo, %2, qo
5 mul t3,t1, —q; 5. sub ag, ay, t
6: smlal ty,t9,t3, 1 6: sub a,ar,ts
7: MoV a, ty 7: return ag, a;

8: return ag, a;

Proposed Negative Double Montgomery reductions. To address the is-

sues with smmls and further optimize double Montgomery reductions, we propose a

faster implementation, referred to as negative double Montgomery reductions. This

approach computes the negatives of the desired results:

ay = —a- 272 mod* ¢, a) = —a - 27 mod™ ¢,. (5.3.3)

The negative variant of modular reduction does not impact the subsequent NT'T
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or Raccoon computations, as will be demonstrated later. Racall that in the smmls,
the 64-bit subtraction a; - 232 — ¢; x ¢; introduces a borrow bit that compromises
the correctness of the operation. This occurs because the low 32 bits of a; - 232 are
all zeros, making the subtraction sensitive to the borrow. To circumvent this issue,
we reverse the operation by subtracting a; - 2% from ¢; x ¢, avoiding the errors
caused by the borrow bit. In our proposed method, we first negate a; (Step 3 of
Algorithm 35), followed by using the smmla instruction: ay = smmla(ti,q, —ay).

This instruction effectively computes the addition of the negated a; and yields:

Ltl Xqt(—a 232)J
ag —

232

Expanding this result:

a0 = Vl ;flJ +(—a) = — <a1 - Vlzjﬂ) . (5.3.4)

This demonstrates that the sequence is equivalent to the negative of the desired

result of Seiler’s Montgomery reduction (Equation 5.3.2). Compared to the two
variants in Algorithm 33 and Algorithm 34, Algorithm 35 is 2 instructions and 1
instruction faster than the two implementations in Algorithm 33 and Algorithm 34,

respectively.

NTT for negative polynomial. The poly_split() function produces a negative
polynomial. To handle the polynomial multiplication for negative polynomials using

NTT, we recall the fundamental linearity property of Discrete Fourier transform

(DFT) and NTT:

Property 1 (Linearity of DFT [54]). Let a and b be complex numbers, and let
and y be n-point signals such that DFT(z) = & and DFT(y) = §. Then, the DFT

satisfies the linearity property: DFT(ax 4 by) = a& + by = az + by.

Property 2 (Linecarity of NTT [5]). Let a,b € Z,, and let x and y be polynomials
in the polynomial ring R, such that NTT(x) = & and NTT(y) = y. Then, the NTT
satisfies: NTT (ax + by) = az + by.
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Proof of Property 2. The correctness of both Property 1 and Property 2 follows from
the linearity of the transform. To demonstrate, we use the example of polynomial
multiplication in R, = Z,[z]/ (2" + 1) as adopted in Raccoon. Let ¢ be the 2n-th
root of unity in Z,, and let w = (* be the corresponding n-th root of unity in Z,.

The forward NTT computation for the polynomial ax + by can be written as:

n—1

NTT(ax + by); = Z(ami + by;)'w" mod ¢

S
Il
o

3
—

= Z(axi + by;)¢*9 " mod ¢

=0
n—1 n—1 535
= 3 (aw) T mod g + > (by )Pt mod g O3
i=0 i=0
n—1 n—1
= az 2;C% mod g + bz 1;:C%9 7 mod ¢
i=0 i=0
=a%; +by; modq,j=0,1,...,n— 1.
This completes the proof. n

Now, consider the case of a negative polynomial —x. The NT'T computation for
—x is simply a special case of Property 2 with a = —1 and b = 0. Therefore, we
obtain the following relation: NTT(—xz) = —& = —NTT(z). This property holds due
to the linearity of the NTT, meaning that negating the polynomial simply negates
the result of the NTT computation.

Recall that the polynomial multiplication of a and b in R, using NTT is com-
puted as ¢ = INTT(NTT(a) o NTT(b)), where o denotes pointwise multiplication
of the NTT-transformed elements. For two negative polynomials —a and —b, the

polynomial multiplication using NTT is performed as:
¢ =INTT(NTT(—a) o NTT(-0b))
= INTT((=NTT(a)) o (=NTT(b)))
= INTT(NTT(a) o NTT(b)).
In this case, the pointwise multiplication of NTT(—a) and NTT(—b) naturally can-

cels out the negative signs, and the subsequent INTT computation is performed as
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usual.

Other adaptations for negative polynomials During Raccoon’s key generation
and signature generation, we also need to handle the polynomial multiplication of a
negative polynomial and a normal polynomial. Consequently, it is essential to keep
track of negative polynomials in the signature generation and utilize the associated
components in Raccoon to properly manage the negative signs.

For example, during the computation of [z] := cpoy - [s] + [r] in Step 16 of
Algorithm 12, the use of the proposed double modular reductions (Algorithm 35)
and NTT for negative polynomials results in the NTT representations —¢épor, —[$]
and —[£], where [z] denotes the mask form of the sensitive data x, as described in
Subsection 2.1.1. While the pointwise multiplication of (—¢pely) o (—[8]) cancels out
the negative signs, it still requires subtracting —[#] to obtain the correct results.
Instead of directly subtracting —[t], we observe that the Refresh() component is
required to refresh —[s] and —[r] in Steps 12 and 13 of Algorithm 12. Because
this component mainly consists of addition of [0], we find it perfect to handle
the negative signs properly. Therefore, we propose two variants of the Refresh()
component in Raccoon for the computation of [z] := cpely - [s] + [r].

The first variant is computed as Refreshy (—[£]) =(—[0])+ (—[£]) = —([0] +[£]).
where the NTT-domain element —[0] is also optimized with the proposed double
modular reductions described in Algorithm 35. This approach maintains the neg-
ative signs for the follow-up computations. The second variant is computed as
Refreshy(—[8]) =[0] — (—[8]) = [0] + [8], where the NTT-domain element [0]
is implemented using the double modular reductions with Seiler’s Montgomery re-
duction, as shown in Algorithm 34. This variant converts the negative elements
into positive elements. Using the above methods, the computation proceeds as:
—[2] := —¢poly - [8] + (—[£]), and then in Step 15 of Algorithm 12, Refreshy(—[2]) is
used to eliminate the negative signs. It should be noted that these adaptations do
not add extra cost to Raccoon’s signature generation. On the contrary, the integra-

tion of the proposed double modular reductions with Seiler’s Montgomery reduction
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(Algorithm 35 and Algorithm 34) contributes to a further speedup of the Refresh()

function.

NTT/INTT implementations. The NTTs/INTTSs over ¢; and ¢, are computed
following the in-place double modular reductions. Due to the register constraints
of the Cortex-M4, which has only 14 general-purpose registers, performing the NT-
T/INTT computations for both ¢; and ¢, simultaneously is challenging, which would
prevent us from implementing a 3-layer merging strategy, restricting us to a 2-layer
merging strategy instead, thus increasing the number of memory accesses. As a
result, we perform the two consecutive NTT/INTT computations sequentially, en-
suring that all available registers are fully utilized to accelerate each NTT/INTT
computation over g;.

We adopt the 3-layer merging approach as in Dilithium [3] except that the 9-layer
NTT computation in Raccoon is well-suited for the 3-layer merging strategy because
a 3+3+3 layer merging strategy can be deployed for the computation without neces-
sitating more memory access operations compared to the 8-layer NTT in Dilithium.
The 32-bit modular multiplication by the twiddle factor in the butterfly units is
implemented using Algorithm 32 as presented in [57]. Similar to [2, 3], we adopt the
CT butterfly for both NTT and INTT. In contrast to the GS butterfly, using the
CT butterfly helps limit the coefficient growth and minimize the number of modular
reductions in INTT, which will be detailed below.

Lazy reduction in NTT/INTT. For Raccoon’s ¢ = ¢1¢2 = 16515073 X
33292289 = 549824583172097, a 64-bit signed integer can accommodate absolute
values up to 16775q while a 32-bit signed integer can accommodate values up to
130q; and 64¢s for ¢; and gs, respectively. To leverage the lazy reduction technique
in NTT/INTT, we need to ensure that all of the polynomial coefficients will not
exceed these bounds to ensure the correctness of the implementation.

As described before, the double modular reductions are required to split the 64-
bit polynomial over Z, to two 32-bit polynomials over Z,,. This step ensures that all

coefficients of the input polynomial are reduced to the range (—¢q, q). As a result, it
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is sufficient to verify that the input polynomial for the NTT stays within the bounds
of Montgomery reduction, namely, 16775q for a 64-bit signed integer. Subsequently,
the 9-layer 32-bit NTT over g; is executed using the Cooley-Tukey (CT) butterfly
structure. After the 9-layer NTT, the coefficients increase by at most 9¢;. These
coefficients can then be directly used in the subsequent matrix-vector multiplication,

without the need for additional modular reductions during the NTT computation.

The CT butterfly algorithm is also employed in the INTT, as in [2]. The use
of the CT algorithm in the INTT omits certain modular reductions, referred to as
"light butterflies” [2]. The first three layers of INTT with light butterflies would
expand N/8 of the coefficients by a factor of 8 and N/8 of the coefficients by a factor
of 4. The subsequent three layers of light butterflies apply only to 64 coefficients

and further expand 8 coefficients by a factor of 8 and 8 coefficients by a factor of 4.

The input polynomial for the INTT typically originates from the matrix-vector
multiplication, which produces polynomials with maximum coefficients in absolute
value of up to [ - ¢;, namely 4¢;, 5q;, and 7g; for Raccoon-128, Raccoon-192, and
Raccoon-256, respectively. After the first three layers of the INTT, the coefficients
may increase to 32¢;, 40¢q;, and 56¢; for Raccoon-128, Raccoon-192, and Raccoon-
256, respectively. These values remain below the maximum bounds, 130q; and 64¢s.
However, to apply the second three layers of light butterflies for the 64 coefficients,
these coefficients must first be reduced using Barrett reduction. The remaining
INTT computations, utilizing the standard CT butterfly algorithm, can then be
executed safely without exceeding the maximum bounds. Overall, the INTT com-
putation with CT algorithm only requires modular reductions for 64 coefficients for

each g;.

After INTT, the CRT computation is required to combine two 32-bit polyno-
mials over Z,, to the 64-bit polynomial over Z,. Let ¢ denote the 64-bit coefficient
in the 64-bit polynomial over Z,, and ¢; = c¢mod ¢; and c; = cmod ¢z be two
coefficients that need to be combined in the CRT computation. The CRT compu-

tation proceeds as follows: ¢ = ¢1¢2(g; " mod ¢1) + c2q1 (g7 ! mod ¢o) mod ¢. Similar
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to the reference implementation of Raccoon [95], the CRT computation is carried
out together with the multiplication of n~! mod ¢; at the end of two 32-bit INTT
computations. Specifically, we can precompute ¢; = ¢ - (g2n)~! - (23%)* mod ¢, and

I'and the nor-

Co=C-(@n)™' - (2%2)* mod ¢y to merge the multiplication of ¢; ', n~
malization factor (232)* into a single Montgomery multiplication at the final layer
of the INTT, i.e., ¢, = ¢; - ¢;. The final modular multiplications in the INTT will
reduce all coefficients back to the range (—g¢;, q;). The subsequent CRT computa-

tion, ¢ = g2 + c4q1, can be efficiently implemented using the smull and smmla

instructions, producing coefficients in the range (—2¢q, 2q).

5.3.2 Lazy reduction for masking components

In this section, we demonstrate that lazy reduction can also be applied to the
masking components of Raccoon, including ZeroEncoding, Refresh, Decode, and
AddRepNoise. These components in Raccoon’s reference implementation involve
numerous conditional additions/subtractions to perform modular subtractions/ad-
ditions, ensuring that the results remain in the range [0, ¢). We provide a detailed
range analysis to demonstrate that the lazy reduction technique can be applied
throughout the Raccoon implementation, eliminating many of these conditional op-
erations. By postponing modular reductions until absolutely necessary, we signifi-
cantly optimize Raccoon’s performance, reducing unnecessary computational over-

head while maintaining the correctness of the implementation.

Time complexity and output range analysis. We now conduct a thorough
time complexity and output range analysis to highlight the improvements gained
by using lazy reduction in the masking components of Raccoon while ensuring that
all computations are correctly handled without overflow. The time complexity here
mainly indicates the number of conditional additions/subtractions. We denote [z]
as the input masked polynomial in R, for output range discussion, and [z;] as the

input masked polynomial in R,,, where each [z;]=[z] modg, for i =1,2.
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ZeroEncoding. The ZeroEncoding subroutine encodes zero into d-sharing and
generates the masked polynomial [0]. This is achieved by recursively sampling d/2-
and d/2-sharing for the left and right sides, then adding and subtracting newly
sampled polynomials in Z, to ensure that the sum of the d-sharing [0] is equal to
zero. In the reference implementation of Raccoon, expensive conditional additions
and subtractions by ¢ are used for n coefficients to reduce each coefficient modulo
q during polynomial addition and subtraction across the system. This significantly

increases the time complexity.

By leveraging lazy reduction in ZeroEncoding, we reduce the time complexity.
Specifically, the lazy reduction eliminates 2nd-log(d) conditional additions/subtrac-
tions by ¢ when d > 2. For d = 2, n conditional additions by ¢ are eliminated
entirely. When d = 1, the encoding of zero is straightforward, and no further con-

ditional additions or subtractions are necessary, leading to no optimization.

Using the lazy reduction technique, the output of this subroutine is bounded by ¢-
log(d). For the maximum value of d = 32 in Raccoon, the ZeroEncoding subroutine
produces results with an absolute value of at most 5¢q. This value comfortably fits
within a 64-bit signed integer and does not affect the correctness of subsequent

computations.

Refresh. The Refresh subroutine utilizes the ZeroEncoding component to
generate a masking [0] and computes a fresh d-sharing polynomial [z] = [z] +
[0]. There are two variants of the Refresh subroutine depending on whether the

polynomial [z] is in R, or [z;] is in R,,.

The lazy reduction technique significantly reduces the time complexity of the
Refresh subroutine. Specifically, the technique eliminates nd conditional subtrac-
tions by ¢, or 2nd conditional subtractions by ¢;, excluding the ZeroEncoding
component. When including the ZeroEncoding subroutine, the total reduction is
nd+ 2nd-log(d) conditional additions/subtractions by ¢, or 2nd+ 4nd-log(d) condi-
tional additions/subtractions by ¢; in total. This substantial reduction in modular

operations directly translates into improved performance.
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Using the lazy reduction technique for these two variants produces results within

different output ranges:

1. When [z] is in R,: The polynomial addition [z = [z] + [0] is performed

directly, resulting in coefficients with an absolute value of at most |z|+q¢-log(d).

2. When [z;] is in R,,: The double modular reductions described in Subsec-
tion 5.3.1 are first applied to reduce all coefficients of [0] modulo ¢; and gs.
This step ensures that all coefficients of [0] are reduced to the range (—g, q)
before the polynomial addition. In this case, the output range is limited to an

absolute value of at most |z;| + ¢;.

AddRepNoise. The AddRepNoise subroutine implements the Sum of Uniform
(SU) distribution in a masked fashion, which involves repeatedly sampling noise of
length |u| or |u,| and adding this noise to the masked polynomial [z]. The function
then refreshes [x] using the Refresh subroutine, iterating rep times. This addition
can also be carried out using the lazy reduction technique, which reduces nd - rep
conditional subtractions by q.

The output range of the AddRepNoise function is determined by the sum of the
initial value of [z] and the noise added across rep iterations. More precisely, the
output range for [s] and [t] in the keygen algorithm (from keygen) is given by:
|z| + rep-(2“ + ¢ - log(d)), and for [r] and [w] in the sign algorithm (from sign),
it is given by: |z| + rep (2" + ¢ - log(d)). The maximum value of these expressions
occurs when d = 32, leading to the following upper bound for the output range:
|z| +4 - (2% + 5q) < |z| + 21g. This result is well within the safe range of a 64-bit
signed integer, as it is considerably smaller than the upper bound 16775q. Thus,
the AddRepNoise function can be executed safely with minimal risk of overflow

Decode. The Decode subroutine in Raccoon is responsible for decoding a masked
polynomial [z] by adding all shares together and recovering the unmasked value z
in R,. Similar to the Refresh subroutine, there are two variants of the Decode

subroutine, depending on whether the polynomial [z] is in R, or R,,. By applying
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Table 5.1: Raccoon parameters [95]

Raccoon-128 Raccoon-192 Raccoon-256

k|lbd = = = = =|7 = = = = =|9 = = = = =
l 4 = = = = =[5 = = = = =|7 = = = = =
rep| 8 4 2 4 2 4|8 2 2 418 4 2 4 2 4
w |6 6 6 5 5 4,7 7T T 6 6 5|6 6 6 5 5 4

Uy | 41 41 41 40 40 39|41 41 41 40 40 39|41 41 41 40 40 39

k: Number of rows in A, length of vector t; [: Number of columns in A, length of vector s; d:

Number of masking shares; rep: Number of iterations for SU distribution; u;: Distribution

parameter for s and t; u,, Distribution parameter for r and w.

the lazy reduction technique, the number of conditional subtractions by ¢ is reduced
by n - (d — 1) for the case where [z] is in R, or by 2n - (d — 1) when [z] is in R,,.
The output range of the Decode subroutine is determined by the number of

shares, and it is given by:
1. For [z] in R,, the output range is at most d - |z|.
2. For [z;] in R,,, the output range is at most d - |z;|.

For the polynomial [z;] in R,,, the coefficients are stored in 32-bit signed integers.
Depending on the values of the coefficients, there is a risk of overflow, especially
for high-order Raccoon computations where the coefficients may grow larger during
subsequent operations. This potential overflow needs careful attention to avoid
errors or incorrect results after the Decode subroutine.

Table 5.2 summarizes the complexity reduction and output range for four Rac-
coon subroutines. The first and second rows of the Refresh and Decode subroutines
correspond to the cases where the masked polynomial [z] is in R, or [z;] is in R,,,
respectively. In summary, the lazy reduction strategy significantly reduces time
complexity, thereby enhancing performance. Furthermore, as will be demonstrated
in Section 5.3.2, the output range produced using this approach comfortably fits

within the 32-bit or 64-bit maximum bounds, without introducing many side effects
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Table 5.2: Complexity reduction and output range using the lazy reduction

# of conditional operation Output range (absolute value)

ZeroEncoding 2nd - log(d) q - log(d)
nd + 2nd - log(d) |z| + ¢ - log(d)
Refresh
2nd + 4nd - log(d) |zi| + ¢
AddRepNoise nd - rep |z| + rep (2% + ¢ - log(d))
n-(d—1) d- |zl
Decode
2n - (d—1) d- |z

in the overall Raccoon’s implementation.

Range analysis in keygen and sign. We now conduct a thorough range analysis
to ensure that, when using lazy reduction, most of the Raccoon computations are
performed correctly without causing overflow. Only minimal additional modular
reductions are required to guarantee the correctness of the implementation.

For the keygen algorithm, the ZeroEncoding and AddRepNoise subroutines in
Steps 3 and 4 of Algorithm 10 generate the masked polynomial [s] within the range
q - log(q) + rep (2" + ¢ - log(d)), which is smaller than 26¢ and comfortably fits
within a 64-bit signed integer. As described in the lazy reduction for NTT/INTT in
Section 5.3.1, double modular reductions can first reduce [s] to the range (—g;, ¢;),
allowing the NTT computation to proceed without further modular reductions. The
matrix-vector multiplication in Step 5 of Algorithm 10 produces [t] within the
range (—lg;,lg;), which can also be directly input into INTT, as detailed in the
lazy reduction of INTT in Section 5.3.1. The INTT then outputs results in the
range (—2¢,2q). The AddRepNoise and Decode functions will further expand the
coefficients of t to a range of d- (2¢+rep -(2"* +¢-log(q))). For the maximum values
of d = 32, rep = 4, and u; = 5 as shown in Table 5.1, this results in coefficients
smaller than 736¢q, which is well below the maximum bound 16775¢q for a 64-bit

signed integer. After the Decode subroutine, only one Barrett reduction is required
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to reduce t modulo ¢ for subsequent computations. Using lazy reduction in keygen
allows us to fully exploit the redundancy in 32-bit or 64-bit signed integers, thereby

minimizing the number of modular reductions required.

For the sign algorithm, the computations in sign are the most complex in Rac-
coon and require a more careful range analysis to ensure correctness. Steps 4 through
9 of Algorithm 12 are similar to those in Algorithm 10, with the main difference be-
ing that the parameter for AddRepNoise is u,, instead of u; in keygen. This does
not impact the range analysis, and the maximum bound of the produced w remains
smaller than 736q. Therefore, the range analysis for Steps 4 through 9 is identical

to that in keygen.

The critical operations occur in Steps 12 through 18. The Refresh functions in
Steps 12 and 13 are executed in the NTT domain, where [s] and [r] are split into
elements over Z,,, already being in the NTT domain. As a result, the maximum
value of the coefficients in [s] and [r] is less than 9¢;. As shown in Table 5.2, this
variant of the Refresh subroutine over Z, generates an output range of |x;| + ¢,
i.e., 10g; in this case. Coefficients in this range remain within the maximum bounds
130q; and 64¢-, ensuring they can be safely handled in the subsequent computations
in Step 14 of Algorithm 12.

In Step 14, the polynomial multiplication and accumulation cp,-[s]+[t] first
multiply [r] by 273 mod ¢; to maintain the same Montgomery domain as ¢y, [s]-
This reduces the maximum bound of [r] to ¢;. Then, Step 14 generates [z] with
coefficients in the range (—2¢;,2g;). The Refresh function in Step 15 expands the
maximum bound to an absolute value of 3¢;. For d < 16, the Decode function in Step
16 produces results smaller than 48¢;, which fit within 32-bit signed integers and
require no modular reduction. For d = 32, however, the Decode function generates
results within 96¢g;. When using modulus ¢s, this could exceed the maximum bound
64q-, necessitating an additional Barrett reduction in the Decode function to prevent
overflow. After the Decode function, a final Barrett reduction is required to reduce

z, enabling it to be passed to INTT and then serialized as the signature.

144



Algorithm 36 Left-shift operation by 42 in Raccoon
Input: The 64-bit coefficient a = ag + a; - 232

Output: a << 42
1: 1sls ay,aq, #10
2: movs ag, #0

3: return a = ay + a; - 2%

5.3.3 Tailored implementations for Raccoon

Apart from the optimizations discussed earlier, we also introduce additional im-
provements specifically tailored for Raccoon’s parameters.

Polynomial shifting. Some operations in Raccoon are performed over the
polynomial ring R, with a 49-bit modulus, which may involve 64-bit polynomial
operations. On 32-bit platforms, certain 64-bit operations, such as right /left shifting,
can be expensive due to the need to carefully manage results for both the high and
low halves of the 64-bit value. However, we observe that the shifting lengths in
Raccoon are limited to v; = 42 and v,, = 44. This observation allows us to optimize
these operations specifically for v; and v,. As shown in Algorithm 36, the left-
shift operation by v; can be accomplished using just two instructions, which offers
a significant performance improvement over the reference implementation that uses
variable shifting lengths. For comparison, the ARM compiler? with -O3 flag typically
translates the left-shift of a 64-bit value into 8 instructions. Similar speed ups can
be obtained for right-shift operations by 42 and 44 in Raccoon.

Coefficient reduction. Due to the throughout usage of lazy reduction in Rac-
coon, the coefficient reduction is still required to reduce the coefficients of polyno-
mials in R, or in R, down to a small range so that the subsequent computations
will not overflow. We adopt the modular reduction presented in the reference imple-
mentation of Dilithium and tailor it for the moduli ¢ and ¢; of Raccoon. For 32-bit
modular reduction modulo ¢;, the instruction sequence is similar to the modular

reduction for Dilithium’s modulus, which only takes three cycles on Cortex-M4. The

Shttps://godbolt.org/
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Algorithm 37 The 64-bit modular reduction modulo g of Raccoon
Input: The 64-bit coefficient a = ag + ap - 23% with |a| < 25 — 2% — 1 and 64-bit

modulus ¢ = qo + q; - 2%2.
Output: 7 =a mod q € (—¢,q)

1: add tg, a;, #2'6

2: asr to, to, #17

3: smull ty,t9,t0, Qo

4: mla o, %y, q1, to

5: subs ag, 1

6: sbc aq,ts

7: return r = ag + a; - 22

instruction sequence of the 64-bit modular reduction modulo ¢ is shown in Algo-
rithm 37. It only needs six instructions and outputs results in (—¢,q). A 64-bit
conditional addition by ¢ is required to reduce it to [0, ¢q) for the following compu-
tations in Raccoon. On the contrary, the 32-bit modular reduction modulo ¢; does

not necessarily need to reduce it to [0, ¢;) and can be achieved in a lazy form.

5.4 Enabling high-order Raccoon on IoT devices

Raccoon provides high-order masked implementations with up to 32 shares. These
implementations require splitting each secret polynomial into d-share polynomials,
which can lead to significant memory consumption. As a result, high-order masking
implementations are not feasible on memory-constrained devices. For instance, the
reference implementations of Raccoon with d > 16, Raccoon-192 with d > 8 and
Raccoon-256 with d > 4 cannot run on the selected platform with only 640 KiB
of RAM. Therefore, memory optimizations for high-order Raccoon are essential to
ensure both protection against side-channel attacks and the practicality of Raccoon

on such devices.

In this section, we propose several memory optimizations aimed at reducing
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the memory consumption of Raccoon, thus enabling high-order Raccoon to pro-
vide stronger side-channel protection on memory-constrained devices. The memory
consumption of the sign algorithm is the major obstacle hindering its practical de-
ployment on such platforms. Therefore, we mainly focus on reducing the memory
usage of sign in this section. The memory optimizations for keygen and verify

can be carried out similarly.

5.4.1 Streaming the matrix-vector multiplication

The most memory-consuming operation in Raccoon is the matrix-vector multiplica-
tion with the d-share polynomial vector. As shown in Figure 5.1a, the green entries
in the polynomial matrix and vector represent the actual memory used during the
matrix-vector multiplication in Raccoon’s reference implementation. Each n-degree
polynomial in R, consumes 4 KiB of stack memory. The polynomial matrix A
therefore accounts for 4kl KiB; the secret polynomial vector [r] consumes 4id KiB;
and the d-share polynomial [w] accounts for 4d KiB. The polynomial matrix and
the d-share polynomial vector are the main reason of the large stack usage. Both of
them need to be used twice in Algorithm 12. Consequently, time-memory trade-offs

are required to enable high-order Raccoon on memory-constrained devices.

Streaming the matrix A. Instead of retaining the entire matrix, one can gen-
erate the matrix A on-the-fly and store only a single entry at a time, following the
approach proposed in [57]. This requires generating the matrix twice, in Steps 6 and
17 of Algorithm 12, but it can save 80 KiB, 140 KiB, and 252 KiB of memory for
Raccoon-128, Raccoon-192, and Raccoon-256, respectively. We apply this strategy to
Raccoon-192 with d = 8 and Raccoon-256 with d = 4. These variants of Raccoon can
be deployed successfully on the selected platform without significant performance

degradation, as shown in Table 5.5.

Streaming the d-share vector [r]. As d increases, the stack usage of [r] and

[w] grows linearly. When d > k, the stack usage of the d-share polynomial vector
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(a) The reference implementation (b) The proposed implementation

Figure 5.1: The matrix-vector multiplication implementations of AX[r]=[w] in

the sign of Raccoon

[r] surpasses that of A. Consequently, streaming [r] becomes essential to reduce
memory consumption in Raccoon. As shown in Figure 5.1b, we generate only one
d-share polynomial at a time, which reduces memory usage by 4(I — 1)d KiB. It
is important to note that the AddRepNoise subroutine requires generating x secret
key bits to sample a secret polynomial noise and add it to [r] in Steps 5 and 7 of
Algorithm 12. The reference implementation generates these bits using random bit
generators within the AddRepNoise subroutine. However, this approach does not
guarantee the same secret key bits, which is necessary to regenerate [r]. To address
this, we pre-generate all required secret key bits and reuse them to regenerate [r] in
Step 14. This strategy is employed for Raccoon and Raccoon-192 when d > 8, and

for Raccoon-256 when d > 4.

5.4.2 Memory reuse

In addition to the matrix-vector multiplication, the internal structure of the secret
key, public key, and signature in Raccoon also contributes significantly to memory
usage. The public key consists of a k-dimensional polynomial vector t, which oc-
cupies 4k KiB of memory. The secret key comprises the public key and a d-share,
[-dimensional secret polynomial vector [s], consuming 4ld KiB of memory. The sig-
nature consists of a k-dimensional hint h and an [-dimensional vector z, requiring
a total of 4(k + 1) KiB of memory. The d-share secret key must remain intact to
preserve security against side-channel attacks, as stated in [95, Section 2.5]; thus,

the memory space for the secret key cannot be further reduced.
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We carefully analyze the operation sequences in Raccoon’s sign procedure and
identify opportunities to reuse memory for the polynomial vectors in the public key
and signature. For instance, we reduce the memory required for the [-dimensional
z by using part of the memory allocated for [r], which is no longer needed after
Step 14. This optimization is only possible when d > [. Similarly, we can reuse [r]
for computing y, and w for computing h. As a result, we reduce the memory for
the polynomial vectors in the public key and signature by (8k + 4{) KiB, making it

feasible to deploy high-order Raccoon on memory-constrained devices.

5.5 Results and comparisons

The experimental setup is the same as the pqm4 [71]. The target Cortex-M4 board
is the latest platform supported in pqm4, the NUCLEO_L4R5 board, with 2MB of
flash and 640KiB of RAM. We use the optimized Keccak implementation presented in
Section 4.6 for benchmarking the proposed implementations. The masking random
number generator we used is the fast generator based on LFSR provided in the

reference implementation.

5.5.1 Speed performance of polynomial arithmetic

Table 5.3 presents the results of the polynomial arithmetic for Raccoon-128 on the
Cortex-M4. Compared to the reference implementation in [95], we achieve a com-
prehensive improvement in the performance of polynomial arithmetic. The polyno-
mial splitting operation involves the double modular reductions discussed in Sec-
tion 5.3.1. As shown, the proposed double modular reductions in Algorithm 34 and
Algorithm 35 outperform the implementation based on the state-of-the-art Mont-
gomery reduction in [57] by factors of 1.57x and 1.71x, respectively. The polynomial
joining operation, which includes the CRT computation, outperforms the reference
implementation by a factor of 1.63x. The performance improvements for NTT and

INTT are even more significant, with speedups of 2.54x and 3.98x, respectively,
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Table 5.3: Cycle counts (cc) of the polynomial arithmetic of Raccoon-128 on

Cortex-M4.
Split Join  NTT  INTT Left-shift Right-shift Add Addqg”
Ref. [95] 9795 22613 118455 171670 12371 14420 7236 10835
This work 6231 (5718) 13908 46677 43026 3801 4942 5970 9047
Ref/This work 1.57 x (1.71x) 1.63x 2.54x  3.98x 3.25% 2.93x 1.21 x (1.81x) 1.20x

%¢Addq denotes the polynomial addition with conditional subtraction of ¢.

Table 5.4: Cycle counts (cc) of the masking gadgets of Raccoon-128 on Cortex-M4.

ZeroEncoding AddRepNoise Refresh NTT Refresh Decode NTT Decode

Ref. [95] 3643 4621694 55 53 7228 7228
=t This work 3643 2838159 55 53 7227 7228
Ref. [95] 19377 4785073 40878 68634 10836 14937
=2 This work 14005 2941116 25776 36666 5972 5714
Ref. [95] 100749 4909375 144062 199455 32423 44725
= This work 71581 3028599 95438 117095 17827 17059
Ref. [95] 326040 17286545 4621694 523182 75590 104296
=3 This work 230879 11084177 278300 321628 41534 39743
Ref. [95] 900440 17783937 1073626 1294684 161901 223416
=10 This work 636435 11434030 731780 826092 88926 85086
Ref. [95] 2297856 73123134 2644266 3086391 334528 461657
= This work 1622473 47134002 1813245 2001820 183711 178759

because we thoroughly leverage the layer merging and lazy reduction strategies to
enhance efficiency. The 64-bit left-shift and right-shift operations are 3.25x and
2.93x faster, thanks to tailored implementations for Raccoon’s parameters. The as-
sembly implementation of polynomial addition and subtraction is also slightly faster

than the reference implementation.

Additionally, we compared the performance of four subroutines optimized with
the lazy reduction technique, as outlined in Subsection 5.3.2. The results, presented
in Table 5.4, demonstrate that employing the lazy reduction strategy in these subrou-
tines achieves speedups ranging from 1.38x to 1.81x. This optimization significantly

enhances the overall performance of Raccoon.

We also compare four subroutines that we optimized with the lazy reduction
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Table 5.5: Cycle counts (cc) and stack usage (Bytes) of keygen, sign, and verify

of Raccoon on Cortex-M4. Averaged over 1000 iterations.

Raccoon-128 ¢ Raccoon-192 Raccoon-256
Implementation
keygen sign verify | keygen sign verify | keygen sign verify
29073k | 65719k | 21851k | 45518k | 94450k | 35862k | 73878k | 124020k | 60837k
Ref.[95
199 83232 230752 | 111960 | 107864 | 290815 | 144800 | 140704 | 505320 | 185832
d=1
19637k | 39628k | 13226k | 30044k | 56658k | 21460k | 47631k | 79214k | 36098k
This work
82584 230104 | 111248 | 107232 | 332568 | 144152 | 140040 | 504664 | 185184
35245k | 72595k | 21851k | 53705k | 103777k | 35858k | 85407k | 136329k | 60 839k
Ref.[95
199 112008 | 284064 | 111960 | 140744 | 394720 | 144800 | 181660 | 583208 | 185832
d=2
22977k | 43196k | 13226k | 34448k | 61533k | 21458k | 53854k | 85741k | 36097k
This work
111360 | 283424 | 111312 | 140096 | 394080 | 144112 | 181120 | 574328 | 185184
46 043k | 85151k | 21849k | 68019k | 108992k | 35859k - - -
Ref.[95
199 164328 | 377292 | 111944 | 201180 | 504332 | 144800 - - -
d=4
28808k | 50052k | 13226k | 42113k | 67363k | 21460k | 64766k | 216313k | 36 194k
This work
164352 | 262143 | 111312 | 201172 | 504324 | 144152 | 192956 | 381444 | 185184
111445k | 199892k | 21 852k - - - - - -
Ref.[95]
262636 | 299007 | 111960 - - - - - -
d=38
76364k | 129326k | 13226k | 105337k | 295197k | 21447k | 150611k | 969455k | 36 193k
This work
262636 | 557604 | 111312 | 266848 | 488072 | 144152 | 344696 | 504648 | 185192
Ref.[95]
d=16
100786k | 436 475k | 13284k
This work
426492 | 611648 | 111320
%The first row of each entry indicates the cycle count and the second row refers to stack usage.

as described in Subsection 5.3.2. As shown in Table 5.4, using the lazy reduction
strategy in these subroutines results in 1.38x to 2.61x speedups, which further

improve the performance of Raccoon.

5.5.2 Performance of schemes

The cycle counts in Table 5.5 are measured by repeating each subroutines 1000
times, while the stack usage is measured by repeating 100 times, and take the aver-
aged results. Combining all the aforementioned optimizations, including the efficient
double modular reductions, lazy reduction for Raccoon subroutines, as well as the
tailored optimizations for Raccoon operations, the proposed implementations reduce

32.46% ~ 40.01% of the clock cycles compared to Raccoon’s reference implementa-
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tion. Moreover, the proposed memory optimizations enables the usage of high-order
Raccoon, namely Raccoon-128 with d = 16, Raccoon-192 with d = 8, and Raccoon-
256 with d = 4,8 on the selected platform. Note that it could be extended to

low-order Raccoon on platforms with more limited memory.

5.5.3 Comparison with masking Dilithium

Since Raccoon closely resembles Dilithium, Table 5.6 compares the performance of
Raccoon-192 with the state-of-the-art high-order masking Dilithium3 [18] on the
ARM Cortex-M4. Both Raccoon-192 and Dilithium3 provide the same security level.
The results in [18] were obtained without accounting for the signature generation
repetitions required by Dilithium. However, due to the rejection sampling procedure,
Dilithium’s signature generation typically requires approximately four repetitions. To
ensure a fair comparison, we scale their results by a factor of 4 before comparing

them with Raccoon-192.

As shown in the table, Raccoon-192 achieves speedups of 1.97x, 5.27x, and 3.51 x
over the masking Dilithium3 for masking orders d = 2,4, 8, respectively. Although
the unmasked Raccoon-192 implementation is significantly slower than the unmasked
Dilithium3 implementation, we observe that as the masking order increases from 1
to 4, the performance of Dilithium3 deteriorates by a factor of 54.52x, whereas
Raccoon-192 with d = 4 experiences only a 1.18x slowdown compared to Raccoon-
192 with d = 1. This indicates that increasing the masking order in Raccoon incurs
only linear complexity, making it more efficient in higher-order masking scenarios.
The lower speedup at d = 8 is due to memory optimizations that slightly reduce
Raccoon-192’s performance. These results highlight Raccoon’s superior efficiency in
masked implementations compared to NIST’s Dilithium, making it a promising LBC

scheme for side-channel-resistant cryptographic applications.
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Table 5.6: Comparison of high-order masking signature generation of Dilithium3

and Raccoon-192 on Cortex-M4.

Implementation d=1 d=2 d=4 d=38
Raccoon-192 56658k 61533k 67363k 295197k
Dilithium3 [18] 6523k* 121016k 355648k 1038972k

Dilithium3/Raccoon-192  0.12x 1.97x 5.27x 3.51x

a: Unmasked Dilithium3 implementation presented in Table 4.10.

5.6 Conclusion

This chapter presented the optimized implementations of the masking-friendly lattice-
based cryptographic (LBC) scheme, Raccoon, on the Cortex-M4 platform. The
proposed enhancements include efficient double modular reduction techniques, lazy
reduction strategies for Raccoon subroutines, and tailored optimizations for Rac-
coon operations, resulting in significant improvements in its efficiency. Furthermore,
memory optimization techniques for high-order Raccoon were explored, addressing
the challenges posed by memory-constrained IoT devices. These optimizations en-
hance the feasibility and practicality of deploying high-order Raccoon, ensuring ro-

bust side-channel resistance in memory-limited devices.
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Chapter 6

Conclusions and Future Works

6.1 Conclusions

This thesis presented efficient, lightweight, and secure implementations of lattice-
based cryptography (LBC) specifically tailored for Internet of Things (IoT) devices.
The research addresses both the algorithmic design and implementation aspects to
ensure practical deployment in resource-constrained environments. The main theo-
retical contribution of this thesis is the improvement of Plantard arithmetic intro-
duced by Thomas Plantard in 2021, referred to as the improved Plantard arithmetic.
Theoretical proofs of correctness for the improved Plantard arithmetic are provided
from two perspectives, demonstrating its validity. We showed that the proposed
modular arithmetic is particularly well-suited for NTT computations with word-size
moduli and can replace the state-of-the-art Montgomery and Barrett arithmetic in
the NTT computations of several LBC schemes, including the NIST PQC stan-
dards Kyber and Dilithium, on three 32-bit IoT platforms. The optimizations for
Kyber and Dilithium presented in this thesis represent the current state-of-the-art
implementations and have been integrated into the popular pqm4 repository. Addi-
tionally, this thesis proposed two optimization techniques—lazy rotations and mem-
ory access pipelining—to enhance the performance of Keccak, further improving
the efficiency of PQC schemes that heavily rely on Keccak. The optimized im-

plementations of Kyber, Dilithium, and Keccak on Cortex-M4 have been integrated
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into the popular PQM4 repository [71], showcasing their practicality and promising
efficiency. Moreover, side-channel secure cryptography, which protects implementa-
tions against side-channel attacks, is another important area explored in this thesis.
The efficient, lightweight, and secure implementations of the masking-friendly LBC
scheme, Raccoon, were studied. We also explored the memory optimizations for high-
order Raccoon, addressing the challenges posed by memory-constrained IoT devices.
These optimizations enhance the feasibility and practicality of deploying high-order

Raccoon, ensuring robust side-channel resistance in memory-limited devices.

6.2 Future works

Plantard arithmetic on SIMD. The proposed improved Plantard arithmetic
has been applied to several LBC schemes on 32-bit [oT platforms. However, its use
on mainstream platforms with more powerful SIMD instruction sets, such as AVX2,
AVX-512, and NEON, has been considered challenging due to the lack of efficient
instructions for performing the [ x 2/-bit multiplication in Plantard arithmetic. Con-
sidering that Plantard arithmetic has a larger input range and smaller output range,
it might be advantageous to limit coefficient growth in the NTT/INTT implemen-
tation, thus reducing the number of modular reductions. However, the performance
gains from this approach may be limited and require further exploration. Addition-
ally, there is potential for customizing vector instructions for Plantard arithmetic
on RISC-V, which could help to further optimize the Plantard arithmetic for vector

extension on RISC-V platforms.

LBC deployment on real-world applications. This thesis primarily focuses on
optimizing the performance of LBC schemes on IoT devices. However, their deploy-
ment in real-world IoT applications remains an area for further exploration. Future
work could investigate practical approaches for efficiently integrating and securing
real-world IoT applications with quantum-safe LBC schemes and cryptographic pro-

tocols like IPSec, DNS, and TLS, addressing both performance and security concerns
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in the evolving quantum era [27, 33].

Efficient implementation of NIST additional DSA candidates. NIST con-
tinues to call for the evaluation of additional digital signature algorithms to diversify
the PQC DSA standards. The second round of the NIST additional DSA compe-
tition is underway, with 14 candidates across five categories advancing to the next
stage. It remains promising to further explore their efficient implementation on var-
ious IoT devices. Additionally, it would be interesting to investigate whether the
Plantard arithmetic can be applied to these schemes, such as the only LBC scheme,

Hawk, in the second round.
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