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Abstract As quantum computers developing rapidly, classical cryptosystems face a huge threat. Shor’s
algorithm can factor large integers and solve discrete logarithms in polynomial time on quantum computers, and
these two types of problems correspond to the difficult problems relied on by RSA and elliptic curve
cryptography (ECC) in classical public-key cryptosystems, respectively, so post-quantum cryptography that can
withstand quantum computing attacks have been widely studied in recent years. Post-quantum cryptography is a
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collection of public-key cryptosystems which run on classical computers and are considered to be resistant to
quantum attacks. Lattice-based cryptography was proposed as the most efficient and scalable type of
post-quantum cryptography to resist quantum computer attacks, which will replace classical public-key
cryptosystems (RSA, ECC, etc.) in the near future. The 256-bit Advanced Vector Extensions (AVX2) instruction
set is a class of Single Instruction Multiple Data (SIMD) instruction set commonly supported in Intel 64-bit
processors for parallel computing. However, due to the complex structure of lattice-based cryptography, it is
difficult to perform deep optimization for lattice-based cryptographic schemes with a high degree of adaptability
on Intel 64-bit processors that support the AVX2 instruction set. The AKCN-MLWE scheme is a lattice-based
key encapsulation mechanism (KEM) scheme proposed by a Chinese research team, which is based on the
module learning with errors (MLWE) problem. The scheme is also one of the winning algorithms of the
public-key cryptographic algorithm competition organized by the Chinese Association for Cryptologic Research.
In this paper, we present a high-speed implementation of the AKCN-MLWE scheme using the 256-bit advanced
vector extension (AVX2) instruction set provided by Intel 64-bit processors. Firstly, we pick the state-of-the-art
number theory transformation (NTT) algorithm, which reduces one layer of both forward and inverse NTT and
transforms one-dimensional vectors in the NTT domain into linear polynomials. Therefore, we tweak the
Karatsuba algorithm to calculate the linear polynomial multiplications in the NTT domain, which significantly
improves the computational efficiency and reduces the space occupation of the precomputed table. Furthermore,
we combine the advantages of the Barrett reduction and the Montgomery reduction and further use the lazy
reduction technique to reduce the number of times that modular operations are called. Finally, we achieve a high
degree of parallelization for all polynomial operations and design a parallel algorithm for polynomial
compression and decompression, which further improves the efficiency of our AVX2 implementation of
AKCN-MLWE. Our high-speed AV X2 implementation of AKCN-MLWE can complete a full key encapsulation
mechanism (KEM, including key generation, key encapsulation, and key decapsulation) in less than 0.04
milliseconds on an 8-core Intel Core i9-9880H processor, which is 8.84 times faster than the reference
implementation, including 7.07 times faster key generation, 7.90 times faster key encapsulation and 11.78 times
faster key decapsulation. Our high-speed AVX2 implementation of AKCN-MLWE outperforms many
lattice-based cryptographic schemes (Kyber, NewHope, and Saber, etc.) in the second round of the National
Institute of Standards and Technology (NIST) post-quantum cryptography standardization process at similar
classical security strength. Meanwhile, some of the optimization techniques in this article can be used to improve
the performance of Kyber, NewHope, and other lattice-based cryptographic schemes.

Key words post-quantum cryptography; lattice-based cryptography; advanced vector extensions; number theory
transform; modular reduction; polynomial operation

9, Shor SHVEME e AE BT S LA AT Y

1 515 S T 5 O ORI K R P 20 12 T 0

ON B R SV A ) 7 TR B AR T B R
FH 38 M 25 22 4 Bl a0 TLS,SSL 45 .RSA A
[ fth 2% 2% 05 4 9 B AT A )iz B RS S H
L, CATT BTS2 H ML), B B P
WA B B 25 24 V] 9 id A5 X5 H L R 1, 52
B DL AN AT SRR B )2 N B S TR
55 A AT Ml S5 - B R AR R U SRR
(IR W % R A 8 A 8 o 5 Ak o 2 38 A K )

W] A 22 U [R) 52 2% B2 P9 R A R b, R OR A t
ON BTG VR AR I LE AR G E SN AR X DL OB 1,
{HBEE & T 5 RS 1 AW 5, 4% G A RS 5
ARHIAE TR AR B AR R A 22 4 IR B B
WP ETHERH U AHENEE——FET%
T B I 98 oA H 22 ST 98 #4

2016 4 12 H 2 B EH Kbt SRR (NIST)
Al EER LR G B TR AR L T KE
(5 7 AHE R R %06 NIST 25001 )5



5% AKCN-MLWE i AVX2 B30z 3

B HM LR BN R A S AR
LA 26 A K2 Hgidk FE AT LUK
fith DA B 22 A% 8 = KRB xfe ey L PP 3 T O 4%
WHEEE T 12 MARELEEH T HARERLT
LA A 2 I 22 A i RO 1) SRV S B LA R
BT RE RO E AT R RN E R TR
12,2019 4 rp B 2 A 2 2 28 0 1) A [ B S SR
T 3% SRR S Rl BT IS BT B RS Sk 7 S AR
A 14 AR EL o 1L RE T B3
2 3 R AKCN-MLWEP 1 g v [ A 51 % A 4500 5%
LM IR TV 2 — B Ak UL R RSB AR
BT o E B 2 2 LR B R & ALAT.

R SR SR IE W A L /E LWE(Learning with
Errors) A e 1] B 4 B ) 02> ymAT i AR R,
HABA TR 0 Blq 2 0] PR B AR HER ) LWE
W e o) B 45 5 (Ab) Ml b=As+e, H
A € 73" s, e,b € Z§*! Ks e I MER BRUER K] LWE
R A ) 325 % A RN 1 R B e vz B i HL %
PR SO AR R KON T BRAR T SR [, 25
A1 3K /N Lyubashevsky 2542 Hi 7 RLWE(Ring
Learning with Errors) PR xf fia] #5031 b gt — ANk
2 BIAIAR, = Zy[X]/(X™ + 1) REARAERS T fRn 2
I B 5 4 R L B /N 2 T S R T ARG IR R
FEfE BT AE BT RLWE 51N T #4MIACEL
S, AT BEAFLE 2 A B R G dp i B2 HE )R A B AR
AR M OB T AR e e R RS (A —
ANT7, 3T MUWER PR i B 3% 1 e it 75 2278 % T
HIAGEH E51HE T — MR ERGER AN 2,3,4),
H MK RLWE A 48 BEn RARAIFIZ 1T 2% 5 RLWE
4.

AKCN-MLWEPTE ZE T MLWE [F X {8 4 () %
B 50 AKCN-MLWE (IS5 & &
18 FH B0 7 46 AR ot 22 T 5 afe v b AT I, it
NTT SCEA AEH G 1036471, R, AT AR 3 E47 8
ARXF AKCN-MLWE #EAT A S2 3L AV X204 h T
IRAbHE 2% P — 2 LRI K 1) B4R 4 22 4 (SIMD)

G A4 BT AR Ab PR 8 4H 32 fi #5164
16 Hr #5045, 11T AKCN-MLWE th =5 A7 502 N T
16 o7 19, PR b FRA T AT BAFE 23 R FH AVX2 X
AKCN-MLWE H )i Z iz ST ink. B4 H 1l o
IREFALTE 38 b DR TEAE L AVX2 BTN TE A48,

1 Intel Corporation, Intel® 64 and ia-32 architectures software
developer’ s manual, 2006

W1 AVX-512, 1 HAHXF AVX2,AVX-512 [ F:4T 14
PR B2 R T R H AVX-512 X 27 5yt
ATRACSE DN 2 AR I B RN A AH R T
AVX2 $545 BT R 2 E AVX-512 5 ILAE 1)
KEZH IR, K2 ORI AVX2 X5
ST A ST 1 REXT LE A TR
T K AKCN-MLWE [l it fe 5 H e 5 & 1350
SR RREREAT 0] Ll AR SR B AVX2 S5
AKCN-MLWE #EATH040AHE, T AVX2
AVX-512 B T a7 fE o KNS 73 48 S B AN A 41,
FLARL U B A AR R e R AVX2 X6
AKCN-MLWE HEAT 14T LI 7T DAHE) ™ 2]
AVX-512 FH3RAG FAR S PE RS X549 AR
BAPEEAE I 22 TAE A 3ET . AKCN-MLWE 1 3. [
BT B (28 R IR S TR 2 Rl K5k
W 2 7% () 2 A BRI = N O R E S E H E
T 5E A% B B B R AT A S B A B
AT LU TR E AR 1) J5 &7 3 A S bR ) 2 AL
RSB R s, MR B E BA 2 H E R
BN L AR AE B E LA

AR N 3R B SR SR AR I R Rk
% AKCN-MLWE, 78 7 R F AVX2 5K 1 47 14, %
HIR 2 2 0 geiE: 2k, 22 s JE AT Ak
SEIRI FE AR S EEOTERA DU JL AL 2 IRk
R S — 2/ NTT 37454 Karatsuba 53553
AT 5 3 FETH S B CR I R I BRAR T =5 18] A 2. 78
IyeEAT Barrett L9985 LA S R L9 5
(PR 34 SR B T 20 98 80, [ B {38 ) S 38 240 ik 1 7 7%
B /MECLTIRIREL3. X Z AN JE AL S
VEHAT T @ AT AL, 3 — 2B FR T S R

2 HxI1E

NIST Ja& 7% AR HENEEE 2R & L%t
[ A 7S [ A S 38 ) S0k A7 AR A, e P S 9 AVIX2
(o Rb 3 38 2 B B AR & 2 — 2 BURIL AR A
RHIFRAZ T 5T AVX2 FIPUE SEILNIST 25 5815
WHE B 5 AKCN-MLWE S35 AH S M m i ik
455 F RLWE [ @) NewHope, & T MLWE i @
] Kyber.

Alkim 25 \OI7E 2016 4E A JF T NewHope 52,
NEET RLWE i) AL 3 1) 2 B A e s i BV E 1)
BEECh 12289, AR FVE s 28 NTT 247 2 17
0 R T SR 20 Barrett Z098H45 &



4 THEMLFR

(VI SE IR 29987 V.

Longal™&: A7E 2016 4E42 ! T £F %) RLWE
NTT () AVX2 Ak 77 2, Ho s FAR T 2N NTT
DA o R 7 A 1) 20 Dk B

Seiler™7E 2018 4E47 1 T % RLWE fJ AVX2 {1
75 % P LS T R NTT A2 Rk 280 50k

Bos 25 N[I7E 2018 4E L% T Kyber 51116
3C,ONEET MLWE ) @A %5 55 43 ¢ 5 8, IR I
NIST % — % fr ik Bk S HEETUEERET
NewHope ik 1 5 4k 503k, i H Seiler &
AT NTT i 2 oAk, HEHYE
AKCN-MLWE # A,/ 7681.

Lyubashevsky 25 A\ MI7E 2019 42 1 7 NTTRU,
X NTRU IS H0HAT 1R 2 vl NTT A,
HIR N Tgeq [X] /(X798 — 2384 + 1) b 3 10
NTT 5 ARI A Seiler 32 o (1) 732

E 2019 4F NIST 25 % /1, Kyber 5% 1) 2 80
1T 7 VR AS 28 TR MR — 20 NTT 59, HAEL
FH 7681 F#{% A 3329, AR 45 & T BRI Bkt £
Ak, A e LB A 8 3329 [AIREAH ] T ZEIR £1)8,
T AL T H MR —E 8 NTT BoA.

3 BE=EMR

31 FFeHRnR

T : 4 R=Z[X]/(X" + 1),R, = Z,[X]/(X" +
D), g EHn =271 X" + 18R 20 Ny |
Z Wi £ AKCN-MLWE 1 ,n=256,n"=9,q =
7681.1EH T BER/RR, R, 0 3 MR NG FBE R
ANEIRBONR, R, P TR M 1) 8 FH A RS - B
TR BTA [ B RN & v 8AT RoR
Ira e R R )

DA KT —ANEES, As « SERs AN
B AR AS LR,

Y Rt B 4 Sam & s — A Al i AT
K B L ¥ 50 4 A3 0 B RR B0 R i R A, T
y ~ S :== Sam(x) 7~ Sam 7E iy Ax B LT =4 —
MBI ARTEE A S EI{Hy AKCN-MLWE H i
SHA-3MH1 (¥ SHAKE-128 5 SHAKE-256 1E AT ™
Je i BRI ) P T R R A R R SR

IR SRR AKCN-MLWE PR FAEH A 12 )
Bl L I A A By R, By E X B
{(a;, b)}_; < {0,135 JEHth Y] (a; — b)) Frhn
e B IERH IR FEA LRy € REUA RV € RF 2

T I e I 3 AT A D U B v (v ) PR A TR
B i O A A B, (BB ) A L.

BB HINTT)E X NTT HIE T e e
e 004 2T = Y150 a, X; € R HEHARNTT 18 1
% T a. AR B, E SO NTT™ 5092380 1) S id 4
HeNTTH UZA NTT 2 a%s e AR, 1) 2 1512
a, BB A N e = NTT™Y(NTT(a)), 3 B
¢ =ab = NTT }(NTT(a) o NTT(D)).

E48 S5/ E4E € ek £ Compress ,(x, d), fil A
x € Lo it — AN 78 [0,2%) 3 A 1) 8 4, 3L o
d < [log,(q)). 534N 5€ L —/Decompress,, b £ fi
By = Decompressq(Compressq(x, d), d),x' T —
MBI IGE AE AKCN-MLWE H1 R 46 i 505
il 1= 44 PRy

x"" = Compress, (x,d) = |x - 24 /4|
x = Decompress, (x",d) = |x" - q/24]

S A 5 i 48 R H ) B 72 7T DA 5 n g i
Tt F 0 BH R %85 S (1) — 6 GF fige % (%) TE A 2 5 1) AN K
(RAERAE ELRE, AT AR ARG 2 BH AR 285 S ) ik 2 ).

xR B EHILIRMLH] AKC(Asymmetric Key
Consensus): —> AKC Ll £, 7 — % 2 T X i 7] 5
R, Con Fl Ree, H T2 i X7 18 U BHFL IR 8
X o #i Con(ay, ky, params) iy N oy € Ly, ky € Ly, ,
UL K % % 5 Biparams = (q,m, g), 5 H R R 5 R
v € Zy .2 #Rec(ay, v, params) il N o, € Z, v, i
ik, € Z,, A& AKCN-MLWE t FEiR 80 (1) H AR
EA W]

v = Con(ay, kq, params)
= |g(oy + lk1qg + m])/qImod m
k, = Rec(o,, v, params)
=|m(v/g — 01/q)Imod m

1B B2 2 RN ORIE T 2oy — 0p] < dIFH
ki = ky, B 20y (£, 2 5] 73 A NG v 5 by 1970 A1 3
3.
3.2 AKCN-MLWE

AKCN-MLWE 7 % 2 56 T4 R s g 3R Al
MLWE [ X fin] R ) 85 BH 3 2he T 8 I A He Ak 3
1 i& AKCN-MLWE (1) #% .0 535 3 A 2 9 5
55 JIND-CPA % & 1 2 #H W %
(AKCN-MLWE-PKE=(KeyGen, Enc, Dec))% i3, il
IND-CCA2 % 4 [ % # # & M
(AKCN-MLWE-KEM=(KeyGen, Encaps, Decaps)),
Hr AKCN-MLWE 125 BH B AL al o
B w53k #HE 4T FO A e (Fujisaki-Okamoto



5% AKCN-MLWE i AVX2 B30z 5

transformation)™® {4 2 1 J& . i T A ¢ % & N 4
AKCN-MLWE FJi 21z 5B PO S8, PRt A S R
AT EE A 41 AKCN-MLWE H1 IND-CPA % 4= 1) 2§30
B BE T E T AKCN-MLWE JiE 238 5 1) pid
S A K AKCN-MLWE H (1) 2 B B ML st mT
SRR T R

AKCN-MLWE & # 57 /£ 2 3 30 3 R, =
Zo[X1/(X™ + 1) b, 3L 55 2 B0 e UG 75 L
R 2 AL S E T DUMEH NTT ka7 phod s
WAL RLWE AR, N 112 A FPEREZ (5]
VE—APA, T MLWER R A5 1% 1 T 7 R AE
Z ORI G 53T —/MRANWYEE K (GEE R
2,3,4),HFEK RLWE F 4 EnkRUEIS TR S
RLWE #H24. B 4T MLWE )75 ZA%F T RLWE
I HAG AN RIEE AR R A A 2 2 F R TR
I, i R Y R R AT PR R, b AR A I S AT LA
Wi AR Ak B 1 5 R E AL MAE ST RLWE 17
S AN 2 A AR IR T S W 7 AR JF B
PUE A SEHUA I A Z B AKCN-MLWE 5] A\ [k
UERERE A € REF ZEILIERS 1 MLWE (¥ IR
I R AR AT X P G (A, £), A € RFK e REIX
GrtiE AR FBE B B 34 /2 38 4 72 1) s, e € RE
B i B As+e 5 OFH oM o2 WO
], AKCN-MLWE-768 3 W 4L HEFE S 40, i sk 1 .
Horp | K| TR B H B 2R R = A L = KT
B, e 22 BB KT A RS BROIN 5 )  AH X JE S XL
5 A& i R R TR AT 0 A% i, DL DR B B BIL S 1
NZ AR, H 2 B TR K4, q L

%=1 AKCN-MLWE B :mBHEFESH

75 K] n q n 9
AKCN-MLWE-768-1 256 256 7681 2 23
AKCN-MLWE-768-2 256 256 7681 2 24

Rk t t, l csec  pgsec
AKCN-MLWE-768-1 3 3 3 163 148
AKCN-MLWE-768-2 0 4 3 163 148

Hik err  pk(B) c¢(B) bw.(B)

AKCN-MLWE-768-1 271664 992 1056 2048

AKCN-MLWE-768-2 27128 1280 992 2272

H IR, AKCN-MLWE 7E % 1T, A T8 T g fi
R R T 5 Frodo-KEM A [R] f M 35 4>
A1, AKCN-MLWE  [FJFASHFIET 1R [ & /A0 =300
A, A3 1 P I RoR g S A S H g F T oR

A6 AR 2 B LR AL v R B HUE 2 (L 3.1
), A, BT BRI B SR ) — SR A R A
NEZE 1 IR PR A 520, PRt AKCN-MLWE 4 T 98
D DN BHRER ST RN 9800 A B 2 1) s 5, I B R
N EGE 7Bt Sty 70 AR IN A B RVE SO 4R Ty
BLUNBHAEH csec Spgsecsy 7l 2 on it N S B
AKCN-MLWE HEAMfERE & T L4585 err N
HHRA pk(B)+ c¢(B)~ bw.(B) AR A #L
5 KEM Bk 18 h AR RTEE (pk, o) )71 968 K/, 5
(O SESS

T HSEAE N HMESCKE LA AFE T
R RS HCE AN 128 5 G522 iR A 7 L 1
GATUAR FEHERE ] AKCN-MLWE-768-1 X4
SHA SN KA IR S 50T S

HE 1. AKCN-MLWE.PKE.KeyGen 284 ik

1 (o) « {0,1)%°
2: §~R";’<k = Parse(Sam(p))
oL NTT SR RFA € R

3:  (s,e) ~ Bf x BF == CBD, (o)

& M, T A AR 5 ) Hs, @ € RY
§ :== NTT(s)
t:=NTT'(A-8) +e

pk = (Compress, (t,d,)||p) = pk:= As+e

sk =8 mod q > sk:i=s
RETURN(pk, sk)

e A

AKCN-MLWE-PKE [ 812 s n 1% 1 B,
£ AKCN-MLWE #8124 i ki i 2 B is B2
H5EAs+e, AT A NTT XX A~ E & st 47
# AKCN-MLWE 15 ¢ i it SamflParse 72, Llp Ny
P74 R AE NTT 3R AEFEA SR K S s NTT 2
SHEAT i 706, I Je K NTT 35 ) 1) o 45 SR 4 R IE
i %2 1 2C O X OE AT 5 2 5 B AL sk A2 B
NTT JERIEAT A 1, 5 5 82 7 2R F RAEH kAT
% T VE VB XA T DLSkE e A AT RO AR
P 1o S I 2R T A B ) 5 B B e R T 1 22 T X
TE AT A7 4# , IXFF 7T LA Compress BR EL 45 /N 2
EH AT it 22 18], 773 4R CompressFl1Decompress b
K T R AR 0B AN A A AR P AT R R A IE

Bk 2.
Tl By

CPA-% 4 K] AKCN-MLWE.PKE.Enc

A Apk = (¢, p), W XXm, BENL B



6 TR

1 Y := Decompress(t, d,) > Y =t q/2%
2. A~ RE*k .= Parse(Sam(p))
oL NTT S RFA € REXK
30 (r,eq,e)) ~ By X B x B, = CBD, (r)
oM B, =L [ Es, eq € RE, e, €R,

u=NTT!(ATof)+e; >u=ATr+e;
v=NTT }(Yof)+e,cv=YTr+e,

¢1 = Compressy(u, d,,)

I A A

¢, == Con(v, m, params)
10: RETURN c¢ = (¢]|cp)

ByE3. CPA-%4: ) AKCN-MLWE.PKE.Dec fi#
SR

W sk = s, % e = (u,v)
it A SCm

1:  u:= Decompressy(u,d,)
2: Z:=5ToNTT(u)

3:  m:= Rec(Z,v,params)

4 RETURNm

AKCN-MLWE 1) 22 55 o A fig 8 5002 an S50
2,595 3 P 5% A ARE A ), N SR R
B A A= B2 15 A [ () Ff -1 p i it Sam Al Parse B
B B i TR p RAE N A BH B —E o e A TTF
{10, 33% ] DAERIE s i FH 0 A B A A BH A B 1)
FERE — BB, B L 1R 91 B, 2R
BRI 5 (1, eq, e) BE T 1155 X, v.

33 gLk

LA (NTT, Number Theoretic Transform) &
MR, 2 Wiz ) — MRE SLBLEE B 2
B B 37 H- A5 He (DFT, Discrete Fourier Transform)ff)
—/NRF AT T DFT 278 & 50 - e e 71t
SO R T T B S R SO SRS
] L IX {543 DFT A& A T iH EHERf FE 2R IR &
BTSSR T NTT 1B B DFT A2,
FEIE T A ) PR S

T ZMAHRR, EH Ak £ 0 Xa=
Yi) ai X', b = Yio) b XU AR NTT 2 i ofe
e = abEEAE LR =t R

DNTT T AAEBNTT): A2 ik a, b5 7

TR A R NTT 8, gk Z8wl £oR
Zq AL TC R SR AR (PR A7) NTT 35 B
HICE a, b5 B @, b3 7. 24 75 BOR A 4 B8 ) B 4%
o) NTT S, 27 40 B a7 2 g 4 22 10 X
ST NTT.INTT S EH IR 2 5ia, R 5
AT S R NI R e R a.
n-1
a =NTT(a) = a;wY mod
(@ jozo , q

2) 153 (o): Fe S NTT 31 st K @, bHEAT s gfeis
5,06 = @0 by i € [0,n). A En A Feidiz H A
Al T HARAN Fedia S A3 ELMOL (1), IR e mT BAR
AVX2 ZFATRIAREAT I,

INTT Wi [a A #(NTTY):F A F ik A R4 2 1
I (K AR e e IR e NTT 2 5 NTT
A AE T B e i R Fw Ly = Vw

n—1
¢ =NTTY(é),c; =n"ty™" > Gw ¥ mod
© Y ; 7 q

EiR NTT A1 NTT EER N0 (n?),
FIFH CT-FFT (Cooley-Tukey Fast Fourier Transform)
A] LL# I 2 v 2 i AR DFT (B NTT) I (3] &2
ik — B BRAK, CT-FFT 1 35 B A2 B b 2 T
X8 = R ong A B Nng 12 0
(n =ny X ny), R JE XA Fyn, 1 2 T 3 —
AT DFT(E NTT)AR 4, ix N ik 241 mT BLigk I
AT HBE A 2 D K EIn, = 1.CT-FFT
T (ng = 2) 2 A ERRCE I PO se T &R
Fl CT-FFT 403k NTT [F0 [A] & 2% B A] B4 3
O(n - logn).

—ANSER L A TRIEE ] CT-FFT 45k

(¥ iF A2 A e = ab = NTTY(NTT(a) o NTT(b)).

T 1% AR TE B — A e B 22 T e v 1 I (R B
Z%E N20(n - logn) + 0(n) = O(nlogn), i H.i%Z 5
ERTLA R R AVX2 [ FEAT R4 T s A X
£ 5011 75 220 (n?) I ) 52 2% B 1) B0R) 15 3fe v, 4
NTT )2 T aeikia 17 202 v] DUAS B K 42 7
IEAME AKCN-MLWE 353 2 Tl v] LLid i
PRAF NTT 3800 2K 8> NTT i ) 28 6 19 7 8, BAIE
— PR RS AT R A G A R ALE AR R R B
WRENLAE I EUR NTT 38 EooER, A R EH T
B S AL B RIR] IR T AER, B A A
TCRZE NTT 235 5] 704 1. 53 A FAH sk 172 BA



5% AKCN-MLWE i AVX2 B30z 7

NTT B3 AT 17, 7] LU AR NTT JiF [ A8 48 (1)
WHL

ik 4. Al NTT Hi%

N IEH R Z TR a, T E R R E Tw
HiHCNTT ot &a
1:  FORNP=n/2; NP>0; NP/=2 DO

2:  i=0; j=0; k=0;
3:  FORI =0; i<n; i=j+NPDO
4:  FORj=0; j<i+NP; j++ DO
5. t = (wl[k] xa[j + NP]) mod g;
6: alj+ NP] = (a[j] —t) modgq;
7:  alj] = (alj] + t) mod g;
8: ENDFOR
9:  kt++;
10: END FOR
11: END FOR

AKCN-MLWE = (i ) NTT #1385 ] NTT 5H09%
ML 45505 5 R, KA FIR IR AR A AL, #
B3 AN EAEIAE I, A P AE P I AR A7 i AN
[H, 70 5k FH I CT W) i A7 #e (Cooley-Tuckey
Butterflies) il GS 1] i 4% ¥ (Gentleman-Sande
Butterflies). X W Pl i Ar 46t (1) 32 2 X il #E T CT 42
e N IE R 1 22 302X 7 SR IR Y NTT
Wtz GS AL H N NAL L P NTT 5t
R OB A0 22 AR AT 1) NTT A ) NTT
AR AAE A CT A1 GS AR 4 my DAkt 5 & 5 AL

SO, DUR B AT RER.
Bk 5. WA NTT Bk

BGNTT e R a, ok 5 e o Fw =1
Fr B R 2 Bia

1: FORNP=1; NP<n; NP*=2 DO
i=0; j=0; k=0;
FORIi=0; i<n; i=j+NPDO
FORj=0; j<i+NP; j++ DO
t=aljl;
al[j] = (t + a[j + NP]) mod g;

alj + NP] = w™1[k]t — a[j + NP]) mod g;

END FOR
k++;
END FOR
END FOR

Tl
=2

3.4 AVX2igSE&E

AVX2 TR IR AL FR S IR — B AR A 2 B
(SIMD)FE 44, 546 AVX2 J84 ] LIALFE 256 fi7ff)
AT A, BB R AR LAXT 4 4 64 (7 %E,8 4
32 frdE H 2T 16 41 16 A ¥k AN B Tia H. it
A AVX2 SEBETE SRR AR A AR AR
a2 I 5 A, 5 R A S, T LA 2 EE b
FR &R 5 SR AVX2 58K B AT 1 R 55 A R A4
A AR & A T B A B, B 0 B SR U TE A%
LR T NTT B bR ] 4718, i B
HFR gl 1 16 LU DAY, Rk AVX2 R & H T
R AL SEELAVX2 A% 16 41 16 {75
P AT F L AZ H IR 4 vpmulhw 1 vpmullw 7]
PAKE 16 A7 B 53 B K130 43 4 AT o
5, 7F Haswell 1 Skylake Ab3 &% H,3X 5 25 482 1
FEEIA 5 AN Bl A, D 5 16 41 16 A FidE ) 3fe
HRIBE R T 10 AN B AR SR B SR L e
o T A as R R R B AR ) A 3 4
T ek AR A 1T LAY A B AR IS AT R A R
T AKCN-MLWE H 58 g /T 16 ELis, PR FRAT]
F B AVX2 IR DL 16 LR IR 21X
B IF)— 2645 2 ] LA 2 BE 22 2H 5040

4 AKCN-MLWE & ;X AVX2 S3=E
GE 3 a0

AT A ER R AKCN-MLWE 50144k 5
EEN ORISR

D)2 WATE NTT s — 2o gt
Z A A & 5 et ] Karatsuba Sy iEAT 053 11
S A FH B /N P T R

ML)k 45 B T AL Barrett LRSS
R 2 ek 9 o 240 9 92, TR e S R S S R A
— 35 (BB F A FH SE IR 29 9 B A1 T BB R B

3)Z RIS A ] AVX2 X 2 TN i,
2P RIFFMCAZ A i AT
HAT I B AL 2L,
41 BEHFHIZMARE

AR Kyber 78 NIST 55 % o it B bk
NTT B fE— 2 X FEr] DR AT NTT Fid e
NTT FIPERE, M B AT DL T SR /N AR 2 5



8 TR

B B B P AN n 4k ) B e AR Dy P S n 4k 2k M 22 I3
=) & AR
411 ZMEZ U R Sk
XFFARSAEAR NTT J795, 55 A ndE £ I
A AT RT I NTT 2515 30 PndE 4 2 Bl
IFi) 8, o 3 BV 480 oy P A 2 22 T X ) afe vk B
5% 2% 8 BRI S e 2 1 2 ey — L R 2
SR ITE, 2n ik INVENRE; T Karatsuba 5% 7 #4n
URSRTE, SNUIENJRE . R S JE 25 R PR Bl S 7
% Karatsuba BVE/D 7 eikig 4,5l T Z 1N
EIESR 2 bRt e R A S BB SRR AR 2
FiE CPU LRkt & IR B, B AR A
R REIA E 4 1 e, ) < Karatsuba $.3%
R
A A5 H AR UM Karatsuba 507 1) 2k
P2 T Ak ) AVX2 Wit 77 28,75 il WL 6 FH A
£
Atk 2 ek LR S AR — Z 5 1)
NTT 38 bR [ Eafib, M R T 1 a5 il
it#Ha-bmod (x* + Q). icafMbrfxt AL EKICE
SN a + bx Flc + dx,id &5 F AR A B G R
Ne + fo 2R L 28 UM e, RI,
e+ fx= ((a +bx)-(c+ dx))mod(x2 +Q)
= (ac + {bd) + (ad + bc)x.
A Z T TVE TR 5 ORIEM 2 AN
% Karatsuba ik B9 B RN @ o FUA I E
a+b,c+d,LhI(a+b)-(c+d),Mifi it Had
Hibc.
e+ fx= ((a +bx)(c+ dx))mod(x2 +0)
= (ac + {bd) + ((a +b)(c+d)—ac— bd)x.
A 2 T TRVE TR 4 JORIEM 5 LN
.

Fik 6. AVX2 HRH b 2 iRk

AR A2 Dia + bxFlc + dx

o B 2 A M e+ fx=((a+bx):

(c+ dx))mod(x2 +7r)

1:  vmovdga a, b, ¢, d =FA

2:  vpmul{llh}w {ac, ad, bc, bd}g 0y < {ac, ad,
bc, bd} =i
vpmul{I|h}w, vpsubw bd "« bdg; oy S0

4: vpmul{llh}w rbdy; 0y < 7 - bd ST
vpunpck{lln}wd {ac, ad, bc, rbd} < {ac, ad, bc,
Tbd}ni 10} > fipE

6:  vpaddd,vpsubd {e, f} < {ac *+rbd, ad + bc}
o B B

¥k 7. AVX2 Karatsuba Z& 1t £ 1 =35

AR EARI A EM 2 Tila + bxFlc + dx

B B 2 R e B e+ fx = ((a+bx)-

(c + dx))mod(x? + 1)

1 vmovdga {a, b, ¢, d} =N

2. vpaddw {t;, t;} < {a +b, c + d} =IiE

3 vpmuKllh}w {ac, bd, M}y < f{a-c, b-d, t; -
t,} STk

4. vpmul{llh}w, vpsubw bd " < bd; 10y =217

5. vpmul{Iln}w rbdg; 10y < 7 - bd STETE

6:  vpunpck{llh}wd {ac, bd, rbd, m} « {ac, bd,
rbd, M} 10y o fifE

7:  vpaddd n < ac + bd =HHi%E

8:  vpaddd, vpsubd {e, f} « {ac £ rbd,m —n}

o IV B2

Karatsuba BIEAHE T 2k 07T LT 2 2
2% AVX2 Feikdi5 4,50y vpmullw AT vpmulhw, 18
Wrt8hn 2 2nikiE4 vpaddw FP 2 ks 46 4
vpsubd. 75 ¥ AT v FE R IR 7K G AR R AT

A SCAESEG AR FH S 7 P ) Karatsuba 532
HEAT Ze 2 T ) & .
412 WtHEE

K T SR AT LU 3 — e = 18]
KBEARE A ) A SO E BRI T¢ ¢ {g7t
PLBe g Tq ki NTT AN B 5 e fid
T AVX2 SEILTITHE R A T4 A B E
IR A AN BT EEAEE T — R
U AEASAE FEAT N AT DL— IR = EB .

AXHTH NTT B — 2o 21t 2 1
AT D T 5, R L T30 01 B o m g 2, — AN f
1584 1.
42 PURIRZR

H T C 155 I HUSHE 5 (%) 4 F Ry, 250%
A%, Barrett 20k SEN M R i oy g, AT R
Thk A 528 O R 09 SR R 5 — i R A
AR (H 44 3] MONT 45, 76 2098 52 1 75 B
e [ 1) 1 AR — R AR NTT AR 75 25 4
FNTT 38, H o] 5 MONT 35k Fr) 5% 4 AH 25 &, A SEER A
AT LA R 58 4248 25 MONT S5 i 46 40 4.



5% AKCN-MLWE i AVX2 B30z 9

fE 22 SEPLP AT R NTT A1 ) NTT Hdg— )2
AT T Barrett 299, {H 7% 18 2147 il 45 #4 i B o A0
29k SRV TR A N Bt T R, R R s R e A ] BAAS
HEAT 2)98.

4.2.1 Barrett 2%

1 Hr=amodq, Lay 16 L H FF 58
#,—-25 <a <2V g r ARE0 <r <qtr
{HE (1) 2ok 75 22— VOB SRE (F 2 mT DLE I 5 20
KERNRIE,

a
r:amodq=a—q-bJ=a—Q'la'q_1J

HE— 25 Hi 8 A Rt i) Barrett 2% k2 171 ey
8.

422 ZEEFER L)

52 ) 20 R T S e AN B A
RBEqHFEHP > q N T iHE E R 2 (154
5. 249920 < a < Bgi Wit Er = amodq¥eii iy
et Hr' = ap~! mod q,F i Er = f mod q. it
v FH B R B3 B Dl 52 B T R ) 9k B9 SR e
Wir' #5715 [q, 2q) 2 17 W W q , A\ T ERIE 55 4r S 1Rl
[0, @).

ARSCAE 218 U A 75 52 A 5 R 2
LA WA 10,45 R 6 K 5% B D R A IRGEE A [
&, LR RN TE B 5N [-Bq /2, Bq/2), 7]
A s T R R I R R AT IR I W s g #4452
ffr BISE FE N (—q, @).

Bk 8. Mud i Barrett 2R

HIE 10, St 5 A M 20

16 AT S B —/2 < a < pB/2,5HqiH
Eq<p/2
Hith:r = a(modq),HH0 <r <gq

1: 2lleg (@I-1p
q

2: _ av
L= [2ms@iip

3 r=a-(tgmodp)

Bk 9. Mot Barrett 298551 AVX2 SZHL

LR (1 16 G775 % e, BSOS g DL
st = | i = llog(q)] — 1

A A ) A ) 2000 (L 12 A
eitHa - v, B 16 f7
sHAR LGB xlr
il - g, UK 16 7
it fa — t, 15555 R

1. vpmulhw t < a-v
2: vpsraw t «t > x
30 vpmullw t «t-q
4:

vpsubw r «a-t

Hopv d1 % S E AR, 7T L AT TS

B = 216 ffiFaly b FAIELB /22 M RNE LA
t = av » (llog(q)] — 1 +1log(B)),

P R e TR B R B a S vl R 7 A T
tqmod M T 1T B t 5 q PR L 94
AVX2 fa4A R IIEAT ARk, v LU Barrett £
WEEIFAT I 16 DNk HALT 4 %% AVX2 154
{HASVE R A FE, 2 Barrett 29985035 1% N N —q )
FEE 2005 1 45 - N q i A2 O.

HIN32 MBI T a2 —Bq/2 < a<PBq/2
16 R AR S R Wi —q <1 < q

1: m=aq 'modtf>—-B/2 <m < B/2

2. t=|m-q/Bl

3 v =|a/Bl -t

R 1L SukRISR R 2R AVX2 S

R AL 32 606 7 5 %8, it May, Flay,
Wyt AL 16 B 72 St
U em= (g, g )mod*p

=t=|m-q/Bl

sr=aqy —t

1. vpmullw m < qp - q~
2:  vpmulhw t «m -q
3:

vpsubw 1« ap; — ¢

R 1L R T AVX2 SEEL 5 A T R LR 5
BRI AS 256 A7 25 A7 o, BT 20 ) A7
¥ 16 4™ 32 (A 55 21 & 16 A (hi) A 16 47 (lo).
X BB — AN a1 vpmullw #8541 H5E
a, - @ HIME 16 £7id Am, X M 10 RS —
HEMEH vpmulhw 548 m - qfm 16 7,8
Im - q/B1, 155t f )5 vpsubw $54itHa, —t
32
4.2.3 FEIBZIY

N T B AN DAL [ 298, AT B T R AR SCER
PR NTT. fORA ) NTT, R 88 52 51 5 R 2998
FLVRA Barrett ZJek S92 0 4N B VS B RS R UG
HONTT B— 2 ida N\ i 3o L iR A b sk 24 96k

AT NTT H2ERE 1 2 0 R Edm A\ RN
[0, @), 1 T 5% B SR 2y gk SEk i U VE BRI (—q, ),



10 TR

Bl &2k CT i i A% e f5 (1) 2 0% i Y8 L o
(—q,2q) I FFAFEE Barrett 2998, F— 20 L%
T E MR B A RN
(—q,2¢), 5 V5 B N (=2q,3q) ;58 — Z Kt A\ TE
N(=2q,3q) BN (-3q,4q) B T —J= CT
A 80 (1 B NS RS A2 (— 44, 59) A \q = 7681
TV M 16 A7 755 %t L DR G 55— J2 e A 6 45

WG T EN T 2 BT Barrett 2008, (RIE F— 2
FITH S IE R DA R, R B S T2 45 ] 5

HEAT—IR Barrett 2998 R0 ]2 FE R E: R ORI g
T2 (—q, 2q) WIHIN, BB 75 2 45 R T8 7 A
Barrett Z9J. K SEBEANRT W) NTT ANFRAES = s
FNJEHET Barrett 299k TR NTT 455905 2 T 2440
Ja I 4[0, ql.

253 R i v Y FE R AT R NTT (% YE L
[0, q], B9 T 75 A =k AR fa g = 2 T R AR
SO — N AN 2 SRS BT R A
FILI98, 58 5 58 = A~ 22 TR 5 5 B 5 R 20 0k,
5 2 000 20 g R A B B B
(—2q,29).

Wi NTT H R 2 2 g\ 6 FE R s e 4
JEFE e, N (—2q,2q), 408 GS AR e fi5 4 H VT
Bl N (—4q,4q), M % Barrett 239, DA 2Kk %
AR NTT PUHFEFEE. = V2T Barrett
299 TN B R G HAT T S5 SR 2998, BT LA
Wi NTT 255005 2 X R EGEE N (—q, 9).

43 ZIMANEZE

AKCN-MLWE 1 75 Z3E AT 1) 2 I is S 45
Z ik, 2 A M. Con. Rec. ZIiTF
FIE 5 T B4k DL B e S, 1) w5 .

AR SCAE 2 A AR A 1 S At E 6 22
SR B SRR IS RF AL,
MRS S ALEET T AVX2 JETIAL I R
TR IS 5 SRS Con 5 Rec F I 0B IR,

Z WM. HENmEMSRAT
Kyber3ep (g 347 A0 7 . 2 R R AL 5 7471
W4T R T NTTRUM 0792 R 408 16 4
AT A, A L AVX2 $54 52 i B ) 55
R, T B KRR B b AT I8 5.

EZ ARG P S T el NS HE, HT
AVX2 A BRIETR 2
ASCIRME Barrett 2995 AL R B T i
B TR s AT T AL B SRR vk S
TN, K5 1 i 2 HL IE R 1) R 4 5

K HBEAT IAT LI LK.

BMeoyace = 25/q, Walrqiiss Bl RIR N

2= |2 5] = 5 5] = b -5

BTy e IEHEHFFLLIM = [Mypace | = 2";651@5
R A0 < e < g \TTFF]

-3 2 5%

N T AR IET S5 R, W Z0U £ & R ke de FE) DA ML
A

ea e a<1
2kq q 2k " gq
KIN0 < e < q,TLAHk > log; aq.

IJH:H (@a- m) » k,HHk > [log,aq],m =

[Zq—k],kﬂ@wﬂﬁmaﬂﬁﬂxﬁiﬁmi.w@ﬁtmﬂﬁ

N B4 5 il 48 03 2, HEAT HE— D e A3 340 R
A
x = Compress, (x,d) = [x . Zd/q]
= |((x <« &) +19/21)/4]

= ((r « D) +1q/2])-

x = Decompress, x",d) = [x" -q/Zd]
=" q+29) > d.

B 12 ik TR 2 I R BUE4EE) 3 Lk
PABZ N 3 EUARFAR IS 4 ) 53k AN AKCN-MLWE 5
WS S5 B g = 7681 7E K45 % 3 LLAFIN
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improvement. This paper presents a high-speed AVX2
implementation of AKCN-MLWE. The main contributions
AVX2
optimization techniques from NIST post-quantum proposals,
and apply them to AKCN-MLWE;(2)design a fast AVX2 linear
polynomial multiplicationbased on Karatsuba; (3) design a

include:(1)summarize related state-of-the-art

highly-parallel polynomial compression and decompression
algorithm. The results of this paper show that this work is8.84x

faster than reference implementation, and also faster than
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several NIST lattice-based schemes, such as Kyber and group include software optimization of elliptic-curve
NewHope. The previous research directions of our research cryptography on 8-bit and 32-bit microcontrollersand GPU.



